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CHAPTER 1

INTRODUCTION

The concept of datg privacy focuses on the claim that individuals have in
determining the extent to which peérsonal information is used, for what purposes, and
to whom the information shall be disclosed. Unauthorized and’inadvertent disclosures
of personal information intrude upon the individual's privacy--possibly causing irreparable
damage. An intensified interest in data privacy has perhaps been spurred with the
increasing use of the computer, even though data privacy issues exist with manual
record keeping systems as well. A tool which enables vast amounts of data to be col-
lected, stored, manipulated, and disseminateq quickly and to remote locations, the
computer introduces invaluable verifying, editing, monitoring, and security features
which were previously never available to record keeping systems. It is only when
people mishandle the data that data privéoy abuses occur.

Minnésota has been a pioneer in adopting dét; privacy legislation. It first
passed its privacy law in 1974. Popularly called the "Data Privacy Act," this was an

omnibus bill aimed at state and local government agencies. Since 1979, this Act
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has been officially entitled the "Minnesota Government Data Practices Act." The pro-
visions in the Act.are extremely controversial and complex, which is the reason why
the Act has been amended every year since its inception.

| The Uniform Information Practices Code is the motivating source of this research.
Approved by meﬁbers of the National Conference of Commissioners on Uniform State Laws
at its annual conference in 1980, this Code Was drafted with the purpose of establish- .
ing uniform legisiation which could be adopted by all 50 states. It offers an alternative
for state governments, along with other benefits which accompany uniformity.

Héwever, approximately 25 states have already implemented their own laws with regard

to information practices,l and Minnesota was the first state to enact data privacy
legislation. Thus, the question arises as to whether Minnesota should replace its

data privacy statutes in whole or in part with the Uniform Information Practices Code.
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1.1 UNDERLYING PURPOSE OF THIS STUDY

» There is a paucity of research on privacy legislation at the state level of
government. Although information can readily be obtained on federal acts, such as
the Privacy Act or the Freedom of Information Act, there are very few guidelines
that legislators can use in deciding upon state privacy legislation.

This research provides a basis for drafting amendments to the Mihnesota
Statutes, or a new statute which takes the best of both the Minnesota Statutes and
the Uniform Code, and is acceptable to Minnesota. For those outside the state of
Minnesota, it provides a substantive resource from which to begin drafting their

own proposed statute.



1.2 OBJECTIVES OF THIS STUDY

A resource is needed to enable 1egislators to see the similarities and dif-
ferences between the Minnesota Government Data Practices Act and the Uniform In-
formation Practices Code. Therefore, the primary objective of this research is to
provide legislators with a direct provision-by-provision comparison of the Minnesota
Statutes and the Uniform Code. A direct comparison of the actual texts of each act
will provide valuable insights into the strengths and weaknesses of each act. Those
provisions that are comprehensive, and those that are lacking will become evident.
Although comments are made throughout the comparison, the actual text compariéon
alone will serve as a tool to all legislators in deciding upon and formulating data

privacy legiélation.
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1.2 SCOPE OF RESEARCH

This research is limited to a comprehensive, comparative study and analysis
of the books, articles, and legal documents_that have been published on data privacy
and privacy in general. The Minnesota Stathtes and the Uniform Information Practices
Code are the two documents central to this Etudy. It must be emphasized that both
works are at the state (and not federal) level of govermnment. Surveys or extensive
interviews were not undertaken because these methods would not be as effective or
helpful to legislétors in achieving the objectives of this research as would an actual

text comparison.



1.3 DEFINITIONS, CLARIFICATION OF TERMS USED THROUGHOUT THIS RESEARCH

1.

The "acts" is the term used when referring to both the Minnesota Government Data

Practices Act and the Uniform Information Practices Code simultaneously.

The "Minnesota Government Data Practices Act" refers to M.S. 15.1611 through
15.1698, hereinafter referred to as "the Minnesota Act." Amendments to the

Statutes made in May, 1981 will alter the Statute numbers, but the Act in its
entirely'amended form is currently unavailable. (For the amendments see S.F.

No. 470, Chapter No. 311.)

The "Uniform Information Practices Code" is hereinafter rsferred to as "the

Uniform Code."



1.4 REPORT FORMAT

Background information on each act, such as history, current status, and major
provis%ons will serve the purpose of re—aqquainting one with each act. This will be
followed by the main body of this research, Chapter 4’ which is the direct provi-~
sion-by-provision comparison of the texts. of each act. Each major section of Chapter

kil
4 contains a summary of the particular section. Afterward, a summary of the strengths

\
'

and weak?esses of each act will ensue in order that recommendations and conclusions

can be made.



CHAPTER 2
BACKGROUND OF THE MINNESOTA ACT

Minnesota's early involvement in state privacy legislation can be traced back
to 1973 when representative John Lindstrom introduﬁed the firsf data privacy bill to
the Minnesota House of Representativeé. The bill was passed by the House at that time;
and it was afterwards submitted to the Senate. During the interim period from
1973-74, the Data Security and Privacy Subcommittee of the intergovernmental infor-
mation systems advisory council reworked the bill. Meanwhile, Senator Robert J.
Tennéssen held a series of privacy hearings in the fall of 1973 which, along with the

2
reknown HEW Report, formed the basis for 3 different bills introduced in the 1974

legislative session. Lindstrom's reworked bill and Tennessen's bills were combined--
resulting in Minnesota's becoming the first state to enact privacy legislation.3

Various subcommittees and commissions have contributed to the privacy effort. L
— \ ’

T

The Data Security and Privacy Subcommittees (mentioned above) became defunct in 1975

when an amendment to the Minnesota Privacy Statutes created a Legislative Privacy

_8-
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_‘§utdy Commission. This group was authorized to examine issues involving data privacy
and submit reports containing recommendations to improve privacy legislation to the
Minnesota legislature. It carried out these duties until January 15, 1977.

Moreover, the Data Privacy Division (originally called the “Data Privacy Unit")
of the Minnesota Department of Administration presently carries out the functions
expressly authorized the Commissioner of the Department of Administration in the
Minnesota Statutes. This includes rulemaking and approvals, although it also functions
in an advisory capacity to inquiring citizens and agencies,

The Minnesota Government Data Practices Act has been amended every year since
its inception in 1974. Amendments approved for 1981 primarily focus on the addition
of specific categories of information for various agéneies or changes to currently

existing definitions.



2.1 OVERVIEW OF THE MAJOR PROVISIONS OF THE MINNESOTA ACT

The Minnesota Act applies to all state agencies, political subdivisions, or statewide
systéms in the state of Minnesota in their practices of handling government data.
(See sections 4.2.3 and 4.3.1) On a conceptual level, the Act consists of two major
sections: (1) the omnibus portion of the legislation which has general applicability
to all_agencieé of the state; and (2) the various categories of information, which
declare classifications of data other than%public data, along with the agencies and
persons affected, and the circumstances under which they are affected.

Contained in the omnibus portion of the Act are the following major provisions:

1. General Classifications of Government Data.
Access to GovernmentnData.
Duties of Responsible Authorities.

Rights of Subjects of Data.

v w0

Legal Remedies.

All government data is classified as either data on individuals or data not on indi-
viduals. Data on individuals means "allkgovernment data in which any individual is
L

or can be identified..." It is further subdivided into public, private, and confi-

dential data. If the data is not data on individuals, then it is called data not on
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individuals, and its 3 subdivisions are public, nonpublic, and protected nonpublic
data. (See Figure 1.)

Each classification of data has rules regarding who can access the data, but
not completely. For instance, if the data is private, it is not public; and although it
can be accessed by the individual to whom the data pertains, it is not clear as to the
other individuals or persons who can also access the data. The thrust of this classi-
fication scheme is to limit accessibility to‘data as its classification becomes more
personal. Confidential data, for instance, is inaccessible to the individual subject of
that data. Again, though, the definition does not say to whom the data is accessible
even though it is inaccessible to the indi?idual data subject., By limiting the
accessibility to data, it is believed that abuses to personal privacy can be reduced.

The second provfsion declares that all government data is public data, whether
it be public data on individuals or public data not on individuals. Of course, it
would be to the indi&idual's best interest to classify all data as private; but this
would not be fair to the public interest in accessing the data. Because public access
to all government data is desired, the second provision provides for this. Hence, if
any other classification of data is desired, an application to change it must be sub-
mitted by the responsible authority to the commissionef.

Who is the responsible authority? He or she is an actual person in each govern-

mental agency that is responsible for implementing and administering the provisions of

each Act. For example, he is responsible for reporting to the
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individuals, and its 3 subdivisions are public, nonpublic, and protected nonpublic
data. (See Figure 1.)

Each classification of data has rules regarding who can access the data. For
instance, if the data is private, if is not public; and it can only be accessed by
the individual to whom the data pertains. The thrust of this classification scheme
is to limit accessibility to data as its classification becomes more personal. Con-
fidéntial data, for instance, is inaccessible to the individual subject of that data.
By limiting the accessibility to data, it is believed that abuses to personal privacy
can be alleviated.

The second provision declares that all government data is public data, whether
it be public data on individuals or public data not on individuals. Of course, it
would be to fhe individual's best interest to classify all data as private; but this
would not be fair to the public interest in accessing the data. Because public access
to all government data is desired, the second provision provides for this. Hence, if
any other classification of data is desired, an application to change it must be sub-
mitted by the responsible authority.

Who is the responsible authority? The responsible authority is an actual person
in each governmental agency that is reSponsible for implementing and administering

the provisions of the Act. For example, he is responsible for reporting to the
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commissioner, overseeing the collection, storage, security, and dissemination of data,
eéstablishing procedures, applying for changes to the classification of data, and more.
This person is the agency's focal point with regard to the Act.

The fourth'provision, Rights of the Subjects of Data, accords rights to
individuals who provide information to the agency. An individual must be assured
of rights when data is collected from him. For instance, the individual must be in-
formed of the intended purpose and use of the requested data, the consequences arising
from his suppiying the data, and so forth. Rights are granted to the individual to
find out what data an agency maintains on the individual. Also, the accuracy or
completeness of the public or private data on the individual may be contested.

Lastly, civil remedies are stated in'the final major provision of the omnibus
bortion of the Act. An aggrieved individual may contest an agency's compliance with
the Act, or the agency's practice of disclosure or nondisclosure of information.

The other portion of the Act is a listing of the various categories of infor-
mation which describe the exceptions to the rule, which classifies all data as
public. These categories have been established via the responsible authority submit-
ting an application for temporary classification to the commissioner. If approved,
these categories describe the data being classified as either private, confidential,
nonpublic, or protected nonpublic. Other sections of the Minnesota Statutes also

classify specific types of data.
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CHAPTER 3

BACKGROUND OF THE UNIFORM CODE

The Uniform Information Practices Codg has been refined through much effort
on the part of the National Conferenoe of C;mmissioners on Uniform State Laws (the
"Conference") and many others. In 1977 a Sﬁecial Committee on Uniform Privacy Act
was created to determine whether there was a need for the Conference to begin draft-
ing a Uniform Privacy Act. Their findings indeed revealed inconsistent and non-
comprehensive state law, so it was decided to proceed with the drafting of the Act.
At its 1980 annual conference, the Uniform Iﬁformation Practices Code was approved
and recommended for enactment in all the states.

In comparing the Minnesota Act with the Uniform Code, one must keep the time
lapse differential ‘in mind. In other words; it must be emphasized that the Minnesota

Government Data Practices Act was enacted iﬁ 1974, and Minnesota was the first state

ever to adopt such legislation. Conversely, work on the Uniform Code can be traced
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back to 1977. By that time, other states had already introduced or adopted their own
data privacy legislation. Thus, the draftefs of the Code were advantageously able to
build a foundation for privacy legislation utilizing knowledge of the weaknesses and
strengths of other states' legislation. One can tell just from reading the two
documents that quite a few of the provisions appedr to be unusually similar in terms
of content and wording:

The Uniform Code is lengthier than the Minnesota Act, but part of this can be
attributed to comments which are freely interspersed throughout the Code. These
comments reveal the drafters' intent with regard to the stated provisions. They con-
tain cites to other cases or documents to justify theif intentions, or they further
serve to clarify or provide examples for the provisions.

The Uniform~Information Practices Code was submitted to the House of Delegates
of the American Bar Association in February, 1981 to be considered for endorsement.
However, there was insufficient time to discuss it, and it is not known if it will be
resubmitted. In some cases the American Bar Association's approval might increase

the Code's chances for passage by the states, but the true test of acceptance is in

the state 1egislatures.
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3.1 OVERVIEW OF MAJOR PROVISIONS OF THE UNIFORM CODE

Unlike the Minnesota Statutes, the Uniform Code was drafted with the intention

of enacting it in all 50 states. It is applicable to all state agencies of the

executive branch of government; and it excludes the legislative and judicial branches

of government. The term, "government record,"” is used in lieu of the Minnesota term,

government data, to refer to the data relevant to the Code. (See sections 4.2. 3 and

4.3.1.)

"(1)

(2)

(3)

(&)

Four underlying principles of the Code are expressly stated as follows:

to enhance governmental accountability through a general policy of access to

government records; ’
to make government accountable to individuals in the collection, use, and
dissemination of information relating to them;

to protect individual privacy and related interests whehever the public interest

in disclosure does not outweigh those interests; and

to make uniform the law with respect to the subject matter of this Code among
6 )
states enacting it.'

These principles are embodied throughout the 5 major provisions of the Code by means

of a delicate system of checks and balances.
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Thus far, Minnesota has been the only state to introduce the Uniform Code to
the legislature, but it has been met with‘fierce opposition from certain sectors.
The two major criticisms of the Uniform Code are that: (1) tob much discretionary
power is given to a govermment agency; and (2) data used for law enforcement purposes
is treated too favorably. Hence, no action has been taken to enact the Uniform Code
in Minnesota. Rather, many amendments to the Minnesota Act have been made by the

state legislature in 1981.
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The Code's first article states the pﬁrposes of the Code, and defines all terms
used throughout. Information which refers to individuals is referred to as "personal
.records," and it is a general term that is used whenever any agency maintains in-
formation about individuals.

If a personal record reveals, or can readily be associated with .the identity of
the individuals, then it is an individually identifiable record. This type of record
becomes the focus of Article 3,'which deals specifically with individually identifiable
records. Personal records may also Se described in terms of their accessibility,
which is pertinent to the provisions relating to record retrievability. However,

o0t all ﬁersonal records are individually identifiable records or accessible records.

Article 2 declares that all government records are available for public inspect-
ion in an overall policy gf freedom of information. In the Minnespta Act, all information
that is classified as public is accessible, but the Code does not have this sort of
classification system. Instead, the agency head may refuse to disclose records to
the public if it is felt that the reasons for nondisclosure outweigh the public
benefit derived from accessing the records. This authority to make a discretionary

judgment is held in check by a provision which says that the head of the agency must

be ready to justify why a particular record has been withheld from public access.
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In like manner, the third article deélares that the head of the agency has the
authority to disclose an individually idenfifiable record to a person other than the
individual to whom the record refers if the benefit derived from disclosing the in-
formation outweighs the individual's privacy interests. Moreover, an individually
identifiable record can be withheld from the individual to whom it refers, but the
responsible authority is once more responsible for his decision.

fhé fourth article establishes an Office of Information Practices; and it -
appoints a director of the Office of Information Practices to carry out specific,
designated tasks. 1In effect, this Office is an entity which oversees the carrying
out of the provisions of the Code. It is a built-in control méchanism because it has
the power to recommend the taking of discipliﬂary action; or the taking of steps to
instigate criminal prosecution procedures against the affected agencies. Also, it
provides a second resource for individuals, which would result in improved quality
of public access to informationoand protection of individual privacy rights.

Finally, the last major provision allows certain agenciés to be exempted from
some of the provisions of the Code. Either the Governor or the Office of Information -

‘Practices is granted the authority to decide whether an agency qualifies for exemption.
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4.1 RULES FOR READING CHAPTER 4

1.
2.

A summary precedes the text of each major section except for section 4.13.

Provisions and comments for the Minnesota Statutes are always on the left half ‘
of each page; provisions and comments for the Uniform Code are always on the

right half of the page.

Section numbers are assigned to the Minnesota Statutes (e.g., 15.162, 15.1621).
However, official section numbers have not been assigned to the 1981 amendments

yet. 1In these cases, the word, "Section,' is spelled out.

Comments: A personal comment is enclosed in asterisks and brackets (i.e., | *comment*]).

A comment directly after (beneath) a clause on the same’half of the
page refers to that particular clause. .

The comments taken directly from the Uniform Code are enclosed in asterisks
and brackets, and always begiﬁ with, "COMMENT..."

REPEATed provisions are indicated, and a cite is given to refer to another

section where it can be found.
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4.2 PURPOSE, SCOPE

From the onset it must be realized that the comparison of the Minnesota Statutes
with the Uniform Information Practices Code is not equally balanced. In the draft-
ing stages, the Statutes were intended to formulate privacy legislation only for the
state of Minnesota. The intent of the Uniform Code was to draft legislation to be
adopted by ali 50 states. Thus, it might be expected that the Uniform Code would
be more comprehensive--particularly with regard to inter-state data handling practices.

However, both the Minnesota Act and the Uniform Code must in some way formulate
underlying principles to regulate agency handling of data. The Minnesota Statutes
should explicitly state the purpose(s) of the Act. A stated purpose(s) would serve
as a’guideline in evaluating present and fuﬁure data privacy legislation. It would
also provide éohesiveness to the Act, which' is currently lacking.

The scope of the entities regulated by the Minnesota Act is quite comprehensive.
As one can see, the definitions of state agency, political subdivision, and statewide
system embody all entities of state government. On the other hand, the current
provisions of the Uniform Code exempt the judicial and legislative branches of
government from all pfovisions of the Code. 1In a way, this defeats the purpose of

the Uniform Code because the exemption of these 2 branches of government would illustréte

,2?_



CHAPTER 4

PROVISION—BY—PROVISION COMPARISON_OF THE MINNESOTA ACT
AND THE UNIFORM CODE

Unquestionably the lengthiest but most substantive chapter,; the reader is
urged to read the actual text comparisons in order to compare the distinct dif-
ferences and the very subtle differences between the two acts. The sections have

been organized to assist in comprehending similar and different provisions of the

acts.
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that there is a double standard with regard to protecting individual privacy
interests. All branches of government must be accountable for their data handling
practices because abuses can occur in any branch of government that handles personal
records. Also, the Uniform Code can be applied to the private sector.

Both the Minnesota Act and the Unifofm Code naturally define an individual and
a person in order to formulate policy with regard to agency interaction with the
individual or person. Inter-agency and inter-state provisions permit the agency to
disclose information, with restrictions. Intra-agency disclosures are mentioned
within the categories of information listed in the Minnesota Act. The Uniform Code
permitq intra-agency disclosures, although it is not dealt with in any provision of
the Code.

Lastly, the Minnesota Act does not provide for foreign disclosures of data.
It only prohibits the dissemination of data to Interpol. The Uniform Code has one

clause concerning foreign disclosures.
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4.2.1 Titles :

15.1611 GOVERNMENT DATA.
Subd. 2.
Sections 15.1611 to 15.1699 may be cited

as the "Minnesota government data practices
act." /

Subdivision 1.

All state agencies, political subdivisions
and statewide systems shall be ,governed by
sections 15.1611 to 15.1699.

1
]

4

\

UNIFORM INFORMATION PRACTICES CODE

Article 1
General Provisions and Definitions

SECTION 1-101 (Short Title.)

This Act may be cited as the Uniform
Information Practices Code.

l # All agencies of the executive branch
of government are governed by the provi-
sions of the Uniform Code. ¥ ]
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2 Uniform Code: Purposes; Rules of Construction
.2.1 Purposes; rules of construction

[# It is imperative that a purpose for the

Government Data. Practices Act be explicitly stated
Sso that current and future amendments

‘related to the purpose(s).

%]

will be

SECTION 1-102 (Purposes; Rules of Con-
struction.) )

This Code shall be applied and construed
to promote its underlying purposes and poli-
cies, which are:

(1) +to enhance governmental accounta-
bility through a general policy of access to
governmental records;

(2) to make government accountable to
individuals in the collection, use, and dis-
semination of information relating to them;

(3) to protect individual privacy and
related interests whenever the public interest
in disclosure does not outweigh those interests;
and

(4) to make uniform the law with
respect to the subject matter of this Code
among states enacting it.

an



4.2.2.2 Severability

, SECTION 1-103 (Severability.)

[ *# This has already occurred in the Minnesota If any provision of this Code or its
Statutes through amendments. ¥ » application to any person or circumstance is

held invalid, the invalidity does not affect

, ' other provisions or applications of the Code

which can be given effec¢t without the in-

valid provision or application, and to this
end the provisions of this Code are severable.




'

4.2.3 Scope

4.2.3.1 The data applicable to the act or the code

}5.162 COLLECTION, SECURITY AND DIS-

SEMINATION OF RECORDS; DEFINITIONS.

Subd. 11.

"Government data" means all data collected,
created, received, maintained or disseminated
by any state agency, political subdivision,
or statewide system regardless of its physical form
storage media or conditions of use.

b

% See section 4.3.1.1. # |

# Tn Ambrose Kottschade v. Gerald Lundberg, a
Minnesota Attorney General determined that:

" The work sheets, commonly referred to as
'field cards,' on which an assessor in the field
records his comments or observations with
respect to each piece of property which he
assesses, are not ‘public records' within the
meaning of Minn. St. 15.17, subd. 4, which
requires that public records be made available
for inspection by any member of the public...
Any casual jotting, any tear-sheet observation,
which discloses the promptings of official
action, is to some extent 'necessary to a full
and accurate knowledge of # # % official
activities.' But it appears to us that the
legislature did not intend anything that
sweeping. Such a broad definition of public
records would fill official archives to
overflowing..." 7 # ]

(3) *“"Govermnment record" means infor-
mation maintained by an agency in written,
aural, visual, electronic or other physical
form. .

[*

[ %

See section 4.3.1.1. *]

COMMENT in Uniform Code following section
1-105, page 5.

It includes -all information maintained
by an "agency" as long as 'the information
exists in some physical form. For example,
the personal recollection of an agency em-
ployee would not be a "government record"

but his handwritten notes summarizing an
event or conversation would. This definition
triggers the general public right of access
to information established in sections

2-101 and 2-102. * ]
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4.2.2.3 Construction against implied repeal

SECTION 1-104 (Construction Against

.Implied Repeal.) ‘

This Zode is a general act intended as
a unified coverage of its subject matter and
no provision of it is impliedly repealed by
subsequent legislation if that construction
can reasonably be avoided.
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4.2.3.2 continued

15.162 COLLECTION, SECURITY AND DISSEMINAT-

ION OF RECORDS; DEFINITIONS.

Subd. 7.

"State agency" means the state, the Univer-
sity of Mimmesota, and any office, officer,
department, division, bureau, board, commission,
authority, district or agency of the state.

Subd. 5.

"Political subdivision" means any county,
statutory or home rule charter city, school
district, special district and any board, com-
mission, district or authority created pursuant
to law, local ordinance or charter provision.

It includes any nonprofit corporation which is
a community action agency organigzed pursuant

to the economic opportunity act of 1964 (P.L.
88-452) as amended, to qualify for public funds,
or any nonprofit social service agency which per-
forms services under congtract to any poli-

tical subdivision, statewide system or state
agency, to the extent that the nonprofit

social service agency or nonprofit corporation
collects, stored, disseminates, and uses

data on individuals because of a contractual
relationship with state agencies, political
subdivisions or statewide systems.

Subd. 8.

"Statewide system" includes any record-
keeping system in which government data is
collected, stored, disseminated and used by
means of a system common to one or more state
agencies or more than one of its political
subdivisions or any combination of state agen-
cies and political subdivisions.

SECTION 1-105 (General Befinitions.)

(2) "Agency" means a unit of government
in this State, any political subdivision
or combination of subdivisions, a depart-
ment, institution, board, commission, district,
council, bureau, office, officer, official,
governing authority or other instrumentality
of state or local government, or a corporation
or ather establishment owned, operated, or
managed by or on behalf of this State or any
political subdivision, but does not include
the (name of legislative body) or the courts
of this State.

| % COMMENT following SECTION 1-105, p. 5.

Not included within the definition of
"agency" are the legislature and the courts
of a state. Although not found persuasive
in some jurisdictions, see, e.g., Conn. Gen.
Stat. Ann. § 1-18a; Tex. Pub. Off. Code Ann.
tit. 110A, S 6252-17a, the rationale for
these exceptions is threefold: (1) the
executive branch is by far the major
recordkeeper in state government and has
been chiefly responsible for excessive govern-
mental secrecy and abuses in the collection,
use and dissemination of personal records;
(2) potential separation of powers issues
would arise if the requirement of this Code
were extended to the the judiciary and to
records held or controlled by legislators;
and (3) the legislative and judicial branches
are held to a high level of public accounta-
bility through other means such as the A
electoral process and appellate review. #
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4.2.3.2 The bodies or entities regulated by the act or the code

15.1611 GOVERNMENT DATA.
Subd. 2.
Sections 15.1611 to 15.3699 may be cited

as the "Minnesota government data practices act."

Subd. 1.

All state agencies, political -subdivisions
and statewide systems shall be governed by
sections 15.1611 to 15.1699.

[* REPEAT. See section 4.2.1. # |

[# 1In Minneapolis Star and Tribune Company v.
State and Others, a Minnesota Attorney General
determined that the: "Board of Medical
Examiners are not 'officers’ of the state,
and the Board is not an 'agency of the state.'
Therefore, minutes of their meetings are not
subject to indiscriminate public inspection
in the absence of some spgcial interest
which confers standing." # ]

Y
[ # It is stated on page i. of Prefatory Note
that, "The Code related to recorded information
which is collected and maintained by state
or local government," but is not explicitly
stated in the text of the Code. *]

[ # Also on page iii. of Prefatory Note:
"...Records maintained by the private sector
(e.g., insurance, credit, banking) could also
be included." ¥]

[ # Thus, since the private sector can be
included, the scope of the entities regulated
can be broader. Also will apply to all
agencies of states that adopt the Code. ¥
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4.2.3.2. continued

[ # "Agency" in the Code is intended' to be
-all-inclusive. The big difference is that

the legislative and judicial branches are
exempted from the Code. One of the purposes
of the Code is to protect individual privacy
interests when they are not outweighed by
the public interest in disclosure. To the
extent that the legislative and judicial
branches also maintain personal records,
abuses to an individual's privacy can still
occur. Thus, these 2 branches must also be
liablgkfor their handling of data under this
Code.
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4.2.3.2 continued

15.162 continued SECTION 1-105 continued

[¥ Very comprehensive definitions. Emphasizes [# Disagree with the above. All record
p p . 3 - -
the exclusion of no agency or branch of govern- keeping systems which keep records on individuals

ment. Also see section 4.3. % ] must be held accountable for their actions. #]
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4.2.3.4 The entities which access the data and to which disclosures are made

INDIVIDUALS, PERSONS

15.162 COLLECTION, SECURITY AND DIS-

SEMINATION OF RECORDS; DEFINITIONS.

Subd. 4.

"Individual" means a natural person. In
the case of a minor, "individual" includes a par-
ent or guardian or an individual acting as a
parent or guardian in the absence of a parent
or guardian, except that the responsible auth-
ority shall withhold data from parents or
guardians, or individuals acting as parents or
guardians in the absence of parents or guardians,
upon request by the minor if the responsible
authority determines that withholding the data
would be in the best interest of the minor.

Subd. 12.

"Person" means any individual, partner-
ship, corporation, association, business trust,
or a legal representative of an organization.

SECTION 1-105 (General Definitions.)
(4) "Individual™ means a natural person.

* Provisions are made for minors in SECTION

3-106(b). See section 4.4.4. *]

(7) *"Person" means individual, cor-
poration, government or governmental sub-
division or agency, business trust, estate,
trust, partnership, association, or any other
legal entity.
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4.2.3.3 The geographical area where the act or code is to be enacted

[*

Only pertains to the state of Minnesota. # |

SECTION 1-102 (Purposes; Rules of« .

Construction.)

(4) to make uniform the law with
respect to the subject matter of this Code
among states enacting it. :

| # REPEAT. See section 4.2.2.1. * |
| ¥ A major purpose of the National Conference
of Commissioners on Uniform State Laws is to
draft acts to be enacted in all 50 states. ¥
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4.2.3.4 continued

FOREIGN GOVERNMENTS
15.1643 INTERNATIONAL DISSEMINATION SECTION 3-103 (Disclosure to Agencies
PROHIBITED. or Government, )

No state agency or political subdivision
shall transfer or disseminate any private or
confidential data on individuals to the
private international organization known as
Interpol.

[¥ The above is the only clause relating to
international disclosures. It is a prohibition
and does not really deal with disclosures to
other foreign governments. Therefore, it is
assumed that the scope of this Act does not
cover disclosures to foreign governments. ¥]

“

(5) a foreign government pursuant to
executive agreement, compact, treaty, or
statute;

[ # COMMENT following section 3-103.
Finally, subsection (a)(5) generally
authorizes disclosure of individually identi-
fiable records to foreign governments pur-
suant to executive agreement, compact,

treaty or statute. Informal exchanges of
information between agencies and foreign
governm?nts are forbidden under this subsect-
ion. #
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4.2.3.4 continued

STATE GOVERNMENTS, AGENCIES

15.163 DUTIES OF RESPONSIBLE AUTHORITY.
Subd. 9. Intergovernmental access of data.

A responsible authority shall allow another
responsible authority access to data classi-
fied as not public only when the access is
authorized or required by statute or federal
law. An agency. that supplies government data
under this subdivision may require the re-
questing agency to pay the actual cost of
Supplying the data...

[# See section 4.5.4 for more thorough coverage
of these provisions. Also, these definitions
above can be found in section 4.3.1. #]

[* Although not expressly provided for in the
Act, specific mention is made of intra-agency
disclosures within specific categories of in-
formation. For example, in section 4.,15.8.1,
WELFARE DATA, it is stated that private data on
individuals shall not be disclosed except

to an agent of the welfare system, or to
personnel of the welfare system. #

[ * COMMENT following SECTION 3-103.

section 3-103 deals with inter-agency
disclosure of individually identifiable
records. Intra-agency use and disclosure of
those records are not regulated in this
section or elsewhere in this Article. The
policy of this Act is that individually
identifiable records can be freely used
within an agency. The additional layer of
controls necessary to limit intra-agency use
and disclosure would be costly and adminis-
tratively burdensome and add marginally at
best to the already extensive duties of the
agency to protect the privacy of indivi-
dually identifiable records. * ]

l* SECTION 3-103 covers interstate, foreign
disclosures of data. See section 4.5.4. %]




1
L %

)

5econdly, in order to define the scope of the agencies to be regulated, the
term,“aéenoyﬁ' is defined. See section 4.2 for a related discussion.

Three specific positions are defined only in the Minnesota Statutes——namély,
“commissioner," "responsible authority," and "designee." This is a good concept be-
cause it assigns responsibilities to specific persons as opposed to having agencies
carry out the various functions. In the broadest sense, agencies perform functions;
but the designation of people to perform specific duties, and to be held accountable
for these duties, makes the law more specific and concrete.

In the Uniform Code a director of the Office of Information Practices is
assigned responsibility for the Office of Information Practices. A definition for
the head of the agency, not unlike the responsible authority, is needed in this
section of definitions.

The definitions of research records and research purpose in the Code denotes
the purpose for which an individually identifiable record will be used. A research
record is, in actuality, an individually identifiable record; whereas ‘summary data'
in the Statutes refers to the output or results of the compilation of individually
identifiable records. Thus, the definition of summary data is not linked with a

purpose, for summary data may be generated for purposes other than research purposes.

43




4.3 DEFINITIONS

The most critical definitions in this section are those that relate to the
definition of a pérsonal record or data on individuals. This is because an indivi-
dual's personal privacy can be abused when an agency handles personal records and
discloses them to others. Moreover, fhese 2 definitions underly the structure of
the acts with regard to the manner in which policy is formuléted for disclosures of
information. Two unique approaches in defining personal records have been taken
in the two acts.

In the Minnesota Statutes, all government data must be assigned to 1 of 6
specific classifications of data. Although this framework is very clear cut, the
implications of this scheme will become apparent in section 4.14 and 4.15. Each
classification of data is also defined in terms of who can access the'data.

Conversely, the Uniform Code defines a personal record, but it is more vagne
in the sense that it does not attempt to further classify all types of personal
records into specific categories. Neither does it classify all government records
that are not personal records. This results in less structured prov1o10ns because

all data does not have to be classified,and the rules for accessing the data are not

embedded in the definitions.
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4.3.1.2 Entities regulated

15.162 continued

Subd. 8.

"Statewide system" includes any record-
keeping system in which government data is
collected, stored, disseminated and used by
means' of a system common to one or more state
agencies or more than one of its political sub-
divisions or any combination of state agencies
and political subdivisions.

Subd. 7.

"State agency" méans the state, the Univer-

sity of Minnesota, and any office, officer,
department, division, bureau, board, commis-
sion, authority, district or agency of the
state. :

Subd. 5.

"Political subdivision" means any county,
statutory or home rule charter city, school
district, special district and any board,
commission, district or authority created
pursuant to law, local ordinance or charter
provision. It includes any nonprofit
corporation which is a community action agency
organized pursuant to the economic opportunity
act of 1965 (P.L. 88-452) as amended, to
qualify for public funds, or any nonprofit
social service agency which performs ser-
vices under contract-to any political sub-
division, statewide system or state agency, to
the extent that the nonprofit social service
agency or nonprofit coérporation collects,
stores, disseminates, and uses data on
individuals because of a contractual relation-
ship with state agencies, political subdivisions
or statewide systems.

[*¥ All-above repeated., See section 4.2.3.2. %]

SECTION 1-105 continued

(2) "Agency"means a unit of government
in this State, any political subdivision or
combination of subdivisions, a department,
institution, board, commission, district,
council, bureau, office, officer, official,
governing authority or other instrumentality
of state or local government, or a corporation
or other establishment owned, operated, or
managed by or on behalf of this State or any
political subdivision, but does not include
the (name of legislative body) or the courts
of this State.

[# See section 4.2.3.2 for notes to this

definition. #]
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Definitions--Up Front

h.3.1
4.3.1.1 Government data applicable

15.162 COLLECTION, SECURITY AND DIS-

SEMINATION OF RECORDS; DEFINITIONS.

Subd. 1. .

As used in sections 15.1611 to 15.1699,
the terms defined in this section have the
meanings given them.

REPEAT

Subd. 11. :

"Government data" means all data collected,
created, received, maintained or disseminated by
any state agency, political subdivision, or
statewide system regardless of its physical form,
storage media or conditions of use.

[* See section 4.2.3.1 for a discussion of
these definitions. ¥]

SECTION 1-105 (General Definitions.)

Subject to additional definitions in
subsequent Articles which are applicable to
specific Articles, and unless the context
otherwise requires in this Code:

REPEAT
(3) "Government record" means information
maintained by an agency in written, aural ,
visual, electronic or other physical form.
[*

See section'4.2.3.1. #]

(6) *"Maintain" means hold, possess,
preserve, retain, store,or administratively
control.




4.3.1.3 continued

15.162 continued

1

Subd. 5b.  "Public data on individuals"
means data which is accessible to the public
in accordance with the proyvisions of section
15.1621.

Subd. 5a. "Private data on individuals"
means data which is made by statute or
federal law applicable to the data:

(a) not public; and (b) accessible to the
individual subject of that data.

[¥# Although the above definition states that
the data is accessible to the data subject,

it does not specify who else can access the

data. *¥1

Subd. 2a. "Confidential data on indivi-
duals" means data which is made not public by
statute or federal law applicable to the data
and 1s inaccessible to the individual subject
of that data.

1

SECTION 1-105 continued
COMMENT continued

to extrinsic facts known or reasonably
available to the requester? If neither part
of the test is met, an agency may deal with
the record free of the access and disclosure
restrictions previously noted. ¥ ]

| #  The Code has no concept of the Minnesota

Act's classification system. It merely
distinguishes the personal .record from the
rest of the government records rather than
attempting to classify all personal records
and all government records that are not
personal records. ¥ ]
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4.3.1.3 Data definitions

15.162 continued

Subd. 3.

"Data on individuals" means all govern-
ment data in which any individual is or can be
identified as the subject of that data,
unless the appearance of the name or other
identifying data can be clearly demonstrated
to be only incidental to the data and the
data are not accessed by the name or other
identifying data of any individual.

¥ See section 2.2 for explanation of this
classification schemre. This is the crucial
definition in understanding the Statutes, for
anything that is not data on individuals is
data not on individuals. * ]

SECTION 1-105 continued

(8) "Personal record"” means any 1item or
collection of information in a goverrment
record which refers, in fact, to a particular
individual, whether or not the information
is maintained in individually identifiable .
form. '

f

| *® COMMENT from the Code following SECTION

1-105, page 5. :

Section 1-105 (8) provides that a
"personal record" is an item of information in
a government record that refers in fact
to a particular individual. ‘The distinctive
function of this term is to trigger certain
géneral agency recordkeeping duties. #*

(5) "Individually identifiable record"
means a personal record that identifies or
can readily be associated with the identity
of an individual to whom it pertains.

* COMMENT from the Code following

SECTION 1-105, page 6.

As used in this Clode, this term limits
public access to information in govern-
ment records about individuals, e.g., sections
2-103(12), 3-101 and 3-102, and disclosure
of such information between agencies,
seetion 3-103. The test is objective:

(1) does the record on its face identify
the individual to whom it pertains; or

(2) can the record be associated with the
individual to whom it pertains by reference
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4.3.1.3 continued

15.162 continued

Subd. 3a. "Data not on individuals"
means all government data which is not data on
individuals.

Subd. 5b. "Public data not on indivi-
duals" means data which 1s accessible to the
public pursuant to section 15.1621.

Subd. 5c. "Nonpublic data" means data
not on individuals which is made by statute
or federal law applicable to the data:

(a) not public; and (b) accessible to the
subject, if any, of the data.

[# By definition, nonpublic data should not
have a data subject. If one could be
identified, it would be data on individuals. #]

SECTION 1-105 continued

(1) *"Accessible record" means a person-
al record, except a research record, that is:

(i) maintained according to an
established retrieval scheme or indexing
structure on the basis of the identity of,
or so as to identify, individuals; or

(ii) otherwise retrievable becauce
an agency 1s able to locate the record through
the use of information provided by a re-
quester without an unreasonable expenditure
of time, effort, money, or other resources.

| # An accessible record is defined to clearly
state policy with regard to an agency's
ability to retrieve the record when an
individual requests to see his own personal
record. See sections 4.4.3 and 4.4.4. 3

| # Individually identifiable records and
accessible records are 2 types of personal
records, but these 2 subsets are not meant to
encompass all personal records. #]




4.3.1.3»continued

15.162 continued

[* Public, private, and confidential data on
individuals classify all data on individuals. ¥]

[¥ Again, the Minnesota Act is silent with
regard to the other individuals or persons
who can access the data, even though it is
inaccessible to the individual dats subject.
These definitions will allow much room for
other disclosures to be made which may be
clearly unwarranted invasions of personal
privacy. #*]

SECTION 1-105 continued
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4.3.1.3 continued

15.162 continued

Subd. 5d. "Protected non-public data"
means data not on individuals which is made
by statute or federal law a plicable to the
data (a) , not public and (b not accessible
to the subject of the data.

[*¥ The word, "noﬁ—publio," in Subd. 5d. must
be amended to "nonpublic." #* |

[* Again, this definition does not make sense.
If it is not data on individuals, it should
not have a data subject and access provisions
are irrelevant. #* |
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4.3.1.5 1Individual, person

15.162 continued

Subd. 4.

"Individual" means a natural person. In
the case of a minor, "individual" includes a
parent or guardian or an individual acting as a
parent or guardian, except that the responsible
authority shall withhold data from parents or
guardians, or individuals acting as parents or
guardians in the absence of parents or guardians,
upon request by the minor if the responsible
authority determines that withholding the data
would .be in the best interest of the minor.

[# REPEAT See section 4.2.3.4. %]

|# Use of the definition of "minor" appears

in section 4.15.10. It might be a good idea to
separate the clause regarding the withholding

of a minor's personal record by the responsible
authority, from the definition of an individual.
This situation might pertain to future cate-
gories of data under different circumstances. # |

Subd. 12. "Person" means any individual,
partnership, corporation, association, business
trust, or a legal representative of an
organization.

SECTION 1-105 continued

(4)

(7)

"Individual" means a natural person.

"Person”" means individual, corporat-

ion, government or governmental subdivision
or agency, business trust, estate, trust,
partnership, association, or any other legal

entity.




4.3.1.4% Summary data, research record

15.162 continued

Subd. 9. "Summary data" means statistical
records and reports derived from data on in-
dividuals. but in which individuals are not
identified and from which neither their
ldentities nor any other characteristic that
could uniquely identify an individual is
ascertainable. '

¥ Summary data is the aggregate information
prepared from data on individuals. The re-
search record is data on individuals, but its
ultimate use is for research purposes. From
this definition, summary data can be used for
purposes other than research purposes. ¥%]

SECTTON 1-105 continued

(10) "Research record" means an indi-
vidually identifiable record collected
solely for a research purpose and not intended
to be used in individually identifiable form
to make any decision or to take any action
directly affecting the individual to whom
the record pertains.

(9) "Research purpose" means an objective
to develop, study, or report aggregate or
anonymous information not intended to be
used in any way in which the identity of an
individual is material to the results.

[# There is a definite emphasis on purpose

which becomes apparent in the legislation
concerning research records in section 4.10.
The definition of a research record is A
clearly linked with research purpose. *|
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4.3.1.6 Minnesota Statutes:

Commissioner, responsible authority,

designee

15.162 continued

Subd. 2. "Commissioner" means the commis-
sioner of the department of administration.

Subd. 6. "Responsible authority" in a
state agency or a statewide system means the
state official designated by law or by the
commissioner as the individual responsible
for the collection, use and dissemination of
any set of data on individuals, govérnment
data, or summary data. "Responsible authority"
in any political subdivision means the indi-
vidual designated by the governing body of
that political subdivision as the individual
responsible for the collection, use, and dis-
semination of any set of data on individuals,
government data, or summary data, unless
otherwise provided by state law.

Subd. 10. "Designee" means any person
designated by a responsible authority to be
in charge of individual files or,systems con-
taining government data and to receive and
comply with requests for government data.

* Becausg these 3 positions are defined, the

roles for each position must be specified in
3

the Act.

does not provide for any

in the definition section.
director of the Office of
Practices is appointed later,
a good idea to define that
this section. # ]

[ # The Code employs the all-encompassing term,
magency, " to delegate responsibilities.
Specific positions are not defined for
specific persons. #*]

[ ¥ The Code
definitions
Because the
Information
it would be
position in
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4.4 PUBLIC AND INDIVIDUAL ACCESS TO INFORMATION
Section 4.4 introduces some very interesting developments. An agency's govern-
ment data is declared to be accessible to &he public in an expressly stated freedom
of information policy. The Uniform Code s£ates that government records are available
to the public for inspection during business hours. The Minnesota Statutes declares
all government data to be classified as public (either public data on individuals or
public data not on individuals) unless otheywise classified by statute, federal law,
or temporary classification. Doing so infers that all exceptions must be declared
by law. Hence, all of these exceptions are listed in section 4.15. This is the
primary disadvantage of the Minnesota Statﬁtes' scheme of defining all government
data to fit a particuiar data classification. |
Interestingly, the terminology used in each act impacts the forcefulness of each act
in a subtle manner. The Minnesota Act reférs to the freedom of information policy
as "Access to Government Data." This termindlogy views access to an agency's in-
formation from the standpoint of the geﬁeral public. The Uniform Code calls it,
"Duties of Agency,' which specifically focuses and assigns responsibiiities to the
agency. i}
Individual access to one's own personal records, and the limitations placed

on this access, are also covered. The procedures for access in the Uniform Code
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4.4.1 Publishing Agency Procedurés

3V
i

\

|

15.163 DUTIES OF RESPONSIBLE AUTHORITY.
Subd. 8. Publication of access procedures.

The responsible authority shall prepare a
public document setting forth in writing the
rights of the data subject pursuant to section
15.165 and the specific procedures in effect
in the state agency, statewide system or
political subdivision for access by the data

subject to public or private data on individuals.

Article 2
Freedom of Information

SECTION 2-101 (Affirmative Agency
Disclosure Responsibilities.)

Each agency shall make available for
public inspection:

(1) rules of procedure, substantive
rules of general applicability, statements
of general policy, and interpretations of
general applicability, adopted by the agency;
and

(2) final opinions, including concurring
and dissenting opinions, as well as orders,
made in the adjudication of cases.

ﬁ,(A, §



are the same as those for public access, with the exception that the individual's
1dent1ty must be confirmed and that the agency should provide an audit trail of
disclosures made, if requested. The Statutes contain a provision whereby the agency
is not required to disclose the individual's record for 6 months after a request has
been made. If would be a good idea to include a provision similar to this in the
Code because continual requests by the same requester could jeopardize the agency's
operations.

The Minnesota -Statutes specify time limits for acting upon an individual's re-
- quest to inspect his own record, but such time limits are noﬁ mentioned in public
access to information. Both types of requesters should be treated equally.

Finally, it must be noted that there are contingent situations in which the
responsible authority (in the Statutes) is allowed to use discretion in deciding
whether to release an individual's record to the individual or to the public. These
situations are declared by Statute and involve examination and law enforcement data,
and disclosure of a minor' s personal records. The provisions for these contingent

situations resemble the constructlon of prov131ons for disclosure in the Code.
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4,4,2 continued

15.1621 continued

Subd. 2. Procedures.

The responsible authority in every state
agency, political subdivision, and statewide
system shall establish procedures, consistent
with sections 15.1611 to 15.1698, to ensure
that requests for government data are received
and complied with in an appropriate and
prompt manner...

Subd. 3. Request for data.

...ITf the responsible authority or designee
is not able to provide copies at the time a
request is made he shall supply copies as
soon as reasonably possible...

Subd. 3. Request for data.

Upon request to a responsible authority
or designee, a person shall be permitted to
inspect and copy government data at reasonable
times and places, and if the person requests,
he shall be informed of the data's meaning.

¥ The Act need more definite time and cost
policies. Without any definite time limits,
it could be months before an agency might
respond to the request. * ]

SECTION 2-102 continued

(d) Promptly, but no later than 7 days
after receiving a written request for access
which reasonably identifies or describes a
government record, the agency shall:

# Notice that both acts emphasize promptness,
but the Code sets a time limit for acting

on the request to ensure that it replies
promptly. %]

(1) make the record available to
the requester, including, if necessary, an
explanation of any machine readable code or
any other code or abbreviation;

(2) inform the requester that the
record is in use or that uhusual ciré¢umstances
have delayed or impaired the handling of the
request and specify in writing the earliest
time and date, not later than 21 days after
receipt of the request, when the record
will be available;

(3) inform the requester that the
agency does not maintain the requested record,
and provide, if known, the name and location
of the agency maintaining the record; or

(4) deny the request.




4.4,2 Freedom of Information--Public Access to Records

The Act is
the Code

# Compare the two section titles.
from the viewpoint of the public;
makes it a duty of the agency. * ]

15.1621 ACCESS TO GOVERNMENT.

Subd. 1. Public data.

All government data collected, created,
received, maintained or disseminated by a state
agency, political subdivision, or statewide
system shall be public unless classified by
statute, or temporary classification pursuant
to section 15.1642, or federal law, as not
public, or with respect to data on individuals,
as private or confidential. The responsible
authority in every state agency, political
subdivision and statewide system shall keep
records containing government data in such an
arrangement and condition as to make them
easily accessible for convenient use. Photo-
graphic, photostatic, microphotographic, or
microfilmed records shall be considered as
accessible for convenient use regardless of
the size of such records.

¥ Declaring all government data to be public
unless classified otherwise makes it

necessary to name all other exceptions. This

becomes cumbersome if there are many exceptions.

It also ignores use. # |

SECTION 2-102 (Duties of Agency.)

(a) Except as provided in section 2-103,
each agency upon request by any person shall
make government records available for inspect-
ion and copying during regular business hours.

| ¥ By defining an accessible record, the Code

does not require agencies to conform to this
order. In manual systems this might be
costly for the agency to do. #* ] ‘
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4.4.2 continued

15.1621 continued

15.1621 ACCESS TO GOVERNMENT DATA
Subd. 2. Procedures.

...Full convenience and comprehensive acces-
Sibility shall be allowed to researchers in-
cluding historians, genealogists and other
scholars to carry out extensive research and
complete copying of all records containing
government data except as otherwise expressly
provided by law.

* This provision should be in the Minnesota
Statutes because it 1limits the amount of
information the agency is required to access.
What is meant by "comprehensive accessibility"
above? What explicit rules are there for
covering the cost to the agency versus the
public right to access records? * ]

!

—

SECTION 2-102 continued

(b) Unless the information is readily
retrievable by the agency in the form in
which it is requested, an agency is not re-
quired to prepare a compilation or summary
of its records. :

1

(c) Each agency shall assure reasonable
access to facilities for duplicating records
and for making memoranda or abstracts from
them. If a government record is not immediate-
ly available or a request for access is denied,
the agency shall inform the requester of the
right to make a written request for access
under subsection (d). :

* COMMENT following SECTION 2-102 of the
Code.

"While this does not require each agency
to have its own duplicating equipment, it
does impose an oblication to establish
agency procedures for having copies of
records made when requested."” *F ’
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4.4.2 continued

15.1621 continued

Subd. 3. Request for data.

.. .The responsible authority or designee shall
provide copies of government data upon request.
The responsible authority may require the
requesting person to pay the actual costs of
making, certifying and compiling the copies.

* There is much leeway here as to what the agency
may charge. * ]

SECTION 2-102 continued

(e) Unless otherwise provided by law,
whenever an agency provides a copy of a
government record, it may charge the current-
ly prevailing commercial rate for copying.
An agency may not charge for the services of
government personnel in searching for a
record, reviewing its contents, and segre-
gating disclosable from non-disclosable in-
formation or for expenses incurred in
eéstablishing or maintaining the record.

The agency shall establish a schedule of its
Ccharges and make it available to the public.

[ * COMMENT fiollowing SECTION 2-102 of the

Code.

The policy underlying subsection (e)
reflects an accommodation between promoting
public access to government records and fair-
1y allocating the costs of agency compliance
on a case-by-case basis. If the cost of
exercising rights under this Article is too
high, the Article will not achieve its broad
purposes. The public as a whole benefits
from the policy of access to governmental
information. For that reason, subsection
(e) requires each agency to absorb all costs
of compliance except the cost of copying. But
when a person receives a copy of a government
record, the character of the benefit con-
ferred on the person is direct and immediate.
This justifies shifting the cost of
duplication to the record requester. ¥|
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4. 4,3 Individual Access to Own Data

U

% It is a good idea to verify the individual's
identity to prevent fradulent access. Section
15.166 seems to emphasize agency violations, and
does not consider fradulent access. #

# Minnesota Statutes does not contain this
provision because an audit trail is not re-
quired. ¥]

SECTION 3-105 (Access to Records by
Record Subject.)

Except as provided in section 3-106, an
individual or his duly authorized representa-
tive may examine or copy, during the regular
business hours of the agency, any accessible
record that pertains to him. In implementing
the rights under this section, the agency
shall follow the procedures established in
section 2-102, subject to the following ad-
ditional requirements:

(1) wupon receipt of a written request
to examine or copy an accessible record, the
agency shall verify the identity of the
requester; and

(2) the agency, if specifically.
requested, shall inform the requester of all
disclosures of the record outside the
agency as required in subsection 3-108 (a)(Z2).

# See section 4.6.2 for audit trail dis-
cussion. # |




4.4.2 continued

15.1621 continued

Subd. 3. Request for data.

...If the responsible authority or designee
determines that the requested data is clas-
sified so as to deny the requesting person ac-
cess, the responsible authority or designee
shall so inform the requesting person orally
at the time of the request, and in writing as
soon thereafter as possible, and shall cite
the statute, temporary classification, or

federal law on which the determination is based.

[ Again, specific time limits for dealing
with this situation are absent. * I

15.163 DUTIES OF RESPONSIBLE AUTHORITY.

Subd. 5. Data protection.

The responsible authority shall (1)
éstablish procedures to assure that all data
on individuals is accurate, complete, and
current for the purposes for which it was
collected; and (2) establish appropriate
security safeguards for all records con-
taining data on individuals.

¥ A discﬁssion of this clause is in section
L.6. It is more relevant to the collection
and maintenance of records. ¥

SECTION 2-102 continued

(f) If a request for access to a govern-
ment record is denied, in whole or in part,
the agency in writing shall notify the re-
quester of the specific reasons for its
denial, and identify by name and position or
title the individual responsible for its denial.
In addition, the agency shall inform the
requester that review of a denial of access
may be sought from the head of the agency
and that a request for review must be filed
within 90 days after notification of the
denial. The head of the agency, within 10
days after a request for review is filed,
shall decide whether the denial of access will
be upheld. If the decision is to disclose,
the agency shall immediately notify the re-
quester and make the record available. If
the denial of access is upheld, in whole or
in part, the head of the agency is writing
shall notify the requester of the decision,
the specific reasons for the decision and the
right to bring a judicial action under this
Code.

(g) Each agency may adopt reasonable
rules to protect its records from theft, loss,
defacement, alteration, or deterioration and
to prevent undue interference with the dis-
charge of its functions.

[* See section 4.6. #




4. 4.3 continued

15.165 continued

|

* Why is there a time restriction here and not

for public access to data? A priority should
10t be given to the individual's accessing his
own records. Public and individual access are
>qually important. ¥ ]
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4.4.3 continued

15.165 RIGHTS OF SUBJECTS OF DATA.

Subd. 3.

Upon request to a responsible authority,
an individual shall be informed whether he is
the subject of stored data on individuals, and
whether it is classified as public, private, or
confidential. Upon his further request, an
individual who is the subject of stored private
or public data on individuals shall be shown the
data without any charge to him and, if he
desires, shall be informed of the content and
meaning of that data. After an individual has
been shown the private data and in-
formed of its meaning, the data need not be
disclosed to him for six months thereafter
unless a dispute or action pursuant to this
section is pending or additional data on the
individual has been collected or created. The
responsible authority shall provide copies of
the private or public data upon request by the
individual subject of the data. The responsible
authority may require the requesting person
to pay the actual costs of making, certifying,
and compiling the copies. ‘

The responsible authority shall comply
immediately, if possible, with any request
nade pursuant to this subdivision, or within
"ive days of the date of the request, ex-
>luding Saturdays, Sundays and legal holidays, if
mmediate compliance is not possible. If he
annot comply with the request within that time,
& shall so inform the individual, and may have
N additional five days within which to comply
'ith the request, excluding Saturdays, Sun-
lays and legal holidays.

SECTION 3-105 continued

[ * See section 4.4.4 for comment. ¥
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4.4 .4 continued

[# See 4.3.1.5 definition of individual. There
are restrictions on parents gaining access to
a minor's personal records in the definition. #* |

REPEAT
15.165 RIGHTS OF SUBJECTS OF DATA.
Supd. 3.

...After an individual has been shown the
private or public data and informed of its
meaning, the data need not be disclosed to
him for six months thereafter unless a dispute
or action pursuant to this section is pending
or additional data on the individual has been
collected or created...

SECTION 3-106 continued

(b) This section does not abridge any
statute that authorizes an agency to
withhold information from the parent or legal
guardian of a child.

(c) If an individual requests an ac-
cessible record containing information the
agency is not required to disclose under
subsections (a) and (b), the agency shall
provide any reasonably segregable portion

- of the record to the requester after deleting

the undisclosable material.

# 1In effect, this clause imposes a check on
the agency to make sure that too much in-
formation is not withheld when parts of a
record can be disclosed. * |

*¥ This 1s a necessary limitation which is
missing in the Code. An individual can
request to examine his personal record(s)

as many times as desired. Abuse on the part
of requesting individuals must also be
checked. * ]
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b.h. 4 TLimitations on Individual Access

i
] 9

¥ Because the data is classified and access
depends on the designated classification,

the responsible aythority generally does not

have to delicately balance or be held responsible
for deciding which situations override an
individual's gaining access to his own record.
There are exceptions, though, where subjective
judgment is used. See sections 4.3.1.5,
4.15.5.1, 4.15.5.4, and 4.15.13. * ]

SECTION 3-106 (Limitations on Individual

Access. )

(a) An agency is not required by section
section 3-105 to disclose;

(1) information that may be with-
held pursuant to section 2-103 (a)(1l) and (3)
through (11) except to the extent that the
information sought was submitted by the re-
quester, but under appropriate safeguards
designed to protect the integrity of the
examination process, an individual may ex-
amine, but not copy, his own test questions
and answers in any examination used for
licensing or employment;

(2) information collected and
used solely to evaluate the character and
fitness of persons, but only to the extent
that disclosure would identify the source
of the information; or

(3) information that does not re-
late directly to the requester, and which if
disclosed, would constitute a clearly un-
warranted invasion of another individual's
personal privacy.. ‘
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the authority to disclose or not discloseiinformation. However, the power gained
from this authority is kept in check by the fact that the responsible authority is
held liable for any decision made. For example, if the responsible authority de-
cides not to disclose information to the public, the responsible authority must
Justify why this decision was made, if there is opposition to it.

Taken from this perspective, section 4.5 presents sets of guidelines for
disclosure and nondisclosure.' The wording in sections 4.5.1 - 4.5.5 is created to
intentionally place the burden of decision upon the responsible authority.

Section 4.5.1 lists 12 categories of information which are exceptions to dis-
closure. The responsible authority does not have to disclose information which
would be used for 12 différent purposes if the interest in nondisclosure outweighs
the public interest in disclosure.

Sections 4.5.1, 4.5.3, and 4.5.4 relate specifically to individually identi—.
fiable records and issues surrounding personal privacy. Personal and individually
identifiable records were defined in section 4.3 because unauthorized disclosure of
personal records could lead to a personal privacy abuse.

Section 4.5.2 prohibits an agency from disclosing an individually identifiable

record to any person other than the individual to whom the record pertains. Howevef,

L
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4.5 DISCLOSURE AND PURPOSE

Tension exisﬁs in data privacy legislation when attempting to balance the
principles of public access to 1nf0rmat10n with personal privacy of an individual.
Section 4.4 discussed public and individual access to government data. The Minne-
sota Statutes strike a compromise between public access and pérsonal privacy by
declaring all government data és being public unless otherwise classified. If data
is otherwise classified, the public cannot access it; and the individual's or data
Subject's privacy is maintained. In this way, a baiance is reached between public
access and personal privacy.

The problem with this system is thét an application to change the classification
of data applies to all records within a certain category of information. This
""all or none" type of system disregards the uses for which the data will be put. For
example, in some cases, the public benefit in accessing a record classified as
private might outweigh the individual's desire to keep the record private.
Therefore, a mechanism does not exist which would weigh public access against
personal privacy.

Rather than employing the above-mentioned system, the Uniform Code utilizes

a completely different approach. The responsible authority of an agency 1s given



unless they pertain to any of the 8 categories listed.

Certainly these lists are not meant to be all-inclusive. That would be an
impossible feat to perform. Instead, the most important exceptions or conditions are
conveyed, and the decision to disclose or not disclose rests upon the responsible
authority.

Some categories listed could possibly be covered under two different sections.
For instance, information compiled as part of an investigation might not be dis-
closed in conjunction with section 4.5.1. It also might not be disclosed due to

section 4.5.2 because it would be an unwarranted invasion of privacy.
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10 types of iﬂformation or conditions under which it would be permissible to dis-
close an individually identifiable record are identified. These 10 exceptions are
short aﬁd are not very explicit; and the +enth category ("in any other case, not a
clearly unwarranted invasion of personal privacy") leaves much room for interpre-
tation and subjective Judgment on the part of the responsible authority.

What constitutes a clearly unwarranted invasion of personal privacy? The next
section does not define all the conditions wﬁich satisfy a cleérly unwarranted in-
vasion of persohal privacy. Rather, the reverse is explained. That is, if the
public interest in disclosure outweighs the ‘privacy interest of the individual, then
disclosure of an individually identifiable record does not constitute a clearly un-
warranted invasion of personal privacy. Therefore, the responsible authority must
himself eliminate those cases that he believes not to be a clearly unwarranted in-
vasion of privacy. Also, 9 examples of infofmation where thé individual would be
very interested in protecting his privacy interests are listed; but it is not ex-
plicitly stated that these 9 examples ére clearly unwarranted invasions of personal
privacy. :

Afterwards, section 4.5.4 conveys policy on disclosures of individually identi-

fiable records to other agencies and other governments. Disclosures are prohibited
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4.5.1 continued

# The Statutes declare examination data to be

nonpublic. This declaration is followed by
exceptions for disclosure to the public,or
nondisclosure to the individual who took the

exam. The resulting accessibility of examination

data is similar to the Code, except that its
classification is nonpublic. #

SECTION 2-103 continued

[+ See section 4.5.4 (a)(3). Subsection

(a)(1) and (a)(2) above exempt tertain inter-
and intra-agency communications from dis-
closure for law enforcement purposes. This
overlaps with the provision (a)(3) of section
4.5.4, which covers interstate, inter-agency,
foreign disclosures. The main difference is
that section 2-103 is for government records,
and section 3-103 specifically relates to
individually identifiable records. * |

(2) inter-agency or intra-agency
advisory, consultative, or deliberative
material (other than factual information) if:

(i) communicated for the
purpose of decision-making, and

(ii) disclosure would substant-
ially inhibit the flow of ideas within an
agency or impair the agency's decision-
making processes;

(3) material prepared in antici-

- pation of litigation which would not be a-
vailable to a party in litigation with the

agency under the rules of pretrial dis-
covery for actions in the (designate ap-
propriate court) of this. State;

(4#) materials used to administer
a licensing, employment, or academic ex-
amination if disclosure would compromise the
fairness or objectivity of the examination
process;




4.5.1 Cases Where Information is Not Subject to the Duty of Disclosure

SECTION 2-103 (Information Not Subject
to Duty of Disclosure.)

(a) This Article does not require dis-
closure of:

| ¥ The following 12 categories of information

are not meant to be entire record systems.
These 12 exemptions give the agency the
authority not to disclose information if

it is not in the public interest to do so. * |

(1) information compiled for law
enforcement purposes if disclosure would:

(i) materially impair the
effectiveness of an ongoing investigation,
criminal intelligence operation, or law
enforcement proceeding,

(ii) identify a confidential
informant,

(iii) reveal confidential
investigative techniques or procedures,
including criminal intelligence activity, or

(iv) endanger the 1ife of an
individual ;
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_4.5.1 continued e B o

[ SECTION 2-103 continued

(11) information that is express-
ly made nondisclosable under federal or state
law or protected by the rules of evidence;
or

[ ¥ This section (a)(1l) through (a)(1l1l) is
confusing in the sense that individually
identifiable records may be included in
1 through 11 above. However, individually
identifiable records are also treated
separately in Article 3, so it might be
better to reword subsection (a) as:

"(a) This Article pertains to all govern-
ment records, including individually identi-
fiable records. It does not require ..." =]

(12) an individually identifiable
record not disclosable under Article 3.

(b) If an agency pursuant to section
2-102 (a) decides to grant a request to in-
spect or copy a govermment record to which
, subsections (a)(8), (10) or (12) may apply,
the agency shall make reasonable efforts to
notify the person to whom the record relates
and provide him an opportunity to object to
disclosure of the record.

(c) If a person submits information
claimed to be subject to subsection (a)(9),
the agency shall upon such person's request
make reasonable efforts to notify the person
making the claim and provide him an op-
portunity to object prior to disclosure of the
record.
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.5.1 continued

SECTION 2-103 continued

See section 4.15.4, *] : (5) information which, if dis-
closed, would frustrate government procurement
or give an advantage to any person proposing
to enter into a contract or agreement with an
agency; '

See -section 4.15.11. * | (6) information identifying real

' property under consideration for public ac-
quisition before acquisition of rights to the .
property; or information not otherwise avail-
able under the law of this State pertaining
to real property under consideration for
public acquisition before making a purchase
agreement;

(7) administrative or technical
information, including software, operating
protocols, employee manuals or other infor-
mation, the disclosure of which would jeopardize-
the security of a record keeping system;

See section 4.15.3. %]

See section 4.15,3. # ] (8) proprietary information, in-

- cluding computer brograms and software and
other types of information marnufactured: or
marketed by persons under exclusive legal
right, owned by the agency or' entrusted to it;

See section 4.15.3. %] (9) trade secrets or confidentigl -
commercial and financial information obtained,
upon request, from a person;

See section 4.15.14. * | (10) library, archival, or museum

: material contributed by private persons to
the extent of any lawful limitation imposed
on the material;




4.5.2 Cases Where Personal Records May Be Disclosed to the Public

b

15.163 DUTIES OF RESPONSIBLE AUTHORITY.
Subd. 4: Collection and use of data;
general rule.

Private or confidential data on an indi-
vidual shall not be collected, stored, used or
disseminated by political subdivisions, state-
wide systems or state agencies for any pur-
poses other than those stated to the individual
at the time of collection in accordance with
section 15.165, except as provided in this
subdivision.

(a) Data collected prior to August 1, 1975,
and which have not been treated as public data,
may be used, stored, and disseminated for the
purposes for which the data was originally
collected or for purposes which are specifically
approved by the commissioner as necessary
to public health, safety, or welfare.

[ # This section attempts to integrate public
access to information with personal privacy.
It limits the amount of information that
can be disclosed to the public with regard to
individually identifiable records. The
following is a list of exceptions--disclosures
of individually identifiable records which
can be made. * |

SECTION 3-101

(Limitations on Disclosure
to Public.) '

An agency may not disclose or authorize
the disclosure of an individualy identifiable
record to any person other than the indivi-
dual to whom the record pertains unless the
disclosure is:
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4,5.1 continued

SECTION 2-103 continued

(d) If over objection, the agency
decides to grant the request for access,
it shall inform each objector of the agency's
decision and the right to seek review from
the head of the agency.

(e) If the head of the agency decides
to grant the request, he shall give reasonable
notice to each objector of his decision to
release information. If the head of an
agency denies a request for access because
information is within subsections (a)(8),
(9), (10) or (12) and the agency is subse-
quently sued as a result of that denial, it
shall make reasonable efforts to inform each
objector of the suit. .

(f) The agency shall provide any

‘reasonably segregable portion of the record

to the person requesting it after deleting
the undisclosable material.




4.5.2 continued

15.163 (4)(d) continued

(6) Specific as to the purpose or pur-
poses for which the information may be used
by any of the parties named in clause (5),
both at the time of the disclosure and at
any time in the future.

(7) Specific as to its expiration date
which should be within a reasonable period
of time, not to exceed one year except in
the case of authorizations given in connection
with applications for life insurance or
noncancelable or guaranteed renewable health
insurance and identified as such, two years
after the date of the policy.

/

SECTION 3-101 continued

(3) of information collected and
maintained for the purpose of making in-
formation available to the general public;

(4) of information contained in or
compiled from a transcript, minutes, report,
or summary of a proceeding open to the public;
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4.5.2 continued

15.163 continued

Subd. 4. Collection and use of data;
geéneral rule.

...(d) Private data may be used by and
disseminated to any person or agency if the
individual subject or subjects of the data
have given their informed consent. Whether
a data subject has given informed consent
shall be determined by rules of the commis-
sioner. Informed consent shall not be deemed
to have been given by an individual subject
of the data by the signing of any statement
authorizing any person or agency to disclose
information about him or her to an insurer
or its authorized representative, unless
the statement is:

(1) 1In plain language ;

(2) Dated;

(3) Specific in designating the parti-
Cular persons or agencies the data subject is
authorizing to disclose information about
him or her; )

(4) Specific as to the nature of the in-
formation he or she is authorizing to be dis-
closed;

(5) Specific as to the persons or
agencies to whom he or she is authorizing
information to be disclosed;

SECTION 3-101 continued

(1) the name, compensation, job title,
business address, business telephone number,
job description, education and training
background, previous work experience, or
dates of first and last employment of pre-
sent or former officers or employees of the
agency;

(2) pursuant to the prior written
consent of the individual to whom the. re-
cord refers;

[ ¥ This is much less comprehensive than the
Statutes. * ]




4.5.2 continued

SECTION 3-101 continued

(7) pursuant to an order of a court
in which case the agency shall notify the
individual to whom the record refers by
mailing a copy of the order to his last
known address;

(8) pursuant to a subpoena from (either
House of) the (name of legislative body) or
any committee or subcommittee, in which
case the agency shall notify the individual
to whom the record refers by mailing a
copy of the subpoena to his last known
address;

(9) for a research purpose as pro-
vided in section 3-109 and 3-110; or

(10) in any other case, not a clearly
unwarranted invasion of personal privacy.
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4.5.2 continued

15.163 continued

Subd. 4. Collection and use of data;

geéneral rule,

(b) Private or confidential data may be
used and disseminated to individuals or agen-
cies Specifically authorized access to that
data by state, local, or federal law Sub-
Sequent to the collection of the data.

(¢c) Private or confidential data may be
used and disseminated to individuals or
agencies subsequent to the collection of
the data when the responsible authority
maintaining the data has requested approval
for a new or different use orp dissemination of
the data and that request has been Specifically

approved by the commissioner as necessary to
carry out a function assigned by law.

[#* (c) above contradicts the principle stated
in section 4.6.1 that an individual has a
right to know the purpose for which the data
is being collected. TIf the data will be put
to a new use, the individual must be notified
or the data must be re-collected, # |

SECTION 3-101 continued

(5) pursuant to federal law or a
statute of this State that expressly authorizes
disclosure;

(6) pursuant to a showing of compelling
circumstances affecting the health or safe-
ty of any individual, in which case the
agency shall make reasonable efforts to
notify the individual to whom the record
refers;




SECTION 3-102 continued

(b) The following are examples of
information in which the individual has a
significant privacy interest:

(1) information relating to
medical, psychiatric, or psychological
history, diagnosis, condition, treatment, or
evaluation, other than directory “information
concerning an individual's presence at any
facility;

(2) information compiled and
identifiable as part of an investigation
into a possible violation or criminal law,
except to the extent that disclosure is
necessary to prosecute the violation or to
continue the investigation.

(3) information relating to
eligibility for social services or welfare
benefits or to the determination of bene-
fit levels;

(4) information in an agency's

personnel file, or applications, nominations,

recommendations or proposals for public
employment or appointment to a governmental
position; except information relating to
the status of 'any formal charges against’
the employee and disciplinary action taken;

(5) information relating to an
individual's nongovernmental employment
history;




I

4.5.3 Cases Where the Individual Has a Significant Privacy Interest

l # This is one of the most interesting
sections in the Code. Titled, "Clearly
Unwarranted Invasion of Personal Privacy,"
I expected a list of situations which would
be an unwarranted invasion of personal
privacy. Instead, it is worded in a way
such that 9 situatlons in which the indi-
vidual has a significant privacy interest
are presented. * |

SECTION 3-102 (Clearly Unwarranted
Invasion of Personal Privacy.)

(a) Disclosure of an individually
identifiable record does not constitute a
Clearly unwarranted invasion of personal
privacy if the public 1nterest in disclosure
outweighs the privacy interest of the
individual.

[ # The Minnesota Statutes declare that all [ ¥ Subsection (a) is conditional. This makes
information is public unless classified it possible to judge each disclosure on a
otherwise. Prevention of data privacy abuses case-by-case basis. # |
using the Statutes' methodology takes the ' .
benefit of the majority into account. If the !
majority are protected, the exceptional cases ’ :
are not considered. Data privacy abuses are
very personal in nature. The circumstances
surrounding each situation are unique. Thus,
the 5Statutes really do not focus upon intent
of usage. * |
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«

4.5.4

i

Interstate, Inter-Agency, Foreign Disclosures

[# Section 4.5.1 covers disclosure of indi-

vidually identifiable records to the public.
This section covers the disclosure of
individually identifiable records to

other agencies, other states, or foreign
governments., # |

*# See section #4.2.3.4, Scope, for reasons
why intra-agency disclosures are not cover-
ed. # |

SECTION 3-103 (Disclosures to Agen-
cies of Government.)

(a) In addition to disclosures per-
mitted under section 3-101, an agency may
disclose or authorize the disclosure of an
individually identifiable record if made to:

(1) another agency if disclosure
is:

(i) certified by the re-.
questing agency as being necessary to the
performance of its duties and functions, and

(ii) compatible with the
purpose for which the information in the
record was originally collected or obtained;
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4.5.3 continued

¥

SECTION 3-102 continued

(6) information in an income or
other tax return measured by items of in-
come or gathered by an agency for the
purpose of administering the tax;

(7) information describing an
individual's finances, income, assets,
liabilities, net worth, bank balances,
financial history or activities, or credit
worthiness;

(8) information compiled as part’
of an inquiry into an individual's fitness
to be granted or to retain a license, ex-
cept the record of any proceeding resulting
in revocation or suspension of a license
and the grounds for revocation or suspen-
sion; and

(9) information comprising a
personal recommendation or evaluation.

-83-



4,.5.3 continued e

15.163‘continued SECTION 3-103 continued

[ # This conflicts with the notion (section
4.6.2) that an individual shall be informed
of the purpose for which the data is being
used. In the above case, the individual
must be notified of this chgnge in usage. #*

Subd. 9. Intergovernmental access of

data.

A responsible authority shall allow
another responsible authority access to data
classified as not public only when the
access 1s authorized or required by statute or
federal law. An agency that supplies government
data under this subdivision may require the
requesting agency to pay the actual cost of
supplying the data.

. (iii) pursuant to agreement
or written request;

(4) an agency for transmission
to courts of this State, another state or
the United States for pre-sentence or
probationary purposes; ' '

REPEAT '

15.1643 INTERNATIONAL DISSEMINATION (5) A foreign government pur-
PROHIBITED. : suant to executive agreement, compact,
No state agency or political subdivision treaty, or statute;

shall transfer or disseminate any private or ‘
confidential data on individuals to the N
private international organization known as

Interpol.

[ # Only prohibits--does not formulate policy
on disclosures to foreign governments.

[# See section 4.2.3.4, * L




4.5.4 continued

I

REPEAT

15.163 DUTIES OF RESPONSIBLE AUTHORITY

Subd. 4. Collection and use of data;

- general rules., '

...(b) Private or confidential data may be
used and disseminated to individuals or agen-
cies specifically authorized access to
that data by state or federal law subsequent
to the collection of the data.

(¢) Private or confidential data may be
used and disseminated to individuals or
agencles subsequent to the collection of the
data when the responsible authority maintain-
ing the data has requested approval for a new
or different use or dissemination of the data
and that request has been specifically ap-
proved by the commissioner as necessary
to carry out a function assigned by law.

SECTION 3-103 continued

| # Both conditions above must hold or else
the agency should collect the information
directly from the individual. # ]

(2) +the State Archives for pur-
poses of historical preservation, adminis-
trative maintenance, (or destruction) ;

(3) another agency, another
state, or the federal government if dis-
closure is: '

(i) for the purpose of a
civil or criminal law enforcement investi-
gation, '

(ii) specifically authorized

by sfatute or compact, and




4.5.5 Uniform Code: Overriding Prohibition on Disclosure.

SECTION 3-104 (Prohibitions on Dis-.
closures Not affected.)

Nothing in sections 3-101 through
3-103 authorizes the disclosure of an
individually identifiable record if dis-
closure is otherwise prohibited by law.
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4.5.4 continued

1
i 9

15.163 DUTIES OF RESPONSIBLE AUTHORITY.

Subd. 9. Intergovernmental access of data.

...Data shall have the same classification
in the hands of the agency receiving it as
it had in the agency providing it.

——

)

SECTION 3-103 continued

(6) a criminal law enforcement
agency of this State, another state, or the
federal government if the information re-
quested is limited to an individual's name
and other identifying particulars, includ-
ing present and past addresses and present
and past places of employment;

(?) authorized officials of the
federal government or of an agency of this
State for audit or review purposes if:

(i) the audit or review is
expressly authorized by law, and

(ii) disclosure is certified
by the requesting agency as being necessary
to the performance of audits or reviews; -or

(8) the United States Bureau of
the Census for the purpose of planning or
carrying out a census, survey or related "
aetivity under Title 13 of the U.S. Code.

#* Thus, inter-agency disclosures of in-
dividually identifiable records are pro-
hibited unless one of the above exceptions
applies.

(b) An agency receiving information
pursuant to subsection (a) is subject to
the same restrictions on disclosure of the
information as the originating agency.




4.6 DUTIES OF THE HOLDERS OF INFORMATION
Because a transaction is being conducted between the individual and the agency,
- several necessary practices are required of an agency when collecting and main-
taining information. First, unnecessary information must not be gathered. While
collecting the information, the individual must be informed of the intended uses of
the data being supplied. Also, the agency must clarify to the individual: the
consequences of not supplying the information; the persons authorized to access the
data; and whether the identity of the indi?idual and the information. supplied by that
individual will be revealed to the subject of the data in the case of, for instance,
‘a personal recommendation. This last provision is absent in the Minnesota Statutes.
The agency is also expected to maintain accurate records, establish security
safeguards, and keep an audit trail of disclosures. An audit trail provision is not
included in the Act. Only the existence of data on an individual and the classification
of that data (if any) are provided to the requesting individual. Personal privacy
abuses occur when the information is not used for its intended purpose. If the
person is unable to see what disclosures were made via an audit trail, personal privacy
abuses could occur which would never be known to the individual. |
One more agency duty to the individual is to provide procedures whereby an

individual may contest the accuracy of the data. In the case of a denial to amend
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a record, the Statutes do not relay enough information to the individual with regard
to why the request was denied, along with the resources or alternatives available to
the individual after a denial.

Annual reports‘must be submitted to either the commissioner (for the Statutes),
or the Office of Information Practices or Secretary of State (for the Code) when
requested. These‘reports are meant to monitor the types of information being main-
tained by the agency, request information% and agency compliance with thé provisions.
Although this report might initially be time consuming to agencies unfamiliar with
the requirements, the commissioner or Office of Information Practices could provide

assistance to these agencies.
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4.6.1 continued

REPEAT

15.163 DUTIES OF RESPONSIBLE AUTHORITY.

Subd. 5. Data protection.

“The responsible authority shall (1)
establish procedures to assure that all data
on individuals is accurate, complete, and
current for the purposes for which it was col-
lected;

...and (2) establish appropriate security
safeguards for' all records containing data on

individuals.

[# See section 4.4.2. %]

SECTION 3-108 continued

(5) collect and maintain all
records used by the agency with the accuracy,
completeness, timeliness, and relevance
reasonably necessary to assure fairness in
agency action affecting the individual to
whom they pertain; and

(6) establish reasonable safe-
guards to assure the integrity, confidentiality,
and security of individually identifiable
records.

REPEAT

SECTION 2-102 (Duties of Agency.)

(g) Each agency may adopt reasonable
rules to protect its records from theft,
loss, defacement, alteration, or deterior-
ation and to prevent undue interference
with the discharge of its functions.

¥ See section 4.4.2. ¥ |

SECTION 3-108 (Collection and Main-
tenance of Information.)

(b) The requirements of subsection
(a)(5) do not apply to an agency or component
thereof whose principal function is criminal
law enforcement if the agency clearly identi-
fies potentially inaccurate, untimely, in-
complete, or irrelevant information to the
users and recipients of information.
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4.6.1 continued

15.165 RIGHTS OF SUBJECTS OF DATA.

Subd. 1.

The rights of individuals on whom the
data is stored or to be stored shall be as set
forth in this section. .

Subd. 2. ,

An individual asked to supply private or
confidential data concerning himself shall be
informed of: (a) the purpose and intended
use of the requested data within the col-
lecting state agency, political subdivision
or statewide system; (b) whether he may
refuse or is legally required to supply the
requested data; (c) any known consequence
arising from his supplying or refusing to
Supply private or confidential data; and
(d) the identity of other persons or enti-
ties authorized by state or federal law
to receive the data.

—

SECTION 3-108 continued
(4) inform each individual from
whom information is requested:

(i) of the principal pur-
poses for which the agency intends to use
the information;

(ii) of the consequences to
the individual of not providing the
information; and

(iii) whether the information
collected and the identity of the person
providing it will be accessible to the
individual to whom the information pertains;

¥ This phrase (iii above) is unclear.

I had to read the COMMENT section to under-
stand it. The reason for this difficulty
is that the individual being referred to
in (4) changes to the identity of the-
person providing it. Perhaps, "whether the
individual's identity and the information
supplied the agency will be accessible to
the individual to whom the information
pertains in the case where an individual
provides information about another person
to the agency." |
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4.6.1 continued _ ;

3
1

Section 36! LAW ENFORCEMENT DATA.

Subd. 10. Data retention.

Nothing in this section shall require
law enforcement agencies to create, collect
or maintain data which is not required to
be created, collected or maintained by any
other applicable rule or statute.

¥ The above requirement, although not part

of the omnibus portion of the Act, is inserted
to show that the provision in section 36

is redundant. ¥ |

SECTION 3-108 continued

(2) maintain a record of all
disclosures of individually identifiable
records to recipients outside the agency
during the preceding 3 years, including the
identity of each recipient and the date of
each disclosure, but an agency is not re-
quired to maintain an accounting of dis-
closures made pursuant to sections 3-101
(1) through (4) and sections 3-103 (a)(2),
(5) and (7);

| # See section 4.6.2 for notes. * |

(3) collect information, when-
ever practicable, directly from the indi-
vidual to whom the information pertains;

[* Also see section 4.5.4(a)(1) for dis-

closures to agencies. The COMMENT section

emphasizes that if the use ~is not compati-
ble with purpose for which it was original-
ly intended, the agency should collect the

data directly from the individual. *|
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4.6.1 Collection and Maintenance of Information

15.163 DUTIES OF RESPONSIBLE AUTHORITY
Subd. 3. Standards for collection and
storage. )

Collection and storage of public, private
or confidential data on individuals and use
and dissemination of private and confidential
data on individuals shall be limited to that
necessary for the administration and manage-
ment of<programs specifically authorized by
the legislature, local governing body or
mandated by the federal government.

REPEAT '

Subd. 4. Collection and use of data;

general rule.

Private or confidential data on an in-
dividual shall not be collected, stored, used
or disseminated by political subdivisions,
statewide systems or state agencies for any
purposes other than those stated to the
individual at the time of collection in
accordance with section 15.165, except as
provided in this subdivision.

(a) Data collected prior to August 1,
1975, and which have not been treated as
public data, may be used, stored, and dis-
seminated for the purposes which are specifi-
cally approved by the commissioner as
necessary to public health, safety, or welfare.

(* See section 4.5.2. #]

SECTION 3-108 (Collection and Maintenance
of Information.) '

(a) Each agency that collects, receives
or maintains personal records shall:

(1) collect or maintain only
information about individuals necessary to
accomplish its purposes as authorized by
federal law or executive order, state statute
or executive order, or local ordinance or
resolution:
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4,6.2 Audit Trail

‘ REPEAT

[* An audit trail is vital to the individual SECTION 3-108 (Collection and Main-

to ensure that unauthorized disclosures have tenance of Information.)

not been made. With the current provisions,

an individual can only find out whether the (a) Each agency that collects, receives,
agency maintains any information on the or maintains personal records shall:
individual, and which classification of data

it belongs to (if any). Instead, it is much (2) maintain a record of all

more important to know who accessed the disclosures of individually identifiable
individual's data and what it was used for. * | records to recipients outside the agency

during the preceding 3 years, including

the identity of each recipient and the date
of each disclosure, but an agency is not
required to maintain an accounting of dis-
closures made pursuant to sections 3-101(1)
through (4) and sections 3-103 (a)(2),

(5) and (7);

REPEAT . . : . . )
SECTION 3-105 (Access to Records by
Record Subject.)

(2) the agency, if specifically
requested, shall inform the requester of all
disclosures of the record outside the agen-
cy as required in subsection 3-108 (a)(2).

[ # Also in section 4.4.3. %]
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4,6,1 continued ’ |

SECTION 3-108 continued

REPEAT ‘ ‘

15.1621 ACCESS TO GOVERNMENT DATA. [ # The Code does not make this requirement.

Subd. 1. Public data. This might pose an undue burden on the
-..The responsible authority in every agency. # ]

state agency, political subdivision and
statewide system shall keep records contain- :
ing government data in such an arrangement ‘
and condition as to make them easily accessible ‘
for convenient use...

Subd. 2. A responsible authority may
designate one or more designees.
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b7 ENFORCEMENT, REMEDIES, PENALTIES
An aggrieved individual may take action against an agency in court, primarily
for the following reasons: (1) if it is felt that there has been an invasion of
privacy; (2) if the agency failed to comply with the provisions of the Act or the
Code; or (3) if the agency did not disclose information which the individual feels
should have been disclosed. The provisioﬂs for court procedures are similar for
both acts, with the exception that the Uniform Code separates violations to public
access and disclosure,from violations to individual access and disclosure. The Minne-
sota Act includes both in one section.
The ma jor differences between the Code and the Act are that:
1. 1In, the Code, the burden is upon the agency to prove why a personal record or
government record cannot be disclosed to-the public, or why an individual
cannot gain access to his own personal record.
2. In the Code, the agency can be held liable for not complying with the time limit.
3. The Code includes provisions to indemnify itself from an employee or officer
of the agency who commits data privacy violations.
4. The Code states 2 corlditions under which criminal penalties will be charged. The
Minnesota Act authorizes criminal penalties for willful violations of any

provision of the Act. 8
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¥

4.6.5 Agency Implementation

[ # These steps are absolutely necessary in SECTION 3-115 (Agency Implementation.)
promulgating agency compliance, but are ' :
not stated in the Act. They are most likely Each agency shall:

implied. * |

(1) issue instructions and
guidelines necessary to effectuate this
Article, and

(2) +take steps to assure that
all its employees and officers responsible
for the collection, maintenance, use, and
dissemination of personal records are in-
formed of the requirements of this Article.
and the requirements and procedures adopted
by the agency pursuant to this Article.
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4,54 continued

15.163 continued

15.163 DUTIES OF RESPONSIBLE AUTHORITY.
Subd. 1. Annual inventory of records.
...The document shall be available from the
responsible authority to the public in ac-
cordance with the provisions of sections
15.1621 and 15.17.

SECTION 3-116 continued

(b) The agency shall make the reports
available for public inspection. '

.
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H.6.4 continued

15.163 continued

| * The reporting requirements for the Minnesota
Statutes is similar to the Code but much less
comprehensive. The 1974 Minnesota Statutes
was very comprehensive with regard to reports
to the legislature. However, much of this
information was amended out because the
reporting requirements was felt to be too
burdensome. There are about 3500 juris-
dictions in Minnesota, so the paperwork
generated would be overwhelming. * |

15.163 DUTIES OF RESPONSIBLE AUTHORITY.
Subd. 1. Annual inventory of records.
...containing his hame, title and address...

SECTION 3-116 continued

(7) the agencies and categories
of persons outside of the agency who routine-
ly use the records;

(8) the individually identifiable

records routinely used by the agency which
are maintained by:

(1)

(ii)

another agency, or

a person other than an
agency ;

(9) the policies and practices
of the agency regarding storage, retrieva-
bility, access controls, retention, and dis-
posal of the information maintained in re-
cords;

(10) the title, business address,
and business telephone number of the agency
officer responsible.for the records;

(11) the agency procedures where-
by an individual can request access to
personal records; and

(12) after the first year of op-
eration under this Article, the number of
written requests for access within the pre-
ceding year, the number denied, the number of
lawsuits initiated against the agency under
the Article, and the number of suits in
which access was granted.
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4.6.4 Annual Report of Records

15.163 DUTIES OF RESPONSIBLE AUTHORITY.

Subd. 1. Annual inventory of records.

The responsible authority shall prepare a
public document...

Ssubd. 2. Copies to commissioner.

The commissioner may require responsible
authorities to submit copies of the public
document required in subdivision 1, and may re-
quest additional information relevant to data
collection practices, policies and procedures.

1

Subd. 1. Annual inventory of records.
...and a description of each category of
record, file, or process relating to private
or confidential data on individuals maintained
by his state agency, statewide system, or
political subdivision...

/

[

SECTION 3-116 (Report of Recordkeeping
Policies and Practices.)

(a) Each agency shall compile a re-
port each year describing the personal
records it maintains. The report must be
made available to the (0ffice of Information
Practices) (Secretary of State) upon re-
quest. The report must include:

(1) the name and location of each
set of records;

(2) the authority under which the
records are maintained;

"(3) the categories of individuals
concerning whom records are maintained;

(4) the categories of information
or data maintained in the records;

(5) the categories of sources of
information in the records;

(6) the categories of uses and
disclosures made of the records;
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4.6.73 continued

15.165 continued

T T

15.165 RIGHTS OF SUBJECTS OF DATA.
Subd. 4.

...The determination of the responsible
authority may be appealed pursuant to the
provisions of the administrative procedure
act relating to contested cases.

[*¥ The Administrative Procedure Act is Chap-
ter 15 of the Minnesota Statutes. The
Minnesota Government Data Practices Act is
part of the Administrative Procedures Act.
See section 4.11.1. *]

- SECTION 3-107 continued

(e) continued

(2) furnish a copy of the indi-
vidual's statement; and )

(3) furnish a concise statement
of the agency's current position with res-
pect to the request for correction or amend-
ment and transmit a copy of this statement
to the last known address of the individual
whose record is disclosed.

(f) Each agency maintaining personal
records shall take reasonable steps to pro-
vide statements of disagreement and correct-
ions or amendments to all persons and agen-
cies that have provided or received infor-
mation concerning the disputed portions of
the record within the preceding 3 years.
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4.6.3 'Correction and Amendment of Records

15.165 - RIGHTS OF SUBJECTS OF DATA.

Subd. 4.

An individual may contest the accuracy
or completeness of public or private data con-
cerning himself...

Subd. 4.

...To exercise this right, an individual shall
notify in writing the responsible authority
describing the nature of the disagreement.

The responsible authority shall within 30 days
either: ‘ .

(a) correct the data found to be inac-
curate or incomplete and attempt to notify
past recipients of inaccurate or incomplete
data, including recipients named by the indi-
vidual; or

(b) notify the individual that he
believes the data to be correct...

# But why does he think it is correct?
What can the individual do to contest the
decision? The wording of this sentence is
one-sided and in favor of the agency. #]

SECTION 3-107 (Correction and Amend-
ment of Records; Propagation.)

(a) An individual may request an agen-
cy to correct or amend any incomplete or in-
accurate information pertaining to him if it
is contained in an accessible record and the
record is available under section 3-105.

(b) Not later than 7 days after re-
ceiving a request from an individual in
writing to correct or amend an accessible re-
cord pertaining to him, an agency shall:

(1) make the requested correction
or amendment and inform the requester of
the action;

(3) inform the requester in
writing of its refusal to correct or amend
the record as requested, the reason for the
refusal, the agency procedures for review
of the refusal by the head of the agency,
and the name and position or title of the
individual responsible for the refusal.

0
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_M.e.3 continued

15.165 continued SECTION 3-107 continued

(2) inform the requester that
the agency does not maintain the record
and, if it knows, provide the name and
location of the agency maintaining it; or

(c) Not later than 30 days after
an individual requests review of an agency's
refusal to correct or amend his record, the
agency shall make a final determination.

° (d) 1If, after the review provided

for by subsection (c) the agency refuses to
correct or amend the record in accordance
with the request, the agency shall:

(1) permit the requester to file
with the record a concise statement of his
reasons for the requested correction or
amendment and for his reasons for dis-
agreement with the agency's refusal; and

. (2) notify the requester of his
right to bring an action pursuant to
section 3-112.

15.165 RIGHTS OF SUBJECTS OF DATA. (e) Whenever an agency discloses
Subd. 4. information to a third party about which
...Data in dispute shall be disclosed only an individual has filed a statement pur-
if the individual's statement of disagree- Suant to subsection (d), the agency shall:

ment is included with the disclosed data...
(1) clearly identify the dis-
puted portion of the information;

-98-



4.7 .1 continued

15.166 continued

Subd. 4.

...In an action involving a request for
government data under section 15.1621 or
15.165, the court may inspect in camera
the government data in dispute, but shall
conduct its hearing in public and in a
manner that protects the security of data
classified as not public.

Subd. 4.

In addition to the remedies provided
in subdivisions 1 to 3 or any other law,
any aggrieved person may bring an action
in district court to compel compliance with
sections 15.1611 to 15.1698 and may re-
cover costs and disbursement, including
reasonable attorney's fees, as determined
by the court. If the court determines
that an action brought under this sub-
division is frivolous and without merit and
a basis in fact, it may award reasonable
costs and attorney fees to the responsible
authority. The matter shall be heard as
soon as possible.

% Who can afford to bring a frivolous

matter to court? The intentions of protecting
the agency are understood, but perhaps
unnecessary. ¥ |

SECTION 3-112 continued
(c)

In any action brought under this

section alleging an agency's refusal to comply,

in whole or in part, with a request for ac-
cess under section 3-105, the court shall
hear the matter de novo, may order the agency
to disclose the records or account for the
uses and disclosures thereof, and may order
the production of any agency records or other
information withheld from the requester.

The court may examine the contents of any
agency records in camera to determine whether
the records or any portion therof may be
withheld under section 3-106. The burden

of proof is on the agency to establish the
nondisclosability of a record.

(d) 1In any action brought under this
section in which the court determines that
the agency has violated any provision of
sections 3-101 through 3-111, the claimant is
entitled to recover. from the agency damages
sustained as a result of the violation;
but he may not recover more than ($10,000)
exclusive of any pecuniary loss. An officer
or employee of an agency 1s not personally
liable to 'the claimant for damages sustained
as a result of a violation of this Article.
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4.7.1 Civil Remedies

15.166 CIVIL PENALTIES.

Subd. 1. ,

‘Notwithstanding 'section 466.03, a poli-
tical subdivision, responsible authority or
state agency which violates any provision of
sections 15.1611 to 15.1698 is liable to a
pérson who suffers any damage as a result of
the violation, and the person damaged may
bring an action against the political sub-
division, responsible authority, statewide
system or state agency to cover any damages
sustained, plus costs and reasonable attor-
ney fees. 1In the case of a willful violation,
the political subdivision, statewide system
or state agency shall, in addition, be
liable to exemplary damages of not less than
$100, nor more than $10,000 for each vio-
lation. The state is deemed to have waived
any immunity to a cause of action brought
under sections 15.1611 to 15.1698.

Subd. 2. A political subdivision,
responsible authority, statewide system or
state agency which violates or proposes to
violate sections 15.1611 to 15.1698 may be
enjoined by the district court. The court
may make any order or judgment as may be
necessary to prevent the use or employment by
any person of any practices which violate
sections 15.1611 to 15.1698.

1

SECTION 3-112 (Civil Remedies.)

(a) Any individual aggrieved by a
violation of sections 3-101 through 3-111
with respect to his personal records may
bring an action for relief as provided in
this section.

(b) In an action brought under this
section, the court shall hear the matter
de novo, may order the agency to comply with
this Article and to cease the unlawful practice
or procedure, and may provide any other

appropriate relief.
Y
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4,7.2 Judicial Enforcement

REPEAT :

15.166 CIVIL PENALTIES. SECTION 2-104 (Judicial Enforcement.)

Subd. 4.

..In an action involving a request for (a) A person aggrieved by a violation
government data under section 15.1621 or of section 2-101 or 2-102 may bring an action
15.165, the court may inspect in camera the against the agency to compel disclosure. 1In
government data in dispute, but shall conduct an action to compel the agency to disclose
its hearing in public and in a manner that a government record, the court shall hear the
protects the security of data classified as matter de novo. The court may examine the
not public. record at issue in camera to determine

whether it or any part of it may be withheld.
| # See section 4.7.1. # | The agency has the burden of proof to es-

tablish the justification for non-disclosure,
unless the record is non-disclosable under
Article 3.

(b) If the complainant substantially
prevails in an action brought under this
section, the court may assess against the
' A agency reasonable attorney's fees and all
other expenses reasonably incurred in the
litigation.

' : ((c) The court in the (district)
(judicial circuit) in which the requested
record is maintained or the agency's head-
quarters are located has jurisdiction over
an action brought under this section.)

1
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4.7.1 continued

15.166 continued
l* This sort of agency protection is not
provided for in the Statutes. It is an is-
sue which would arise frequently and should
therefore be provided for in the Act. ¥]

subd. 3.

An action filed pursuant to this . cction
may be commenced in the county in which the
individual alleging damage or seeking relief
resides, or in the county wherein the political
subdivision exists, or, in the case of the
state, any county.

-107-

SECTION 3-112 continued

(e) An agency is entitled to indemni-
fication from an employee or officer of the
agency who:

(1) willfully discloses or pro-
vides a copy of an individually identifiable
record to any person or agency not entitled
to receive it; and

(2)
is prohibited.

has knowledge that disclosure

(f) If an individual substantially
prevails in any action brought under this
section, the court may assess against the
agency reasonable attorney's fees and
all other expenses reasonably incurred in
the litigation.

(g) If an agency fails to comply with
the time limits of sections 3-105 and 3-107,
the requester may bring an action pursuant
to this section.




4.7.3 Penalties

15.167 PENALTIES. -
...Willful violation of sections 15.162 t
15.1671 by any public employee constitutes
just cause for suspension without pay or
dismissal of the public employee.

15.167 PENALTIES.

Any person who willfully violates the pro-
visions of sections 15.162 to 15.1671 or any
lawful rules and regulations promulgated
thereunder is guilty of a misdemeanor.

is guilty of a ( ).

SECTION 2-105 (Disciplinary Action.)

An agency shall take disciplinary
action, which may include suspension or
discharge, against any officer or employee
of the agency who knowingly and willingly
violates any provision of this Article.
Any other violation of this Article is
cause for disciplinary action.

SECTION 3-113 (Disciplinary Action.)

(Exactly the same as SECTION 2-105 above
except applies to Article 3)

SECTION 3-114 (Criminal Penalties.)

(a) An officer or employee of an
agency or authorized recipient of records
under section 3-109 (a) who willfully dis-
closes or provides a copy of an individually
identifiable record to any person or agency,
with knowledge that disclosure is prohibi ted,
is guilty of a ( ).

(b) A person who, by false pretenses,
bribery or theft, gains access to or obtains
a copy of an individually identifiable re-
cord whose disclosure is prohibited to him




4.7.2 continued

SECTION 2-104 continued
[#  Subsection (c) is optional. #]

(d) If the agency fails to comply with
‘the time limits of section 2-102, the re-

quester may bring an action under this
section.
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4.7.3 continued

15.167 continued

SECTION 3-114 continued

* COMMENT following SECTION 3-114 of

the Code, pages 51-52.

Criminal provisions are contained
occasionally in legislation similar to this
Code. Some criminal provisions authorize
sanctions for willful or purposeful vio-
lations of any provision of the Act.

Minn. Stat. $ 15.167 (1977); Ohio Rev.

Code Ann. $ 1347.99 (1980); Utah Code Ann.
S 63-50-9 (1953). Others 1limit criminal
penalties to knowing and willful violations'
of provisions that may be regarded as
central to the privacy protection mechanism
of the statute. Such statutes, almost
without exception, single out disclosure

of personal records to unauthorized per-
sons and obtaining records by false pre-
tenses or other unlawful means as the kinds
of violations which warrant the extreme
response of criminal prosecution...This
section adopts the latter approach.

...This section does not establish a
grade for these offenses. But among the
existing statutes protecting the privacy
of individual records, .those which include
criminal penalties treat such violations
as misdemeanors not felonies. * | .
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4.8 CHANGE OF STATUS--TEMPORARY CLASSIFICATION

Since all government data is declared to be public unless otherwise stated,
the mechanism used to classify data into 1 of the other 4 categories (i.e., private,
confidential, nonpublic, or protected nonpublic) is the temporary classification
procedure. This mechanism is absent in the Uniform Code because it is unnecessary for
the agency to assign various classifications to all government records in order that
certain types of persons can access the data. Rather, the burden of proof rests
upon the agency head to justify why a particular record was or was not granted access.

The temporary classification orocess ;s efficient in the sense that all records:
of a particular category are immediately granted a change of status upon the commis-
sioner's approéval. However, this blanket coverage disregards situations where the
disclosure of information is a very fine line between public and some other data
classification. In other words, the responsible authority does not have to be very
concerned about disclosing information on a case-by-case basis. It is these cases
where individual invasions of personal pri#acy can occur, or where information is
not disclosed when it would be in the public interest to disclose it.

Moreover, this process is time consuﬁing. It might possibly take 90 days
before the classification is determined. By that time, the information might not be

needed.
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L4.8.1 Minnesota Statutes: Temporary Classification

15.1642 TEMPORARY CLASSIFICATION.

Subd. 1. Application.

Notwithstanding the provisions of section
15.1621, the responsible authority of a state
agency, political subdivison or statewide sys-
tem may apply.to the commissioner for per-
mission to classify data or types of data
on individuals as private or confidential, or
data not on individuals as non-public or
protected non-public, for its own use and for
the use of other similar agencies, political
subdivisons until a proposed statute can be
acted upon by the legislature. The applicat-
ion for temporary classification is public.

Upon the filing of an application for
temporary classification, the data which is
the subject of the application shall be deemed
to be classified as set forth in the appli-
cation for a period of 45 days, or until the
application is disapproved or granted by
the commissioner, whichever is earlier.

- Syubd. 2. Contents of application for
private or confidential data. .

An application for temporaty classificat-
ion of data on individuals shall include and
the applicant shall have the burden of clear-
ly establishing that no statute currently

[# This type of provision is unnecessary in
the Code because a classification system
does not exist. * ]
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|
|

It has also been noticed (particularly in the 1981 amendments) that it might
be difficult to apply for a change in classification to one particular classification
category. For example, in the categories of information which contain both data
on individuals and data not on individuals, it is not clear in the Statutes how the
responsible authority applies for a change.of status for two classifications of data

in one separate application.
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4.10 RESEARCH RECORDS

The primary purpose in including provisions for research records in both acts
is to safeguard indiviaual privacy interests. Personal records which very frequent-
1y contain confidential information are offentimes used and abused by researchers.

In interpreting the provisions, it is cautioned that the reader understand the
definitions accorded the terms, "summary data," "research record," and "research
purpose.” In the Uniform Code, a research record i$§ an individually identifiable
record collected solely for a research purpose. It is not intended to be used in
individually'identifiable form, though, to reveal the identity of the individual.
The Statutes do not have a definition comparable to research record. Summary data
is not data on individuals. Although it is derived from the individually identi-
fiable record, summary data is the tabulated results or records in.a form which does
not reveal the identity of the individual.

Thus, in the case of the Minnesota S;atutes, all summary data is public. Even
confidential or private data on individualé, which might not be revealed to the
individual himself, can be disclosed to the requestor if these are put in the form
of summary data. However, the provision allowing private or confidential data to be

used for research purposes is, (1) either unclear; or it is (2) a personal abuse to
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4.9.1 Government Contractors

15.163 DUTIES OF RESPONSIBLE AUTHORITY.

Subd.

Except as provided in section 15.1691, sub-
division 5, in any contract between a govern-

6.

Contracts.

mental unit subject to section 15.1611 to
15.1698 and any person, when the contract
requires that data on individuals be made
available to the contracting parties by the
governmental unit, that data shall be admin-
istered consistent with sections 15.1611 to

15.1698.

A contracting party shall maintain

the data on individuals which it received
according to the statutory provisions ap-
plicable to the data.

[¥ Provision (b) in the Code is not in the
The question arises as to who
will enforce compliance. ¥ )

Statutes.

[* See section 4.15.8.1. Concerns private
health care providers under contract with
an agency and exemption from revealing
a requester's personal records from that

requester.

* |

SECTION 3-111 (Government Contraétors
and Grant Recipients.)

(a) Any contractor, grant recipient,
or subcontractor of either, who performs any
function of an agency that requires the con-
tractor or grant recipient to maintain indi-
vidually identifiable records is subject to
sections 3-101 and 3-102 with respect to
those records.

(b) The agency with which the contract
or grant is established is responsible for
assuring compliance with the provisions of
this Article.

(c) For purposes of the civil remedies
of section 3-112, a contractor or grant reci-
pient is a separate agency and in that
capacity is subject to injunctive or other
relief, and is liable for damages, attorney's
fees, and all other expenses reasonably
incurred in the litigation.

(d) An official or employee of an
agency may not obligate the agency to in-
demnify a contractor, grant recipient, or
subcontractor of either, for losses suf-
fered as a result of its liabilities under
section 3-112.
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4.9 GOVERNMENT CONTRACTORS

. Contractors or grant recipients who%contract with an agency are subject to the
same provisions of the Act or the Code wit%*regard to the handling of.personal re-
cords. In effect, the contrgcting party becomes a separate agency instead of an
appendage of the government agency. The major difference between the Code and the
Act is that the agency has the responsibility in seeing that the contracting party
complies with the provisions of the Code. As this is not stated in the Act, com- k
pliance is not ensured dntil an aggrieved individual contests the contracting party's
" practices in couft.

When a private health care provider contracts with an agency of tﬁe welfare

system in the Acf, the provider does not have to disclose to the requester his own

personal record. This restriction impinges upon an individual's right to gain access

to his own medical record for welfare purposes.
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_4.8.1 continue

[¥ Perhaps this may never be desired, but
what are the procedures for declassifying

data (e.g., change from private to public
classification)? # ]
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C4,8.1 continued e

15.1642 continued
Subd. 5. - continued

classifications. All temporary classifications
granted under this section prior to the ef-
fective date of this act and still in effect,
and all temporary classifications thereafter
applied for and granted pursuant to this sect-
ion shall expire on July 31, 1981 or 18 months
after the classification is granted, which-
ever occurs l:ter.

Subd. 5a. Legislative consideration and
expiration of temporary classifications.

On or before January 15 of each year,
the commissioner shall submit all temporary
classifications in effect on January 1 in
bill form to the legislature.

15.1621 ACCESS TO GOVERNMENT DATA.

Subd. 4.

The classification of data in the
possession of an agency shall change if it is
required to do so to comply with either
judicial or administrative rules pertaining
to the conduct of legal actions or with a
specific statute applicable to the data in the
possession of the disseminating or receiving
agency.

Section 38. EXTENSION OF CERTAIN TEMP-

ORARY CLASSIFICATIONS.

Gourt services data, criminal history
data, and corrections and detention data
classified by temporary classifications granted
prior to January 1, 1981, pursuant to Minne-
sota Statutes, Section 15.1642, shall retain
their temporary classification until July 1, 1982.

-120-




4.8,1 continued-
15.1642 continued
Subd. 2b. - continued

application within 20 days after it is filed.
Five working days after the date of the
commissioner's disapproval of the amended
application, the data which is the subject of
the application shall become public data. No
more than one amended application may be
submitted for any single file or system.

If the commissioner grants an application
for temporary classification: it shall be-
come effective immediately, and the complete
record relating to the application shall be
submitted to the attorney general, who shall
review the classification as to form and
legality. Within 25 days, the attorney
geéneral shall approve the classification,
disapprove a classification as confidential
but approve a classification as private, or
disapprove the classification. If the at-
torney general disapproves a classification,
the data which is the subject of the clas-
sification shall become public data five
working days after the date of the attorney
general's disapproval.

(M.S. 15.1642, Subd. &, has been repealed.).
Subd. 5. Expiration of temporary clas-
sification.

Emergency classifications granted before
July 1, 1979 are redesignated as temporary

t

-119-




4.85.1 continued

15.1642 continued
Subd. 2b. -~ continued

is disapproved or granted by the commissioner,
whichever is earlier. Proceedings after the
grant or disapproval shall be governed by

the provisions of subdivision 3.

Subd. 3. Determination.
The commissioner shall either grant or
disapprove the application for temporary

classification within 45 days after it is filed.

If the commissioner disapproves the applicat-
ion, he shall set forth in detail his reasons
for the disapproval, and shall include a state-
ment of what classification he believes is
appropriate for the data which is the subject
of the application. Twenty days after the date
of the commissioner's disapproval of an
application, the data which is the subject of
the application shall become public data,
unless the responsible authority submits an
amended application for temporary classifi-
cation which requests the classification
deemed appropriate by the commissioner in

his statement of disapproval or which sets
forth additional information relating to the
original proposed classification. Upon the
filing of an amended application, the data
which is the subject of the amended application
shall be deemed to be classified as set forth
in the amended application for a period of

20 days or until the amended application is
granted or disapproved by the commissioner,
whichever is earlier. The commissioner shall
either grant or disapprove the amended
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4,8.1 continued

15.1642 continued
Subd. 2b. - continued

intention by publication in the state register
and by notification to the intergovernmental
information systems advisory council, within
ten days of receiving the application. With-
in 30 days after publication in the state
register and notification to the council, an
affected agency, political subdivision, the
public, or statewide system may submit com-
ments on the commissioner's proposal. The
commissioner shall consider any comments
received when granting or denying a classi-
fication for data of the kind which is the sub-
ject of the application, for the use of all
agencies, political subdivisions, or state-
wide systems similar to the applicant.

Within 45 days after the close of the period
for submitting comment, the commissioner

shall grant or disapprove the application.
Applications processed under this subdivision
shall be either approved or disapproved by

the commissioner within 90 days of the receipt
of the application. For purposes of subdivi-
sion 1, the data which is the subject of the
classification shall be deemed to be classi-
fied as set'forth in the application for a
period of 90 days, or until the application

is disapproved or granted by the commissioner,
whichever is earlier. If requested in the
application, or determined to be necessary

by the commissioner, the data in the application
shall be so classified for all agencies,
political subdivisions, or statewide. systems
similar to the applicant until the application
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4.8.1 continued

15.1642 continued
subd. 2a. continued ' '

(b) Public access to the data would. render
unworkable a program authorized by law; or

(¢c) That a compelling need exists for
immediate temporary classification, which if
not granted could adversely affect the health,
safety or welfare of the public.

[# It is not explained what the procedures
are when the responsible authority holds
information that is both data on individuals
and data not on individuals. Two separate
classifications are desired for 1 category of
data. For instance, a number of statutes
declare, "classified as private in the case
of data on individuals and nonpublic in the
case of data not on individuals." # |

Subd. 2b.

If the commissioner determines that an
application for temporary classification
involves data which would reasonably be
classified in the same manner by all agencies,
political subdivisions, or statewide Systems
similar to the one which made the application,
the commissioner may approve or disapprove the
classification for data of the kind which is
the subject of the application for the use of
all agencies, political subdivisions, or
statewide systems similar to the applicant,

If the commissioner deems this approach ad-
visable, he shall provide notice of his

-116~



/

4.8.1 continued

15.1642 continued ‘
Subd. 2 - continued :

exists which 81¢her allows or forbids clas-
sification as private or confldentlal and
either

(a) That data similar to that for which
" the temporary classification is sought has
been treated as either private or confidential
by other state agencies or political sub-
divisions, and by the public; or

(b) That a compelling need exists for
immediate temporary classification, which if
not granted could adversely affect the public
interest or the health, safety, well being or
reputation of the data subject.

Subd. 2a. Contents of application for
nonpublic data.

An application for temporary clas-
sification of ‘government data not on indi-
viduals shall include and the applicant shall
have the burden of clearly establishing that
no statute currently exists which either
allows or forbids classification as nonpublic
or protected nonpublic; and either

(a) That data similar to that for which
the temporary classification is sought has
been treated as nonpublic or protected non-
public by other state agencies or political
subdivisions, and by the public; or

-115-



4.,10.1 Procedures, Limitations

15.163 DUTIES OF RESPONSIBLE AUTHORITY.

Subd. 7. Preparation of summary data.

The use of summary data derived from
private or confidential data on individuals
under the jurisdiction of one or more respon-
sible authorities shall be permitted. Un-
less classified pursuant to section 15.1642,
summary data is public. The responsible
authority shall prepare summary data from
private or confidential data on individuals
upon the request of any person...

¥ See also definition of summary data
in section 4.3.1.4 and 4.3 summary. ¥*]

1
! il
*  Subsection '(2) is an absolute mus't for
researchers given the permission to compile
the summary data themselves. The personal
records must be destroyed after the research
has been completed. # |

SECTION 3-109 (Disclosure of Indivi-
dually Jdentifiable Records for Re-
search Purposes; Limitations on Re-
disclosure.)

(a) An agency may disclose or author-
ize disclosure of an individually identifi-
able record for research purposes only if
the agency:

(1) determines that the research
purpose cannot reasonably be accomplished
without use or disclosure of the information
in individually identifiable form and the
additional risk to individual privacy as
a result of the disclosure will be minimal;

(2) receives adequate assurances
that the recipient will establish the safe-
guards required by section 3-108(a)(6) and
will remove or destroy the individual
identifiers associated with the records
as soon as the purpose of the research
project has been accomplished;
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privacy if the intended research purpose was never revealed to the individual when
the data was firsf collected from the individual. The intended purpose for re-
search must be included in the definition of summary data as it is included in the
Uniform Code's definifion.
— Also, the researcher in M.S. 15.163, subd. 7, rather than the responsible authority,
is allowed to compile the summary data himself. Merely obtaining the written purpose
of research, along with the agreement not to disclose the data on individuals is
inadequate.
The Uniform Code contains more Safegﬁards for handling research records be-
cause, by definition, the research records are the individually identifiable records.
They are not statistical records or repérts. It is commendable that the Code es-
tablishes a provision for -protecting the research subjects by not allowing the re-
search‘records to be obtained for investigative purposes or as evidence to be used

in a proceeding. Of course, this limitation on access can still be penetrated under

the discovery process of a lawsuit.
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4.10.1 continued

SECTION 3-109 continued

(i) the audit or evaluation
is expressly authorized by law, and

(ii) no subsequent use or
disclosure of the record in individually
identifiable form will be made by the
auditor evaluator except as provided by
this section; or

(3) the record is furnished in
compliance with a search warrant or subpoena
as provided in section 3-110(a).
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4.10.1 continuéd '

15.163 continu%d

Subd. 7. Preparation of summary data.
...provided that the request is in writing
and the cost of preparing the summary data
is borne by the requesting person...

...The responsible authority may delegate the
power to prepare summary data (1) to the ad-
ministrative officer responsible for any
central repository of summary data; or (2) to
a person outside of its agency if the person,
in writing, sets forth his purpose and agrees
not to disclose, and the agency reasonably
determines that the access will not compromise
private or confidential data on individuals.

¥ The second provision (2) above should not
be allowed unless more adequate measures are
established relating to what is done with the
personal records after the research is
completed. Rules for subsequent use must
also be promulgated. |

SECTION 3-109 continued

(3) secures from the recipient
of the records a written statement of his
understanding of and agreement to the condi-
tions of this subsection; and

(4) prohibits any subsequent use
or disclosure of the record in individually
identifiable form without express authori-
zation of the agency or the individual to
whom the record pertains.

(b) A person or agency may use or dis-
close a research record only if:

(1) the person or agency reason-
ably believes that use or disclosure will
prevent or minimize physical injury to an
individual and the disclosure is limited
to information necessary to protect the
individual who has been or may be injured;

(2) the record is disclosed in
individually identifiable form for the
purpose of auditing or evaluating a research
program and:
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4,

10.

o)
~

Amenability of Research Records to Compulsory Process; Researcher Provilege

SECTION 3-110 (Research Records: Amen-
ability to Compulsory Process; Researcher

Privilege.)

(a) A court may issue a search warrant
or subpoena concerning a research record
only if the purpose of the warrant or sub-
poena is to assist inquiry into an alleged
violation of law by a person using the re-
cord for a research purpose or by a person
or agency maintaining the record.

# The purpose of subsection (a) is to pro-
tect the confidentiality of research sub-
jects. Search warrants and subpoenas may
only be issued to investigate an alleged
violation of the law by the researcher or

the agency maintaining the record. Thus,
research records may not be used to dis-
cover unlawful violations, etc. revealed

by the research subjects for the research. * ]

(b) Any research record obtained
pursuant to subsection (a), as well as any
information directly or indirectly derived
from the record, may not be used as evidence
in an administrative, judicial, or legislative
proceeding except in a proceeding agains't
the person using the record for a research
purpose or a person or agency maintaining
the record.
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4.11 BoDY TO OVERSE? THE CARRYING OUT OF THE STATUTES

Although the Minnesota Statutes does not establish an Office of Information
Practices, M11nesota does have a Data Privacy Division to carry out the powers dele-
gated to the commissioner of the department of administration. The major duties of
the commissioner are to promulgate rules in conjunction with the intergovernmental
information services advisory council; inform all agencies affected by the Data
Practices Act about the Act; ensure that responsible authorities submit annual
reports; grant or disapprove applications for temporary classification; and submit
the temporary classifications to the legislature. The Data Privacy Division exists
to carry out these functions.

In comparison, the director of the Office of Information Practices is delegated
more powers. It can, for example, examine the records of an agency; conduct inquiries
and investigations into possible violations of the Code; recommend disciplinary
action or criminal prosecution to the officers of an agency; and bring action against
another agency to compel compliance.

The authority to compel compliance is important. Otherwise, as in the Minnesotg
Statutes, the aggrieved citizen must alone compel compliance. This is$ a rather
naive solution to the problem, for it pits person against agency. If granted the
authority, the body to oversee the carrying out of the Statutes would be much more

effective in seeing that the provisions of the Act are acted upon by all agencies.
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4.,11.2 Office of Information Practices

4,11.2.1 Appointment of director

=130

(Article 4
O0ffice of Information Practices

SECTION 4-101 (Organization; Appoint-
ment of Director.)

(a) The Office of Information Practices
is created. :

(b) The Governor shall appoint with the
advice and consent of the (name of legislative
body) a director of the Office of Information
Practices who is its chief executive officer.

(c) All powers and duties of the Of-
fice of Information Practices are vested in
the director.

(d) The director may delegate any of
his powers and duties to any other officer
or employee of the office.



4.11.1 continued

[ * REPEAT. (see section 4.8.1, Temporary
Classification, subd. 1, subd. 2b., subd. 3,

subd. 5a. for other references to commissioner
duties. * |

's
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4,311.1 continued

[ # The intergovernmental information services

advisory council was established by statute
to advise the Commissioner in matters re-
lating to the coordination of information
systems. The general thrust of the council
is to act in an advisory capacity.

(Don Gemberling, Director, Data Privacy
Division) # |

[ # The administrative procedures act is
Chapter 15 of the Minnesota Statutes. The
Minnesota Government Data Practices Act is
part of the Administrative Procedures Act.
See section 4.6.3 for reference to this. # |

[ ¥ The Privacy Study Commission, whose pur-
pose it was to examine data privacy issues
and report to the legislature, became defunct
on January 15, 1977.

(Don Gemberling, Director, Data Privacy
Division) *

[ *# Why won't section 15.165 be affected and
section 15.1621 (ACCESS TO GOVERNMENT DATA--
public access), subd. 3, be affected? # ]

REPEAT

15.163 DUTIES OF RESPONSIBLE AUTHORITY.

Subd. 2. Copies to commissioner.

The commissioner may require responsible
authorities to submit copies of the public
document required in subdivision 1, and may
request additional information relevant to
data collection practices, policies and pro-
cedures.

[ # See section 4.6.4. * |
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4.11.1 Duties of the Commissioner

REPEAT
15.162 COLLECTION, SECURITY AND DIS-
SEMINATION OF RECORDS; DEFINITIONS.
_Subd. 2.
"Commissioner" means the commissioner of
the department of administration.

[# See section 4.3.1.5. # ]

15.1671 DUTIES OF THE COMMISSIONER.

The commissioner shall with the advice
of the intergovernmental information services
advisory council promulgate rules, in accord-
ance with the rule-making procedures in the
administrative procedures act which shall
apply to state agencies, statewide systems and
political subdivisions to implement the en-
forcement and administration of sections
15.162 to 15.169. The rules shall not af-
fect section 15.165, relating to rights of
subject of data, and section 15.169, relat-
ing to the powers and duties of the privacy
study commission. Prior to the adoption of
rules authorized by this section the com-
missioner shall give notice to all state
agencles and political subdivisions in the
Same manner and in addition to 'other parties
as required by section 15.0412, subdivision 3,
of the date and place of hearing, enclosing
a copy of the rules and regulations to be
adopted.

L
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4,11.2.2 Powers and duties of the office of information practices

SECTION 4-102 (Powers and Duties of the
Office of Information Practices.)

(a) With respect to Article 2, (Freedom
of Information), the O0ffice of Information
Practices:

(1) upon request by an agency, shall
provide advisory guidelines, opinions, or other
information concerning that agency's funct-
ions and responsibilities;

(2) wupon request by any person,
may provide advisory opinions or other
information regarding that person's rights and
the functions and responsibilities of agencies;

(3) may conduct inquiries regard-
ing compliance by an agency and investigate
possible violations by any officer or employee
of any agency;

(4) may examine the records of
any agency for the purpose of paragraph (3)
and seek to enforce that power in the courts
of this State;

(5) may recommend disciplinary
action to appropriate officers of an agency;

(6) shall report annually to the
Governor and the (name of legislative body)
on the activities and findingsof ithe office,
including recommendations for legislative
changes; and
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4.11.2.2 continued

SECTION 4-102 continued

(7) shall receive complaints from
and actively solicit the comments of the
public regarding the implementation of the
Article.

(b) With respect to Article 3,
(Disclosure of Personal Records), the Office

- of Information Practices:

(1), shall review the official acts,
records, policies and procedures of the of-
ficer designated for éach agency pursuant to
section 3-116(10); :

(2) shall assist agencies in
complying;

(3) upon request by an agency,
shall provide (an) (a binding) interpretative
ruling concerning any question arising under
the Article;

(4#) upon request by any person,
may provide advisory opinions or other in-
formation regarding that person's rights and
the functions and responsibilities of agencies;

(5) may conduct inquiries regarding
agency compliance by an agency and investigate
possible violations by any officer, employee,
contractor, grant recipient, subcontractor
or agent of any agency;
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4,11.2.2 continued

| SECTION 4-102 continued

(iii) the right to know the
purposes for which records pertaining to him
are kept;

(iv) the right to be informed
of the uses and disclosures of records per-
taining to him;

(v) the right to correct or
amend records pertaining to him; and

(vi) the right to place a
statement in a record pertaining to him.

(c) The officer may bring an action
against another agency, other than for
damages, to enforce the provisions of this
Code.)




4.11.2.2 continued

SECTION 4-102 continued

(6) may examine the records of any
agency for the purposes of paragraph (5) and
seek to enforce that power in the courts of
this State;

(7) may recommend disciplinary
action or criminal prosecution to the ap-
propriate officers of an agency;

(8) shall receive complaints from
and actively solicit the comments of the
public regarding the effectuation of the Arti-
cle;

(9) report annually to the Governor
and the (name of legislative body) summariz-
ing the expressed complaints, comments and
concerns;

(10) may conduct any other investi-
gations and prepare and publish any other re-
ports and recommendations necessary or desirable
to protect an individual's right of privacy;
and

(11) shall inform the public of the
following rights of an individual and the
procedures for exercising them:

(i) the right of access to
records pertaining to him;

, (ii) the right to obtain a
copy of records pertaining to him; ‘
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4.12.1 Grant of Exemption

| # There exists no provision in the Act which -

would exempt any statewide system, agency, or
political subdivision from the provisions
of the Act.

Article 5
Exemptions
SECTION 5-101

(a) Pursuant to the administrative rule-
making procedures of this State, the (0ffice
of Information Practices) (Governor) may adopt
rules under which it may exempt an agency from
compliance with this Coéde.

(b) An (annual) exemption may be granted
to an agency only if the (O0ffice of Infor--
mation Practices)(Governor) determines that the
benefit to the agency from the exemption -
outweighs the public interest in full compli-
ance with this Code.

(¢c) In determining whether to grant
an exemption, the (Office of Information
Practices) (Governor) shall consider, among
other relevant factors:

(1) the number and type of govern-
ment records that would be affected by the
exemption;

(2) the probable number of re-
guests for disclosure of government records
to be received in a year by the agency re-
questing exemption; and

(Grant of Exemption.)




3
i

\

|
.12 EXEMPTIONS

There exists no provision in the Minnesota Statutes which would exempt any
statewide system, agency, or political subdivision from all or some of the provi-
sions of the Act. Currently, the Uniform Code exempts two branches of government
from the entire Code--the legislative and judicial branches of government. The pro-
visions from which an agency can be exempted do not appear to impose a great burden
upon the agency., For instance, it was discussed in section 4.4.2 that an inter-
pretation of section 2-102(c) is that the agency does not have to purchase dupli-
cating facilities. Rather, the agency must establish procedures for dealing with
the reduester and for making copies of the requested information. The reguirements
of sections 2-102(f), and 3-116 also do not appear to pose a burden upon the agency

to the extent that it should be exempted from the above requirements.
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~ SECTION 5-101 continued

(g) This section shall be strictly con-
strued and an exemption may be granted only
in a situation in which it is found impracti-
cal to require compliance.

[ # COMMENT following SECTION 5-101 of the
Code. "The benefit to the agency from the
exemption must outweigh the public interest
in full compliance with the sections for
which an exemption is sought." #




4.12.1 continued

SECTION 5-101 continued

(3) the likelihood of an abuse
of freedom of information or privacy interests
that may result from the grant of the exempt-
ion.. ,

(d) A grant of an exemption will re-
lieve-an agency from the duty to comply with:

(1) Section 2-102(c) to the extent
that it requires the agency to provide access
to facilities for duplication;

(2) Section 2-102(f) but the

agency shall notify the requester in writing
the reasons for its determination; and ’

(3) Sections 3-115 and 3-116.

%  Section 3-115 is with regard to agency

implementation; section 3-116 concerns
annual reports. # |

(e) Exemptions granted wunder this
section must be general. Each exempt clas-
sification must be established on reasonable
terms and must reasonably identify the agen-
cies entitled to exemption. All agencies
falling within a classification established
for exemption are entitled to the exemption.

(f) An exemption must set forth the
grounds upon which it is based.
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4.13.1 Minnesota Statutes: Revisbr's Instructions

Section 39. REVISOR'S INSTRUCTIONS.

The revisor of statutes shall codify
the provisions of sections 1 to 44 and reco-
dify the provisions of Minnesota Statutes
1980, Sections 15.1611 to 15.1699 in an
appropriate place in the next edition of
Minnesota Statutes. He shall also correct
all statutory cross references to provisions
of sections 15.1611 to 15.1699.
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, SECTTON 4.13

REVISOR'S INSTRUCTIONS ; REPEALER; EFFECTIVE DATE
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4.14.1 continued

Section 32. HOUSING AGENCY DATA.

Subd. 1. Definition.

For purposes of this section "housing
agency" means the public housing agency or
housing and redevelopment authority of a
political subdivision.

Section 36. LAW ENFORCEMENT DATA.

Subd. 1. Application.

This section shall apply to agencies
which carry on a law enforcement function,
including but not limited to municipal police
departments, county sheriff departments, fire
departments, the bureau of criminal appre-
hension, the Minnesota state patrol and the
securities and real estate division of the
department of commerce.




4.14.1 continued

Section 24. MEDICAL EXAMINER DATA.

Subd. 1. Definition.

As used in this section, "medical ex.
aminer data" means data relating to deceased
individuals and the manner and circumstances
of their death which is created, collected,
used or maintained by a county coroner or
medical examiner in the fulfillment of his
official duties pursuant to chapter 390, or
any other general or'local law on county
coroners or medical examiners.

Section 27. LICENSING DATA.

Subd. 1. Definition.

As used in this section "licensing agency"
means any board, department or agency of this
state which is given the statutory authority
to issue professional or other types of licen-
ses.

Section 29. BENEFIT DATA.

Subd. 1. Definition.

As used in this section, "benefit datag"
means data on individuals collected or created
because an individual seeks information
about becoming, is, or was an applicant for
or a recipient of benefits or services pro-
vided under various housing, home ownership,
and rehabilitation and community action
agency programs administered by state agencies,
political subdivisions, or statewide systems.
Benefit data does not include welfare data
which shall be administered in accordance
with section 15.1691.
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4.14.1 continued

15.1695 CRIME REPORTS.

Subd. 1.

When collected, created, or maintained
by law enforcement agencies including munici-
pal police departments, county sheriff de-
partments, fire departments, the bureau of
criminal apprehension, the Minnesota state
patrol or the peace officers standards and
training board.

15.1698 MEDICAL DATA.
Subd. 1. Definition.
As used in this section:

(a) "Directory information" means
name of the patient, date admitted, general
condition, and date released.

(b) "Medical data" means data collect-
ed because an individual was or is a
patient or client of a hospital, nursing
home, medical center, clinic, health or
nursing agency operated by a state agency or
political subdivision including business and
financial records, data provided by private
health care facilities, and data provided by or
about relatives o1 the individual.

Section 22, INVESTIGATIVE DATA.

subd. 1. Definitions.

A "pending civil legal action" includes
but 1is not limited to judicial, administrative
. or arbitration proceedings. Whether a civil
legal action is pending shall be determined
by the chief attorney acting for the state
agency, political subdivision or statewide
system.
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4.14.1 continued

15.1693 (1) continued

(b) "Student" includes a person cur-
rently or formerly enrolled or registered,
and applicants for enrollment or registration
at a public educational agency or insti-
tution.

(c) "Substitute teacher" means an in-
dividual who performs on a temporary basis
the duties of the individual who made the
record, but does not include an individual
who permanently succeeds the maker of the
record in his position.
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4,14.1 continued

15.1691 (1) continued

(c) "Welfare system" includes the
department of public welfare, county welfare
boards, human services boards, community
mental health boards, state hospitals, state
nursing homes, and persons, agencies, insti-
tutions, organizations and other entities
under contract to any of the above agencies
to the extent specified in the contract.

15.1692 PERSONNEL DATA.

Subd. 1.

As used in this section, "personnel data"
means data on individuals collected be-
cause the individual is or was an employee
of or an applicant for employment by, per-
forms services on a voluntary basis for, or
atts as an independent contractor with a
state agency, statewide system or political
subdivision or is a member of an advisory
board or commission. '

15.1693 EDUCATIONAL DATA.

Subd. 1.
As used in this sections

(a) "Educational data" means data on
individuals maintained by a public edu-
cational agency or institution or by a person
acting for the agency or institution which
relates to a student.
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4.14.1 continued

15.1673 (1) continued

(c) "Labor relations information" means
management positions on economic and non-
economic items that have not been presented
during the collective bargaining process or
interest arbitration, including information
specifically collected or created to prepare
the management position. ,

15.1680 INVESTIGATIVE DETENTION DATA.

Subd. 1. ‘Definition.

As used in this section, "investigative
detention data" means government data created,
collected, used or maintained by the state
reformatories, prisons and correctional faci-
lities, municipal or county jails, lockups,

work houses, work farms and other correction- -

al and detention facilities which: (a) if
revealed, would disclose the identity of

an informant who provided information about
suspected illegal activities, and (b) if
revealed, is likely to subject the informant
to physical reprisals by others.

15.1691 WELFARE DATA.
subd. 1. Definitions.
" As used in this section:

(a) "Individual" means an individual
pursuant to section 15.162, subdivision 4,
but does not include a vendor of services.

(b) "Program" includes all programs for
which authority is vested in a component of
the welfare system pursuant to statute or
federal law.
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4.14.1 Minnesota Statutes: Definitions

15.1673 GENERAL NONPUBLIC DATA.

Subd. 1.

As used in this section, the following
terms have the meanings given them.

(a) "Security information" means govern-
ment data the disclosure of which would be
likely to substantially Jjeopardize the security
of information, possessions, individuals or
property against theft, tampering, improper
use, attempted escape, illegal disclosure,
trespass., or physical injury.

(b) "Trade secret information" means
government data, including a formula, pattern,
compilation, program, device, method, tech-
nique or process (1) that was supplied
by the affected individual or organization,
(2) that is the subject of efforts by the
individual or organization that are reason-
able under the circumstances to maintain its
secrecy, and (3) that derives independent
economic value, actual or potential, from
not being generally known to, and not being
readily ascertainable by proper means by
other persons who can obtain economic value
from its disclosure or use.
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4.14 DEFINITIONS PERTAINING TO SPECIFIC CATEGORIES OF DATA
Those definitions not stated up front in section 4.3 are listed in this section

for easier access while reading section 4. 15. The most striking feature of these def -

[

initions is that they are applicable only to a specific category of 1nformat10n
Also, they define the scope of that particular category of information. The scope
of applicability, in terms of the situations or agencies to which the definition
will apply, is very clear cut. It has to be. This is because each category of data
that is defined in section 4.15 is an exception to the general rule. These except-
ions are classified as either private, confidential, nonpublic or public. Thus,

the scope of the agencies which are covered by these definitions must be well defined.
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4.13.3 Minnesota Statutes: Effective Date

Section 41 EFFECTIVE DATE.
Sections 1 to 40 are effective the day
following final enactment.

| # Sections 1 to 40 passed the Senate May 16,
1981. They passed the House of Representatives
May 15, 1981. They were approved by Governor
Albert H. Quie May 29, 1981. * ]
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4.13.2 Minnesota Statutes: Repealer

section 40 REPEALER.
Minnesota Statutes 1980, .Section 15.162,
Subdivision la is repealed.

[ # Section 15.162, subdivision la is as
follows:

" ‘Arrest information' shall include (a). the
name, age, and address of an arrested indivi-
dual; (b) the nature of the charge against the
arrested individual; (c) the time and place of
the arrest; (d) the identity of the ar-

restimg agency; (3) information as to whether
an individual has been incarcerated and the
place of incarceration. 'Arrest infor-

mation' does not include data specifically made
private, confidential or nonpublic pursuant

to section 260.161 or any other statute. " # ]
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4.,15.2 Attorneys

f———

15.1694 ATTORNEYS

Notwithstanding the provisions of sections
15.162 to 15.17, the use, collection) storage,
and dissemination of data by an attorney acting
in his professional capacity for the state, a
state agency or a political subdivision shall
be governed by statutes, rules, and profes-
sional standards concerning discovery, prod-
uction of documents, introduction of evidence,
and professional responsibility; provided that
this section shall not be construed to af-
fect the applicability of any statute, other
than sections 15.162 to 15.17, which speci-
fically requires or prohibits disclosure of
specific information by the attorney, nor
shall this section be construed to relieve
any responsible authority, other than the
attorney, from his duties and responsibilities
pursuant to sections 15.1611 to 15.17.

# This statement is similar to section 4.5.5
whereby the Uniform Code states that other
statutes will not be voided by the Code.
Perhaps the Statutes should state this
principle in lieu of always stating, "ex-
cept pursuant to federal or state law..." * |
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4.15.1 continued

Section 35 continued

subd. 2. Confidential data.

The following data created, collected
and maintained by the office of the attorney
general are classified as confidential, pur-’
suant to section 15.162, subdivision 2a:
data acquired through communications made in
official confidence to members of the
attorney general's staff where the public
interest would suffer by disclosure of the
data.

Subd. 3. Public data.

Data describing the final disposition of
disciplinary proceedings held by any state
agency, b .rd or commission are'classified’
as public, pursuant to section 15.162, sub-
division 5b.

[# It is quite apparent that much of ,the
above information could apply to all
agencies--and not just the Attorney General's
office.

[* See section 4.5.2 (SECTION 3-101, (4)).
An individually identifiable record may be
disclosed to the public if it is information
contained in or compiled from a transcript,
minutes, report, or summary of a proceeding
open to the public. * ] :
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4.15.1 Attorney General Data

Section 35 ATTORNEY GENERAL DATA.

Subd. 1. Private data.

The following data created, collected and
maintained by the office of the attorney gen-
eral are classified as private, pursuant
to section 15.162, subdivision 5a:

(a) The record, including but not limit-
ed to, the transcript and exhibits of all
disciplinary proceedings held by a state
agency, board or commission, except in those
instances where there is a public hearing;

(b) Communications and non-investi-
gative files regarding administrative or
policy matters which do not evidence final
public actions;

. (c) Consumer complaint data, other
than that data classified as confidential,
including consumers' complaints against
businesses and follow-up investigative
materials; and

(d) Investigative data, obtained in
anticipation of, or in connection with liti-
gation or an administrative proceeding where
the investigation is not currently active.

[ # See section 4.5.1. whereby information
does not have to be disclosed if it is
(1) communicated for the purpose of decision-
making; or (2) would substantially inhibit
the flow of ideas within an agency or im-
pair the agency's decision-making processes.

*]

[ # See section 4.5.1. An exception to ‘
disclosure of information is that which is
prepared in anticipation of litigation. ¥]
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4.15 CATEGORIES OF INFORMATION

Specific‘categories of information, ranging from medical examiner data to
library data, are listed in section 4.15. The purpose of these categories is to .
specify those types of information which are not public; and in tﬁrn, the new
classification would limit access to a particular category of information in order
to prevent disclosure of information to the public. Limited access would also
protect the individual from personal privacy abuses.

The information classified as private, confidential, nonpublic, or protected
nonpublic is quite detailed when compared with the guidelines or examples given in
the Code. Each classification of data that a particular category of information is
placed in must be very specific when describing what information will be included
in the classification. Because it is an exception, the boundaries between public
and one of the other classification groups must be well-defined.

What is the cause of the categories of information? These result from an
agency's applying for é change of classification for that particular agency's data.

Thus, the categories are delineated by agency or information type.
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4.15.3 General Nonpublic Data

15.1673 GENERAL NONPUBLIC DATA.

Subd. 2. Classification.

The following government data is clas-
sified as nonpublic data with regard to data
not on individuals, pursuant to section
15.162, subdivision 5c, and as private data
with regard to data on individuals, pursuant
to section 15.162, subdivision 5a: Security
information, trade secret information, sealed
absentee ballots prior to opening by an
election judge, sealed bids prior to the
opening of the bid, and labor relations in-
formation. Provided that specific labor
relations information which. relates to a
specific labor organization is classified
as protected nonpublic data pursuant to
section 15.162, subdivision 54d.

[* Although this section is titled "General
Nonpublic Data," it does not include all non-
ublic data. See sections 4.15.7.4, 4.15.4,

.15.7.3, 4.15.13,.4.15.17, 4.15.11, 4.15.7.2,
L.15.5.2 (c) for other nonpublic categories.
Many are new amendments. ¥ ]

A

# See section 4.5.1.
ing the security of a record keeping system;
proprietary information; or trade secret
information does not have to be disclosed.

Information jeopardiz-

# |
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4.15.4 Federal Contracts Data

.15.1677 FEDERAL CONTRACTS DATA. ’ [#* See section 4.5.1. It states that contract

To. the extent that a federal agency information is not required to be disclosed. #]
requires it as a condition for contracting
with a state agency or political subdivision,
all government data collected and maintained
by the state agency or political subdivision
because that agency contracts with the
federal agency are classified as either pri-
vate or nonpublic depending on whether the
data are data on individuals or data not
on individuals.
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4.15.5 Law Enforcement Related Data
4.15.5.1 Section 15.1695 law enforéement data

15.1695 LAW ENFORCEMENT DATA.

Subd. 1. Crime reports.

(a) Data contained on incident complaint
reports, variously called logs or dockets,
comprising a chronological record of events,
shall be public; provided that data on in-
dividuals which could reasonably be used to
determine the identity of an undercover agent,
informant, or victim of criminal sexual con-
duct shall be private data on individuals;
provided further that any other data classi-
fied by law as private or confidential con-
tained in incident complaint reports shall
remain private or confidential data.

(b) Data in arrest warrant'indices are
classified as confidential pursuant to
section.15.162, subdivision 2a, until the
defendant has been taken into custody, served
with a warrant, or appears before the court
except when the law enforcement agency deter-
mines that the public purpose is served by
making the information public.

(c)
lost, confiscated or recovered property or
property described in pawn shop transaction
records are classified as either private
or nonpublic depending on the content of the
specific data.

Data which uniquely describes stolen, .

.[*

‘

Section 4.5.1 does not require disclosure
of this information (which would identify a
confidential informant). Notice how all the
exceptions must be stated in the S tatutes;
whereas the Code just provides a rough
guideline. * ]
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4.15.5.1 continued

15.1695 continued

(d) To the extent that the release of
program data would reveal the identity of an
informant or adversely affect the integrity
of the fund, financial records of a. program
which pays rewards to informants shall be
protected nonpublic data in the case of data
not on individuals or confidential data in
the case of data on individuals.

.Subd. 2.

Nothing in this chapter shall prohibit
the exchange of information by law enforce-
‘ment agencies provided the exchanged infor-
mation is pertinent and necessary to the re-
questing agency in initiating, furthering, or
completing an investigation.

[* The Statutes allow inter-agency transfers
of private or confidential data if it is
stated by law. This Statute gives law en-
forcement agencies freedom in exchanging
information. * ]

Subd. 3.

Information reflecting deliberative pro-
césses or investigative techniques of law
enforcement agencies is confidential; provid-
ed that information, reports, or memoranda
which have been adopted as the final opinion "
or justification for decision of a law
enforcement agency are public.

[ %

See section 4.5.4 (SECTION 3-103 (3)(i))
for inter-agency disclosures for law en-
forcement purposes. * ] '

[* See section 4.5.2 (1) for information which
does not have to be disclosed. There is some
overlap with sections 4.5.4 and 4.5.1. |

[* See section 4.5.1 which does not require
the disclosure of information which would
reveal confidential investigative techniques.
The agency decides whether to disclose the
information. The Statutes definitely prohibit
disclosure. *

§
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4.15.5.1 continued

15.1695 continued

Subd. 4.

Nothing in this section shall be held
to expand or limit the scope of discovery
available at law to any party in a civil,
criminal, or administrative proceeding.
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4.15.5.2 Section 36 law enforcement data

Section 36 LAW ENFORCEMENT DATA.

Subd. 2. Arrest data.

The following data created or collected
by law enforcement agencies which documents
any actions taken by them to cite, arrest,
incarcerate or otherwise substantially de-
prive an adult individual of his liberty shall
be public at all times in the originating
agency: .

(a) Time, date and place of the action;

(b) Any resistance encountered by the
agency;

(c) Any pursuit engaged in by the
agency ;

(d) Whether any weapons were used by
the agency or other individual;

(e) The charge, arrest or search war-
rants, or other legal basis for the action;

(f) The identities of the agencies,
units within the agencies and individual
persons taking the action;

(g) Whether and where the individual
" 1s being held in custody or is being in-
carcerated by the agency;

(h) The date, time and legal basis for
any transfer of custody and the identity of
the agency or person who received custody;

(i) The date, time and legal basis for
any release from custody or incarceration;

(i) The name, age, sex and last known
address of an adult person or the age and sex
of any juvenile person cited, arrested, in-
carcerated or otherwise substantially de-
prived of his liberty;
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4.15.5.2 continued

Section 36 (2) continued

(k) Whether the agency employed wiretaps
or other eavesdropping techniques, unless
the release of this 'specific data would
jeopardize an ongoing investigation;

(1) The manner in which the agencies
received the information that led to the
arrest and the names of individuals who sup-
plied the information unless the identities
of those individuals qualify for protection
under subdivision 9; and

(m) Response or incident report number.

subd. 3. Request for service data.

The following data created or collected
by law enforcement agencies which documents
requests by the public for law enforcement
services shall be public government data:

(a) The nature of the request or the
activity complained of;

(b) The name and address of the indivi-
dual making the request unless the identity
of the individual quallfles for protection
under subdivision 9;

(¢) The time and date of the request
or complaint; and

(d) The response initiated and the
response or incident report number.

Subd. 4. Response or incident data.

The following data created or collected
by law enforcement agencies which documents
the agency's response to a request for ser-
vice or which describes actions taken by the




4.15.5.2 continued

Section 36 (4) continued

agency on its own initiative shall be public
government data:

(a) Date, time and place of the action;

(b) Agencies, units of agencies and
individual agency personnel participating
in the action unless the identities of agency
pérsonnel qualify for protection under sub-
division 9;

(c) Any resistance encountered by the
agency ;

(d) Any pursuit engaged in by the
agency ; ‘

(e) Whether any weapons were used by
the agency or other individuals;

(f) A brief factual reconstruction of
events associated with the action;

(g) Names and addresses of witnesses
to the agency action or the incident unless
the identity of any witness qualifies for
protection under subdivision 9;

(h) Names and addresses of any victims
or casualties unless the identities of those
individuals qualify for protection under
subdivision 9;

(i) The name and location of the health
care facility to which victims or casual-
ties were taken; and

(j) Response or incident report number.

Subd. 5. Data collection.
bxcept for the data defined in sub-
divisions 2,3, and 4, investigative data
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4.15.5.2 continued

Section 36 (5) continued
collected or created by a law enforcement
agency in order to prepare a case against
a person, whether known or unknown, for the
commission of a crime or civil wrong is
confidential while the investigation is active.
Inactive investigative data is public unless
the release of the data would jeopardize
another ongoing investigation or would reveal
the identity of individuals protected under
subdivision 9. Photographs which are part of
inactive investigative files and which are
clearly offensive to common sensibilities
are classified as private data, provided that
the existence of the photographs shall be dis-
closed to any person requesting access to the
inactive investigative file. An investigation
becomes inactive upon the occurrence of any
- 0of the following events: ' .

(a) A decision by the agency or appro-
priate prosecutorial authority not to
pursue the case;

(b) Expiration of the time to bring a
charge or file a complaint under the ap-
plicable statute of limitations; or

(c) Exhaustion of or expiration of all
rights of appeal by an individual convicted
on the basis of the investigative data.

Any investigative data presented as evi-
dence in court shall be public. Data deter-
mined to be inactive under clause (a) of this
subdivision may become active if the agency
or appropriate prosecutorial authority de-
cides to renew the investigation. *

[ *# See section 4.5.3 where information compiled
as part of an investigation is an example
of information being of significant privacy
interest to the individual. * |
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4.15.5.2 continued

Section 36 (5) continued

During the time when an investigation is
active, any person may bring an action in the
district court located in the county where
the data is being maintained to authorize »
dis¢losure of investigative data. The court
may order that all or part of"' the data relat-
ing to a particular investigation be released
to the public or to the persoh bringing the
action. 1In m%king the determination as to
whether investigative data shall be disclosed,
the court shall consider whether the benefit
to the person bringing the action or to the
public outweighs any harm to the public, to
the agency or to any person identified in
the data. The data in dispute shall be ex-
amined by the court in camers.

Subd. 6. Withholding public data.

A law enforcement agency may temporarily
withhold response or incident data from public
access 1f the agency reasonably believes
that public access would be likely to endanger
the physical safety of an individual or cause
the perpetrator to flee, evade detection or
destroy evidence. In such instances, the
agency shall, upon the request of any person,
provide a statement which explains the neces-
Ssity for its action. Any person may apply to
a district court for an order requiring the
agency to release the data being withheld.

If the court determines that the agency's
action is not reasonable, it shall order the
release of the data and may award costs and
attorney's fees to the person who sought

the order. The data in dispute shall be
examined by the court in camera.

[# See section 4.5.2. An exception to dis-
closure of information is when it would en-
danger the life of an individual. * ]
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4.15.5.2 continued
Section 36 continued

Subd. 7. Public beneflt data.

Any law enforcement agency may make any
data classified as confidential pursuant to
subdivision 5 accessible to any person, agen-
cy or the public if the agency determines
that the access will aid the law enforcement
process, promote public safety or dispel
widespread rumor or unrest.

Subd. 8. Public access.

When data is classified as public under [ # Defining an accessible record similar
this section, a law enforcement agency shall to that in the Uniform Code would apply
not be required to make the actual physical : to this situation. #*]

data available to the public if it is not ad-
ministratively feasible to segregate the public
data from the confidential. However, the
agency must make the information described

as public data available to the public in a
reasonable manner. When investigative data
becomes inactive, as described in subdivision
5, the actual physical data associated with
that investigation, including the public

data, shall be available for public access.

¥ Tnis is an interesting provision. This is
the first mention of ability to access data,
but it only applies to the law enforcement
category of data. Why isn't this expressed
in the general public access section,4.4.27 #]
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4.15.5.2 continued

Section 36 continued

Subd. 9. Protection of identities.

A law enforcement agency may withhold
public access to data on individuals to
protect the identity of individuals in the
following circumstances:
| ¥ This subdivision is constructed very
similarly to section 4.5.1 because the law
enforcement agency is able to decide if in-
formation should be withheld. * ]

(a) When access to the data would re-
veal the identity of an undercover law enforce-
ment officer;

(b) When access to the data would re-
veal the identity of a victim of criminal
sexual conduct;

(¢c) When access to the data would re-
veal the identity of a paid or unpaid informant
being used by the agency if the agency
reasonably determines that revealing the
identity of the informant would threaten the
personal safety of the informant; or

(d) When access to the data would re-
veal the identity of a victim of or witness to
a crime if the victim or witness specifically
requests that his identity not be revealed,
and the agency reasonably determines that
revealing the identity of the viectim or
witness would threaten the personal safety or
property of the individual.

[# See section 4.5.1 whereby the agency does not
have to disclose information which would
identify a confidential informant. %]

[¥ See section h.5.1--exceptions ‘to dis-
closure. ¥*]
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4.15.5.2 continued

Section 36 continued

Subd. 10. Data retention.

+ Nothing in this section shall require
law enforcement agencies to create, collect
or maintain data which is not required to be
created, collected or maintained by any
Oother applicable rule or statute.

4
[# This is repetitious of section 4.6.1
concerning the general collection of data,
with the exception that it applies
solely to the category of law enforcement
data. #*
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4.15.5.3 1Investigative data

section 22 INVESTIGATIVE DATA.

Subd. 2. Civil actions.

Data collected by state agencies, poli-
tical subdivisions or statewide systems as
part of an active investigation undertaken
for the purpose of the commencement or de-
fense of a pending civil legal action, or
which are retained in anticipation of a
pending civil legal action, are classified
as protected nonpublic data pursuant to
section 15.162, subdivision 5d in the case
of data not on individuals and confidential
pursuant to section 15.162, subdivision 2a
in the case of data on individuals.

l ¥ See section 4.5.1.

An exception to in-
formation disclosed is that which is prepared
in anticipation of litigation.¥ ]
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4.15.5.4 Data access for crime victims

15.1696 DATA ACCESS FOR CRIME VICTIMS.

The prosecuting authority shall release
investigative data collected by a law en-
forcement agency to the victim of a criminal
aot or his legal representative upon
written request unless the prosecuting
authority reasonably believes:

(a) That the release of that data
will interfere with the investigation; or

(b) That the request is prompted by a
desire on the part of the requester to
engage in unlawful activities.

¥ This enables the authority to make
subjective judgment similar to the Uniform
Code. ¥ |

[¥ Section 4.5.2 (SECTION 2-103) does not re-
quire disclosure of information that would
impair the effectiveness of an ongoing
investigation. #%]
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4.15.5.5 Investigative detention data

15.1680 INVESTIGATIVE DETENTION DATA.

Subd. 2. General.

Investigative detention data is confi-
dential and shall not be disclosed except:

(a) Pursuant to section 15.163 or any
other statute;

(b) Pursuant to a valid court order; or

(c) To a party named in a civil or
criminal proceeding, whether administrative
Or judicial, to the extent required by the
relevant rules of civil or criminal
procedure.
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4.15.5.6 Corrections ombudsman data

sSection 33 CORRECTIONS OMBUDSMAN DATA.
Subd. 1. Private data.

" The following data maintained by the
ombudsman for corrections are classified as
private, pursuant to section 15.162, subdi-
vision 5a:

(a) All data on individuals pertaining
to contacts made by clients seeking the
assistance of the ombudsman, except as speci-
fied in subdivisions 2 and 3;

(b) Data recorded from personal and
phone conversations and in correspondence
between the ombudsman's staff and persons
interviewed during the course of an investi-
gation;

(¢c) Client index cards;®
(d) Case assignment data; and

(é) Monthly closeout data.

subd. 2. Confidential data.

The following data maintained by the
ombudsman are classified as confidential,
pursuant to section 15.162, subdivision 2a:
the written summary of the investigation to
the extent it identifies. individuals.

[#* See section 4.5.3 where information
compiled as part of an investigation
is an example of information that is of
significant privacy to the individual.

# ]
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4.15.5.6 continued‘

Section 33 continued

Subd. 3. Public data.

The following data maintained by the
ombudsman are classified as public, pur-
suant to section 15.162, subdivision 5b:
client name, client location; and the in-
mate identification number assigned by the
department of corrections. \
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Domestic abhuse data

b.15.5.7

Section 23 DOMESTIC ABUSE DATA.

All government data on individuals which
is collected, created, received or maintain-
ed by police departments, sheriffs' offices
or clerks of court pursuant to the domestic
abuse act, section 518B.01, are classified
as confidential data, pursuant to section
15.162, subdivision 2a, until a temporary
court order made pursuant to subdivisions
5 or 7 of section 518B.01 is executed or
served upon the data subject who is the
respondent to the action.

[* See section 4.5.3 concerning instances
which may be of significant privacy interest
to the individual. #* |
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4.15.5.8 Firearms data

section 20 FIREARMS DATA.

All data pertaining to the purchase or
transfer of firearms and applications for
permits to carry firearms which are collected
by state agencies, political subdivisions or
statewide systems pursuant to sections
624.712 to 624,718 are classified as
private, pursuant to section 15.162, sub-
division 5a.




4.15.5.9 Property complaint data

15.1678 PROPERTY COMPLAINT DATA.

The names of individuals who register
complaints with state agencies or political
subdivisions concerning violations of state
laws -or local ordinances concerning the use
of property are classified as confidential,
pursuant to section 15.162, subdivision 2a.
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4.15.6 Medical Examiner Data

Section 24 MEDICAL EXAMINER DATA.

Subd. 2. Public data.

Unless specifically classified otherwise
by state statute or federal law, the follow-
ing data created or collected by a medical
examiner or coroner on a deceased individual
is public: name of the deceased; date of
birth; date of death; address; sex; race;
citizenship; height; weight; hair color;
eye color; build; complexion; age, if known, or
approximate age; identifying marks, scars and
amputations; a description of the decedent's
clothing; marital status; location of death
including name of hospital where applicable;
name of spouse; whether or not the decedent
ever served in the armed forces of the United
States; social security number; occupation;
business; father's name; mother's maiden name;
birthplace; birthplace of parents; cause of
death; causes of cause of death; whether an
autopsy was performed and if so, whether it
was conclusive; date and place of injury, if
applicable, including work place; how injury
occurred; whether death was caused by accident,
suicide, homicide, or was of undetermined
cause; certification of attendance by phy-
sician; physician's name and address; certi-
fication by coroner or medical examiner; name
and signature of coroner or medical examiner ;

¢
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4.15.6 continued

Section 24 (2) continued

type of disposition of body; burial place
name and location, if applicable; date of
burial, cremation or removal; funeral home

name and address; and name of local register

or funeral director.
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4.15.6 continued

Section 24 continued

Subd. 3. Unidentified individual : public

data.

Whenever a county coroner or medical
examiner is unable to identify a deceased in-
dividual subject to his investigation, he
may release to the public any relevant data
which would assist in ascertaining identity.

Subd. 4. Confidential data.

Data created or collected by a county
coroner or medical examiner which is part of
an active investigation mandated by Minne-
sota Statutes, Chapter 390, or any other
general or local law relating to coroners or
medical examiners is confidential data on
individuals pursuant to Minnesota Statutes,
Section 15.162, Subdivision 2a, until the
completion of the coroner's or medical ex-
aminer's final Summary of his findings at
which point the data collected in the in-
vestigation and the final summary thereof
shall become private data on individuals, )
except that nothing in this subdivision shall
be construed to make private or confidential
the data elements identified in subdivision 2
at any point in the investigation or thereafter.

Subd. 5. Private data.

All other medical examiner data on de-
ceased individuals is private pursuant to
Minnesota Statutes, Section 15.162, Subdi-
vision 5a, and shall not be disclosed except
pursuant to the provisions of Minnesota
Statutes, Chapter 390, or any other general
or local law on county coroners or medical
eéxaminers, or pursuant to a valid court order,




4,15.6 continued

Section 24 continued

Subd. 6. Other data.

Unless a statute specifically provides
a different classification, all other data
created or collected by a county coroner or
medical examiner that is not data on de-
ceased individuals or the manner and circum-
stances of their death is public pursuant to
Minnesota Statutes, Section 15.1621.

Subd. 7. Court review.

Any person may petition the district
court located in the county where medical
examiner data is being maintained to author-
ize disclosure of private or confidential
medical examiner data. The petitioner shall
notiflyy the medical examiner or coroner. The
court may notify other interested persons and
require their presence at a hearing. A
hearing may'be held immediately if the parties
agree, and in any event shall be held as
soon as practicable. After examining the
data in camera, the court may order dis-
closure of the data-if it determines that
disclosure would be in the public interest.

Subd. 8.. Access to private data.

The data made private by this section
shall be accessible to the legal representa-
tive of the decedent's estate or to the dece-
dent's surviving spouse or next of kin or
their legal representative.

[* See section 4.5.2 (SECTION 3-101 (7)).
Although an individually identifiable
record may not be disclosed to any other
person other than the individual to whom
the record pertains, an exception is pur-
suant to a court order. However, the agen-
cy shall notify the individual to whom the
record refers. * |
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4.15.6 continued

Section 24 continued

¥ In Minneapolis Star and Tribune company v.
State and Others, a Minnesota Attorney General
determined that: "...any member of the
public is entitled to inspect whatever
records the Board (of Medical Examiners)
maintains regarding disciplinary action
takewn against a member of the medical
profession and the reasons stated therefor,
provided the inspection is limited to
documents which do not contain privileged

or confidential information." 9 # |
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Personnel Related Data
.1 Personnel data

15.1692 PERSONNEL DATA.

Subd. 2. '

Except for employees described in sub-
division 6, the following personnel data on
current and former employees, volunteers and
independent contractors of a state agency,
statewide system or political subdivision and
members of advisory boards or commissions is
public: name; actual gross salary; salary
range; contract fees; actual gross pension;
the value and nature of employer paid fringe
benefits; the basis for and the amount of
any added remuneration, including expense
reimbursement, in addition to salary; job
title; job description; education and train-
ing background; previous work experience;
date of first and 1last employment; the status
of any complaints or charges against the
employee, whether or not the complaint or
charge resulted in a disciplinary action;
the final disposition of any disciplinary
action and supporting documentation; work
location; a work telephone number; badge
number; and, city and county of residence.

and

[* See section 4.5.2 (SECTION 3-101 (1)).

An exception where individually identifiable
records may be disclosed to the public is
the name, compensation, job title, business
address, business telephone number, job
description, education and training back-
ground, previous work experience or dates of
first and last employment of present or
former officers or employees of the agency.
This is much less comprehensive than the per-
sonal data which can be disclosed in the
Statutes. Notice the levels of detail for
the Code and the Statutes. ¥*]
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4.15.7.1 continued

15.1692 continued

Subd. 3. Public employment.

Except for applicants described in sub-
division 6, the following personnel data on
current and former applicants for employment
by a state agency, statewide system or poli-
tical subdivision is public: veteran status;
relevant test scores; rank on eligible list;
job history; education and training; and work
availability. Names of applicants shall be
private data except when certified as eligi-
ble for appointment to a vacancy or when
applicants are considered’ by the appointing
authority to be finalists for a position in
public employment. For purposes of this
subdivision, “finalist" means an individual
who is selected to be interviewed by the
appointing authority prior to selection.

Subd. 5.

All other personnel data is private data
on individuals, except pursuant to a valid
court order.

Subd. 6 .

All personnel data maintained by any
state agency, statewide system or political
subdivision relating to an individual employed
as or an applicant for employment as an
undercover law enforcement officer is
private data on individuals.

[ # See section 4.5.1--unwarr

of privacy.

# ]

anted invasion
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4.15.7.1 continued

15.1692 continued

Subd. 7. Access by labor organizations.

Personnel data may be disseminated to
labor organizations to the extent that
the responsible authority determines that
the dissemination is necessary to conduct
elections, notify employees of fair share
fee assessments, and implement the pro-
visions of chapter 179. Personnel data
shall be disseminated to labor organizations
and to the bureau of mediation services to
the extent the dissemination is ordered or
authorized by the director of the bureau
of mediation services. ‘
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4.15.7.2 Employee relations data

Section 34. EMPLOYEE RELATIONS DATA.

The following data collected, created
Oor maintained by the department of employee
relations are classified as nonpublic pur-
Suant to section 15.162, subdivision 5c:

(a) The commissioner's plan pre-
pared by the department, pursuant to section
3.855, which governs the compensation and
terms and conditions of employment for
employees not covered by collective bar-
gaining agreements until the plan is sub-
mitted to the legislative commission on
employee relations;

(b) Data pertaining to grievance or
interest arbitration that has not been
presented to the arbitrator or other party
during the arbitration process; and

(c) 'Notes and preliminary drafts
of reports prepared during personnel in-
vestigations and personnel management re-
views of state departments and agencies.
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4.15.7.3 Workers' compensation self-insurance data

Section 25 WORKERS' COMPENSATION

SELF-INSURANCE DATA.

Financial data relating to nonpublic
companies which are -submitted to the com-
missioner of insurance for the purpose of
obtaining approval to self-insure workers’
compensation liability as a group are
classified as nonpublic data, pursuant to
section 15.162, subdivision 5c.
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4.15.7.4 Salary benefit survey data

Section 19 SALARY BENEFIT SURVEY DATA.
Salary and personnel benefit survey
data purchased from consulting firms, nonprofit
corporations or associations or obtained from
employers with the written understanding
that the data shall not be made public which
is maintained by state agencies, political
subdivisions or statewide systems are classi-
fied as nonpublic pursuant to section 15.162,
subdivision 5c.
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4.,15.8 Welfare and Social Program Related Data
4.15.8.1 Welfare data

15.1691 WELFARE DATA.

Subd. 2. General.

Unless the data is summary data or a
statute specifically provides a different
classification, data on individuals collected,
maintained, used or disseminated by the wel-
fare system is private data on individuals,
and shall not be disclosed except:

(a) section 15.163;

a valid court order;

a statute specifically
the private data;

of the welfare system,
including appropriate law enforcement personnel,
who are acting in the investigation, prose-
cution, criminal or civil proceeding relating
to the administration of a program;

(e) To personnel of the welfare system
who require the data to determine eligibility,
amount of assistance, and the need to provide
services of additional programs to the
individual;

(f) To administer federal funds or
programs; or

(g) Between personnel of the welfare
system working in the same program.

Pursuant to
(b) Pursuant to
(¢) Pursuant to
authorizing access to
(d) To an agent

[ *

See section 4.5.3 for cases which are of
significant privacy interest to the indi-
vidual. #]

# See section 4.5.3 where information
relating to an individual's eligibility
for social services is an example of
information of significant privacy
interest to the individual. #*]
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4.15.8.1 continued

15.1691 continued.

Subd. 3. Investigative data.

Data on persons including data on vendors
of services, which is collected, maintained,
used or disseminated by the welfare system
in an investigation, authorigzed by statute
and relating to the enforcement of rules
or law, is confidential pursuant to section
15.162, subdivision 2a, and shall not be
disclosed except:

(a) Pursuant to section 15.163:

(b) Pursuant to statute or valid court
order;

(¢c) To a party named in a civil or crim-
inal proceeding, administrative or judicial,
for preparation of defense.

The data referred to in this subdivision
shall be classified as public data upon its
Submission to a hearing examiner or court
in an administrative or judicial proceeding.

Subd. 4. Licensing data.

All data pertaining to persons licensed
or registered under the authority of the
commissioner of public welfare, except for
peérsonal and personal financial data submitted
by applicants and licensees under the home
day care program and the family foster care
program, is public data. Personal and person-
al financial data on home day care program
and family foster care program applicants and
licensees is private data pursuant to section
15.162, subdivision 5a.

| # See section 4.5.3 for indivi
interest situations. #]

dual privacy

~192-



4.15.8.1 continued
15,1691 continued

% ]

Subd. 5. Medical data; contracts. [ # See section 4.5.3, which gives an
Data relating to the medical, psychiatric example of medical data of significant
or mental health of any person, including ' privacy interest to the individual.

diagnosis, progress charts, treatment received,
case histories, and opinions of health care
providers, which is collected, maintained,

used or disseminated by a private health

care provider under contract to any

agency of the welfare system is private data
on individuals, and is subject to the provisions
of sections 15.162 to 15.1671, and this
section, except that the provisions of

section 15.165, subdivision 3, shall not

apply. Access to medical data referred

to in this subdivision by the individual who
is the subject of the data is subject to the
provisions of section 144,335.

Subd. 6. Other data.

Data collected, used, maintained or dis-
seminated by the welfare system that is not
data on individuals is public pursuant to
sections 15.1621 and 15.17.
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4.15.8.2 Social recreational data

Section 21 SOCIAL RECREATIONAL DATA.

The following data collected and main-
tained by political subdivisions for the
purpose of enrolling individuals in recreation-
al and other social programs are classified
as private, pursuant to section 15.162,
subdivision 5a: data which describes the
health or medical cohdition of the indi-
vidual, family relationships and living
arrangements of an individual or which are
opinions as to the emotional makeup or
behavior of an individual.

[

l# See section 4.5.3.

It 1lists medical data

as being of significant privacy interest to

the individual.

# ]
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4.15.8.3 Employee assistance data

15.1699 EMPLOYEE ASSISTANCE DATA.

All data created, collected or main-
tained by any state agency or political
subdivision to administer employee assistance
programs similar to the one authorized by
section 16.02, subdivision 28, are classi-
fied as private, pursuant to section 15.162,
subdivision 5a.
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4.15.8.4 Foster care data

Section 28 FOSTER CARE DATA.

The following data collected, created
and maintained by a community action agency
in a study of the impact of foster care
policies on families are classified as con-
fidential data, pursuant to section 15.162,
subdivision 2a: names of persons inter-
viewed; foster care placement plans ob-
tained from other public and private agencies;
and all information gathered during inter-
views with study participants.
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4,15.8.5 Benefit.data

Section 29 BENEFIT DATA. [ # See section 4.5.3 which gives examples
Subd. 2. Public data. i of information of significant privacy

The names and addresses of applicants for % interest to the individual. =*
and recipients of benefits characterized as f

the urban homesteading, home ownership, and '
new housing programs operated by a housing
and redevelopment authority in a city of
the first class are classified as public
data on individuals.

Subd. 3. Private data.

Unless otherwise provided by law, all
other benefit data is private, data on indi-
viduals, except pursuant to a valid court
order.
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4.15.9 Medical and Health Related Data
4.15.9.1 Medical data

15.1698 MEDICAL DATA.

Subd. 3. Public hospitals; directory

information.

If a person is a patient in a hospital
operated by a state agency or political
subdivision pursuant to legal commitment,
directory information is public data. If a
person is a patient other than pursuant to a
commitment in a hospital controlled by a
state agency or political subdivision, direct-
ory information is public data unless the
patient requests otherwise, in which case it
is private data on individuals.

Directory information about an emergency
patient who is unable to communicate which is
public under this subdivision shall not be
released until a reasonable effort is made to
notify the next of kin. Although an individual
has requested that directory information be
private, the hospital may release directory
information to a law.enforcemenl agency
pursuant to a lawful investigation pertaining
to that individual.

[# See section #.5.4. Medical data,

with the exception of directory information,
holds a significant privacy interest to

the individual. # ] '




4.15.9.1 continued

15.1698 continued

Subd. 4. Classification of medical data.

Unless the data is summary data or a
statute specifically provides a different
classification, medical data are private but
are available only to the subject of the data
as provided in section 144.335, and shall not
be .disclosed to others except:

(a) Pursuant to section 15.163;
(b) Pursuant to a valid court order;

(¢) To administer federal funds or
programs ;

(d) To the surviving spouse or next of
kin of a deceased patient or client;

(e) To communicate a patient's or
client's condition to a family member or other
appropriate person in accordance with ac-
ceptable medical practice, unless the patient
or client directs otherwise; or

(f) As otherwise required by law.
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4.15.9.2 Health data

Section 31 HEALTH DATA. [ ¥ See section 4.5.3 Medical data is an
Subd. 1. Private data. eéxample given of a possible invasion of
The following data created, collected and an individual's personal privacy. # ]

maintained by the department of health,
political subdivisions, or statewide systems
are classified as private, pursuant to section
15.162, subdivision 5a: data on individual
patients pertaining to the investigation and
study of non-sexually transmitted diseases,
except that the data may be made public to
diminish a threat to the public health.

Subd. 2. Confidential data.

The following data created, collected and
maintained by a department of health operated
by the state or a political subdivision are
classified as confidential, pursuant to
section 15.162, subdivision 2a: investigative
files on individuals maintained by the
department in connection with the epidemiologic
investigation of sexually transmitted diseases,
provided that information may be released to
the individual's personal physician and to a
health officer, as defined in Minnesota
Statutes, Section 145.01, for the purposes of
treatment, continued medical evaluation
and control of the disease.
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%.15.9.3 Public safety data

Tection 18 PUBLIC SAFETY DATA.

The following data collected and main-
tained by the state department of public
safety are classified as private, pursuant to
section 15.162, subdivision 5a: medical data
on driving instructors, licensed drivers, and
applicants for parking certificates and special
license plates issued to physically handi-
capped persons. The following data collected
and maintained by the state department of
public safety are classified as confidential,
pursuant to section 15.162, subdivison 2a:
data concerning an individual's driving ability
when that data is received from a member of
the individual's family.
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4.15.10 FEducational Data

15.1693 EDUCATIONAL DATA.
Subd. 1.
As used in this sectlon:

. .Records of instructional personnel which
are in the sole possession of the maker thereof
and are not accessible or revealed to any
other individual except a substitute teacher,
and are destroyed at the end of the school

year, shall not be deemed to be government data.

Records of a law enforcement unit of a
public educational agency or institution which
are maintained apart from education data and
are maintained solely for law enforcement
purposes, and are not disclosed to indivi-
duals other than law enforcement officials of
the jurisdiction are confidential; provided,
that education records maintained by the
educational agency or institution are not
disclosed to the personnel of the law
enforcement unit.

Records relating to a student who is
employed by a public educational agency or
institution which are made and maintained
in the normal course of business, relate
exclusively to the individual in that indi-
vidual's capacity as an employee, and are not
available for use for any other purpose are
classified pursuant to section 15.1692,
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4.,15.10 continued

15.1693 continued

Subd. la. Student health data.

Health data concerning students, in-
cluding but not limited to, data concerning
immunizations, notations of special physical
or mental problems and records of school
nurses; and pupil census data, including but
not limited to, emergency information, family
information and data concerning parents
shall be considered educational data.

Access by parents to student health data
shall be Eursuant to section 15.162, sub-
division

Subd. 2.

Except as provided in subdivision 4,
educational data is private data on indi-
viduals and shall not be disclosed except
as follows:

(a) Pursuant to section 15.163;

(b) Pursuant to a valid court order;

(c) Pursuant to a statute specifi-
cally authorizing access to the private data;

(a) To/disclose information in health
and safety emergencies pursuant to the
provisions of 20 U.5.C., Section 1232g(b)(1)(I)
and 45 C.F.R., Section 99.36 which are in
effect on July 1, 1979; or :

(e) Pursuant to the provisions of 20
U.S.C., Sections 1232g(b)(I), (b)(4)(4a),
(b)(4)(B), (b)(1)(B), (b)(3) and 45 C.F.R.,
Sections 99.31,; 99.32, 99.33, 99.34 and
99.35 which are in effect on July 1, 1979; or

(f) To appropriate health authorities
but only to the extent necessary to administer
immunization programs.

[# See section 4.5.3, which lists medical
data as being of significant

terest to the individual.

3*

rivacy in-
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4.15.10 continued

15.1693 continued

Subd. 3. . [ ¥ See.section 4.5.3 where information
A student shall not have the right of describing an individual's finances is
access to private data provided in section of significant privacy interest. # |

15.165, subdivision 3, as to financial
records and statements of his parents or any
inf'ormation contained therein.

Subd. 4. Information designated as

public.

Information designated as directory
information pursuant to the provisions of
20 U.5.C., Section 1232g and regulations
adopted pursuant thereto which are in effect
on July 1, 1979 is public data on individuals.
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4.15.11 Housing Agency Data

Section 32 HOUSING AGENCY DATA.

Subd. 2. Confidential data.

The following data on individuals main-
tained by the housing agency are classified
as confidential data, pursuant to section
15.162, subdivision 2a: correspondence be-
tween the agency and the agency's attorney
containing data collected as part of an active
investigation undertaken for the purpose of
the commencement or defense of potential or
‘actual litigation, including but not limited
to: referrals to the office of the inspector
general or other prosecuting agencies for
possible prosecution for fraud; initiation of
lease terminations and unlawful detainer
actions; admission denial hearings concerning
prospective tenants; commencement of actions
against independent contractors of the agency;
and tenant grievance hearings.

Subd. 3. Protected nonpublic data.

The following data not on individuals
maintained by the housing agency are classi-
fied as protec'ted nonpublic data, pursuant to

section 15.162, subdivision 5d: correspondence

between the agency and the agency's attorney
containing data collected as part of an active
investigation undertaken for the purpose of
the commencement or defense of potential or
actual litigation, including but not limited

[ # See section 4.5.1. An exception to

disclosure of information is that material

prepared in anticipation of litigation.

# ]




4.15.11 continued

Section 32 (3) continued

to, referrals to the office of the inspector
general or other prosecuting bodies or agen-
cies for possible prosecution for fraud and

commencement of actions against independent

contractors of the agency.

Subd. 4. Nonpublic data. [ # See section 4.5.1. Exceptions to
The following data not on individuals disclosure of property information are
maintained by the. housing agency are clas- discussed. * | . :

sified as nonpublic data, pursuant to section
15,162, subdivision 5c: all data pertaining
to negotiations with property owners. regard-
ing the purchase of property. With the
exception of the housing agency's evaluation
of properties not purchased, all other
negotiation data shall be public at the time
of the closing of the property sale.
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4.15.12 Licensing Data

Section 27 LICENSING DATA.
Subd. 2. Private data.
The following data collected, created
or maintained by any licensing agency are
classified as private, pursuant to section
15.162, subdivision 5a: data, other than
their names and addresses, submitted by
licensees and applicants for licenses; the
identity of complainants who have
made reports concerning licensees or appli-
cants which appear in inactive complaint data
unless the complainant consents to having his.
or her name disclosed; the naturt or content
of unsubstantiated complalnts when the in-
formation is not maintained in antlclpatlon of
legal action; the identity of patients whose
medical records are received by any health
licensing agency for purposes of review or
in anticipation of contested matter; inactive
investigative data relating to violations
of statutes or rules; and the record of any
disciplinary proceeding except as limited by
subdivision

_Subd. 3. Confidential data.

The following data collected, created or
maintained by any licensing agency are clas-
sified as confidential, pursuant to section
15.162, subdivision 2a: active investigative

[* See section 4.5.3 for examples of information
that is of significant privacy interest to
the individual. # |
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4.15.12 continued

Section 27 (3) continued

data relating to the investigation of
complaints against any licensee.

Subd. 4. Public data.

Licensing agency minutes, orders for
hearing, finding of fact, conclusions of law
and specification of the final disciplinary
action contained in the record Jf the dis-
ciplinary action are classified as public,
pursuant to section 15.162, subdivision 5b.
The entire record concerning the disciplinary
proceeding is public data pursuant to section
15.162, subdivision 5b, in those instances
where there is a public hearing concerning the
disciplinary action.
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4.15.13 Examination Data

15.1672 EXAMINATION DATA.

Data consisting solely of testing or
examination materials, or scoring keys used
solely to determine individual qualifications
for appointment or promotion in public service,
or used 'to administer a licensing examination,
Or academic examination, the disclosure of
which would compromise the objectivity or
fairness of the testing or examination pro-
cess are classified as nonpublic, except
pursuant to court order. Completed versions
of personnel, licensing, or academic exam-
inations shall be accessible to the individual
who completed the examination, unless the respon-
sible authority determines that access would
compromise the objectivity, fairness, or
integrity of the examination process. Not-
withstanding section 15.165, the responsible
authority shall not be required to provide
copies of completed examinations or answer
keys to any individual who has completed an
examination.

[ ¥ See section 4.5.1. An exception to
information disclosed is materials used to
administer examinations if disclosure
would compromise the fairness or objectivity
of the examination process. #* ]

[ ¥ See section 4.4.4. Under certain
conditions, an individual may examine, but
not copy, his own test taken. # ]

[ # The above 2 examples are a good illustration
of the delicate balance the agency must
reach in deciding whether to disclose
information or not. #* ]

[ # The Statutes provide for similar dis-
cretion to be taken. #*]
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4.15.,14 Library Data

15.1679 LIBRARY DATA.

Subd. 1.

All records collected, maintained, used
or disseminated by a public library shall be
administered in accordance with the provisions
of sections 15.1611 to 15.17.

Subd. 2. |

That portion of records maintained by a
public library which links a library patron's
name with materials requested or borrowed
by the patron or which links a patron's name
with a specific subject about which the
patron has requested information or materials
is classified as private, pursuant to section
15.162, subdivision 5a, and shall not be
disclosed except pursuant to a valid court
order.

[ # See section 4.5.1, which discusses ex-

ceptions to disclosure of information re-
lating to library, archival or museum
material. * ]
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4,15.15 Revenue Department Related Data
4.15.15.1 Revenue data

15.1675 REVENUE DATA.

The following data created, collected
and maintained by the state department of
revenye are classified as protected non-
public pursuant to section 15.162, subdivi-
sion 5d: criteria used in the computer
processing of income tax returns to deter-
mine which returns are selected for audit;
department criteria used to determine which
income tax returns are selected for an in-
depth audit; and department criteria and
procedures for determining which accounts
receivable balances below a specified
amount are cancelled or written-off.

[# See section 4.5.3 (6) for information
" posing a significant privacy interest to
the individual. ¥ |
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4.15.15.2 Revenue department 'informant data

Section 26 REVENUE DEPARTMENT INFORMANT

DATA.

Names of informers, informer letters
and other unsolicited data, in whatever form,
furnished to the state department of
revenue by a person, other than the data
subject or revenue department employee,
which inform that a specific taxpayer is
not or may not be in compliance with the
tax laws of this state are classified as
confidential data pursuant to section
15.162, subdivision 2a.




4.15.16 Surplus Line Insurance Data

15.1676 SURPLUS LINE INSURANCE DATA.

All data appearing on copies of surplus
line insurance policies collected by the
insurance division of the department of
commerce pursuant to section 60A.20 are
classified as private, pursuant to section
15.162, subdivision 5a.
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4.15.;2 Assessor's Data

Section 30 ASSESSOR'S DATA.

Subd. 1. Generally.

The following data collected, created
and maintained by political subdivisions are
classified as private, pursuant to section
15.162, subdivision 5a, or nonpublic depend-
ing on the content of the specific data:

Data contained on sales sheets received
from private multiple listing service or-
ganlzations where the contract with the
organizations requires the political subdi-
vision to refrain from making the data available
to the public.

Subd. 2. 1Income property assessment data.

The following data collected by political
subdivisions from business entities concerning
income properties are classified as nonpublic
data pursuant to section 15.162, subdivision

5¢c:

(a) Detailed income and expense figures
for the current year plus the previous three
years;

(b) Average vacancy factors for the
previous three years;

‘ (c) Verified net rentable areas or net
usable areas, whichever is appropriate;
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4.15.17 continued

Section 30 (2) continued

(d) . Anticipated income and expenses for

|
the current year; and

(e) Projected vacancy factor for the
current year.
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4.15.18 Deferred Assessment Data

15.1674 DEFERRED ASSESSMENT DATA. [ # See section 4.5.3 where information
Any data, collected by political sub- § describing an individual's finances is
divisions pursuant to section 435.193, which : of significant privacy to the individual. # |

indicate the amount or location of cash or
other valuables kept in the homes of ap-
plicants for deferred assessment, are private
data pursuant to section 15.162, subdivision

5a.




1
4.15.19 Photographic Negatives'

)
[

Section 3 PHOTOGRAPHIC NEGATIVES.

Photographic negatives obtained by the
department of public safety in the process of
issuing drivers licenses or Minnesota identi-
fication cards shall be private data on
individuals pursuant to section 15.162, sub-
division 5a.

217~




4.15.20 Elected Officials Correspondence Data

15.1697 ELECTED OFFICIALS; CORRESPON-

DENCE; PRIVATE DATA. .

Correspondence between individuals and
elected officials is private data on indivi-
duals, but may be made public by either the
sender or the recipient.
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CHAPTER 5

AN OVERVIEW OF THE PROVISIONS COVERED

IN THE CHAPTER 4 COMPARISON

Before discussing the strengths and weakness of the Minnesota Act and
the Uniform Code, a quick general overview of the material covered will enable one to
grasp the major provisions of each act. As.one can see from Table 2, there are some
gaps ip both of the acts with regard to the manner in which the text was organized.
For example, the Statutes contain no sections comparable to: the purposes of the
Code; instances where the responsible authority does not have to disclose information
to the public; examples of clearly unwarranfed invasions of personal privacy; audit
trail provisions; the establishment of the Office of Information Practices; or grants
of exemption.

On the other hand, the Code contains no sections comparable to the Statutes'
tempérary classification method; duties of the commissioner; definitions pertaining
to specific categories of 'information; or a list of the categories of information.
Just because the Code or the Act does nof contain comparable sections does not mean

| | |
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TABLE 1: A COMPARISON OF THE PROVISTONS EXISTING IN BOTH ACTS
ORDERED BY CHAPTER 4 INDEX

MINNESOTA UNIFORM
DOES THE ACT/CODE PROVIDE FOR: STATUTES CODE
PURPOSE, SCOPE .
1. Purposes; Rules of Construction? : No Yes (SECTION 1-102,
: 1-103
. 1-104)
B DEFINITIONS :
2. Up Front Definitions? Yes (SECTION Yes (1-105
. 15.162)
PUBLIC AND INDIVIDUAL ACCESS TO INFORMATION
3. Public Access to Records? ' Yes (15.1621, Yes (2-101,
15.163) 2-102)
L, Individual Access to Own Data? ' Yes (15.165) Yes (3-105)
5. Limitations on Individual Access to Own Yes (15.165) Yes (3-106)
Data?
DISCLOSURE AND PURPOSE
6. Cases Where Information is Not Subject to No Yes (2-103)
the Duty of Disclosure?
7. Cases Where Personal Records May be Dis- Yes (15.163) Yes (3-101)
closed to the Public?
8 Cases Where the Individual Has a Significant No Yes (3-102)
Privacy Interest?
9 Interstate, Inter-Agency, Foreign Dis- Yes (15.163) Yes (3-103)
closures?
10 +Overriding Prohibition on Disclosure? No Yes (3-104)
DUTIES OF THE HOLDERS OF INFORMATION - L
11. Collection and Maintenance of Information? Yes (15.163, Yes (3-108,
: 15,165, 2-102)
15.1621)
12, Audit Trail? No Yes (3-108,
3-105)
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Table 1 - continued

Information Practices?

. MINNESOTA UNIFORM
DOES THE ACTZCODE PROVIDE FOR: STATUTES CODE
_ DUTIES OF THE HOLDERS OF INFORMATION .
13. Correctjon and Amendment of Records? Yes (15.165) Yes (3-107)
14. Annual Report of Records? Yes (15.163) Yes (3-116)
15. Agency . Implementation? No . Yes (3-115)
ENFORCEMENT, REMEDIES, PENALTIES
16. Civil Remedies®? Yes (15.166) Yes (3-112)
17. Judicial Enforcement? Yes (15.166) Yes (2-104)
18. Penalties? Yes (15.167) Yes (2-105,
Y
3-113,
3-114)
. CHANGE OF STATUS--TEMPORARY CLASSIFICATION
19. Temporary Classification? Yes (15.1642) No
GOVERNMENT CONTRACTORS -
20. Government Contractors? Yes (15.163) Yes (3-111)
_ RESEARCH RECORDS
21. Procedures, Limitations? Yes (15.163) Yes (3-109)
22. Amenability of Research Records to No Yes (3-110)
Compulsory Process; Researcher Priviledge?
BODY TO OVERSEE THE CARRYING OUT OF THE STATUTES
23. Duties of the Commissioner? Yes (15.1671) No
2L, “Appointment of Director of Office of No Yes (4-101)
Information Practices?
25. Powers and Duties of the Office of No Yes (4-102)
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Table 1 - continued

MINNESOTA UNIFORM
DOES THE ACT/CODE PROVIDE FOR: STATUTES CODE
EXEMPTIONS
26. Grant of Exemption? ’ No : Yes (5-101)
DEFINITIONS PERTAINING TO SPECIFIC CATEGORIES OF DATA
27 . Definitions (Other)? Yes (Throughout No
‘ Amendments)
CATEGORIES OF INFORMATION
28. Categories of Information? Yes (15.1672 No
' through ‘

Section 37)




that they are deficient in those areas. Rather, although certain underlying princi-
ples might be similar, the framework for each act has been constructed quite dif-

ferently.



CHAPTER 6

ANALYSIS OF THE MINNESOTA ACT

Four major strengths of the Minnesota Govermment Data Practices Act become
quite apparent after the comparison with the Uniform Information Practices Code in
Chapter 4. They are as follows:

1. Exclusion of No State Agency, Political Subdivision, Statewide System, Branch of
Government

The scobe of the state agencies, political subdivisions, and statewide systems
regulated by the Minnesota Act is specific and comprehensive. No branches of govern-
ment are exempted from the provisions of the Act.

Some of the lengthiest definitions in sections 4.2.3 (SCOPe)-Or 4.3.1
(Definitions--Up Front) are those defining state agencies, political subdivisions and
statewide systems. These definitions are comprehensive to the point of being too

détailed. Nonetheless, the intent is truly apparent. That is, all agencies of the
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state must comply with the provisions of the Minnesota Act; and the terms, state
"agency, statewlde system, and political subdivision are always stated together in
each provision of the text where they apply.

Throughout the years, these definitions haye been amended to be more compre-
hensive. 1In particuldr, the definition of political subdivision has become more ex-

plicit with regard to nonprofit agencies.

2. No Exemptions Granted

There aré no provisions in the Minnesota Act from which any state agency, poli-
tical subdivision or statewide system is exempted. Ail are subject to and held '
liable for all of the provisions of the Act. This is in line with point 1 above,
which exempts no'agency from the provisions of the Minnesota Act.

The only duty the responsible authority of an agency might not have to fulfill
is that of submitting an annual report to the commissioner (see section 4.6.4). The
Minnesota Statutes state that the commissioner may require responsible authorities to
submit the annual report or additional information relevant to data collection practices

and procedures. This is the only example of implied exemptions. Otherwise, all

agencies are equally'subject to all provisions of the Minnesota Act.
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3. Commissioner, Responsible Authority, Designee Positions

The three positions of commissioner, responsible authority, and designee are
created in the.Minnesota Act. That is why, when reading section 4.3.1.6 (Minnesota
Statutes: Commissioner, responsible authority, designee), one becomes aware of three h
definitions which do not exist in the Uniform Code--commissioner, responsible authority,
énd designee. Specific duties are assigned to them. Those persons filling the posi-
tions interface with each other and with individuals outside of the agency.

- Although it is the agencies that are being regulated by the Minnesota Act, it
is the people in specific positions who perform the necessary duties of each entity.
It is much easier to understand the provisions of the Act when one can mentally picture
certain persons carrying out assigned tasks.

Moreover, ihdividuals who access the data are defined in the general definitions
section (section 4.3.1.5). Individuals inferface with the designees or responsible
authority of an agency. The responsible authority interfaces with the commissioner
in a designated, hierarchical chain Qf command. These personss also serve as key
focal points to whom other individuals may go to for assistance or complaints. It is
comendable that only one person is assigned to each of the positions of commissioner
and responsible authority. Two or more persons in these decision-making positions may

, .
tend to confuse matters dr produce non-uniform policies with regard to specific issues.

3
'
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Although the responsible authority position was defined in the 1974 Minnesota Act,
most duties to be performed were stated primarily in terms of the commissioner. For
example, the 1974 Act did not specify tﬁat the responsible authorities were to pre-
pare a report of an annual inventory of records. Instead, the commissioner was to
prepare a report to the legislature containing a comprehensive listing of information
about the state recordkeeping systems. In 1975, section 15.1641, Duties of responsible '
authority, was added to the Act, which delegated specific duties to the responsible

—authority. Thus, one can see that the duties of each position have been defined and

refined via amendments to the' Minnesota Act.

L. Comprehensive Work of Legislation

Compared with the Uniform Code, the Minnesota Act is short and not nearly as
comprehensive. Nevertheless, it contains provisions for hany different facets of data
privacy legislation. It is also quite comprehensive when compared with other states:
data privacy bills. Although each provision is not as detailed as the Uniform Code,
the scope of the proviqions covered is impressive. As mentioned in Chapter 3, the
drafters of the Uniform Code had the advantage of being able to utilize the Minnesota
Act.

The provisions that are more comprehensive than the Uniform Code are, for

example, the definitions of statewide system, state agency, and political subdivision.
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This was discussed in the first point of this chapter. The provision for obtaining
written consent from the subject of a personal record before a disclosure is made
(section 4.5.2) is noteworthy. Whereas the Uniform Code states that an agency may
disclose an individually ideétifiable record pursuant to the prior written consent of

the individual, the Minpesota Act contains seven specific conditions for written

informed consent to be valid.
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6.1 WEAKNESSES OF THE MINNESOTA ACT

Ma jor weaknesses of the Minnesota Act are as follows:

1. Absence of Purpose

Noteably missing in the comparison is the fact that a purpose(s) for the legis-
latioﬁ is nonexistent in the Minnesota Act. A purpose is essential in data privacy
legislation because there is still much confusion as to what data privacy is, what
entities it is supposed to protect, and what facets are the most crucial in data privacy
legislation. Is the purpose of the Statutes to regulate the data handling practices
of agencies of the state of Minnesota? Or is the purpose to state the rights of the
public and individuals? uCurrently, there is a lack of purpose in the Minnesota Act.

Drafts of the 1974 Minnesota Act did include a provision stating three purposes
of the Act: "(1) +to éncourage more secure systems of records on individuals;

(2) to establish more effective structures and procedures for the protection of
individual privacy; and (3) to assure periodic reporting to the legislature and the
general public concerning record—keebing." 1 However, these provisions were dropped
in the 1974 enactment.

Clearly, a purpose(s) would establish a firm foundation upon which the various

provisions could be formulated and evaluated. It would provide a cohesiveness

¢
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to the Minnesota Act, remove unnecessary provisions, and provide legislators with

guidelines for evaluating this Minnesota Act, as well as other data privacy acts.

2. Extensive Classification System

An extensive classification system exists which is based upon the eight defi-
nitions of data. This classification system results in:
the inability to disclose or not disclose information using discretionary
judgment on a case-by-case basis;

redundancy of the information contained in the categories of information,
the number of agencies which must file temporary classification applications;

statutes which describe all the data classifications (including public data)
for all of the information related to a specific agency;

a time consuming temporary classification process;

the omnibus portion of the Minnesota Act becoming overwhelmed by the
statutes related to specific categories of information.

§
The definition of data on individuals and data not on individuals is currently

crippling the Minnesota Act. For instance, the 1981 amendments introduced 20 new
categories of information to the Statutes. These‘amendments are the by-products of
the classification system, which classifies all government data. into one of six
categories. All data that is not public must be placed in one of the remaining four
classifications of data, and these exceptions must be approved via the temporary
classification procedure.
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There are several unfortunate results with this method. First, classifying all
records of a certain category of information into a specific classification of data
inhibits the disclosure of information on a case-by-case basis. This is unfair to the
public and to the individual, for access to the data is based only upon the classifi-
cation within which it falls. The cases bordering on disclosure or nondisclosure
cannot be deliberated upon individually because the rules for access have already been
established.

Secondly, the cost of this specificity in classifying all datiis redundancy.
Each agency must apply for a change of status for the particular categories of infor-
mation that are maintained by the agency. A great -deal of overlap was discovered
when matching certain situations with the situations listed in the Uniform Code. An
eéxample of this would be investigative data prepared in anticipation of a litigation.
This situation can be found in attorﬁey general data, law enforcement related data,
housing agency data, and welfare data. However, four different amendments have been
promulgated to cover this situation for each of these agencies. The result is
redundancy and inefficiehcy.

Moreover, legislators, the commissioner, and responsible authorities could spend
- their time and efforts in a more effective manner if they did not have to constantly

be burdened by the applications for temporary classification. Legislators must
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approve each new category of information in order for it to become an amendment to
the Minnesota Act. The commissioner must spend time reviewing these similar types
of information. Therefore, legislators would be well-advised to move_the redundant
categories of information into the omnibus.portion of the Minnesota Act.

When grouping all of the data according to which Classification it belongs to,
it was found that an abundance of public data was also described. The reason for this
is thaf the scope of the exceptional categories of information must be described in-
depth. At the same time, it becomes convenient and necessary to define what data
shall be public in order to better understand what data is not public. This results

in excessive verbiage.

3. Definitions of Private and Confidential Data on Individuals

Two serious loopholes exist in the definitions of private data on individuals
and confidéntialrdéta on individuals. Although private data on indiﬁidﬁals cah be}
accessed by the individual to whom the data pertains, it does not explicitly state
what other persons or individuals can access the data. This means that others may
also be able to access the data without the individual's knowledge of who else is
accessing the data.

Confidential data on individuals aiso prohibits disclosure to the individual

data subject; but at the same time, the definition leaves room for disclosures to be
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made to others. It does not state to whom else the data is accessible, but it does
not expressly prohibit disclosures to others. Also, with the absence of any audit

trail provisions, many abuses to an individual's personal privacy may occur without
the data subject knowing to whom the data was disclosed. Therefore, these two defi-

nitions must be revised.

L, 'Unnecessary Definitions--Nonpublic Data and Protected Nonpublic Data

By déefinition, both nonpublic data and protected nonpublic data are data not
on individua}s. This means that a data subject cannot be identified. However, the
definitions of nonpublic and protected noApublic data contain access Provisions for
the data subject, if one should exist. Tﬂis does not make sense, fér if a data subject,
could be identified, it would not be data not on individuals. It would be data on
individuals.

There is no need to further classify data not on individuals because data |,
privacy issues are not relevant when data not on individuals is disclosed to others.
Abuses to an individual's privacy occur when data on individuals is disclosed to |
unauthorized persons for unauthorized purposes. Eliminating the nonpublic and protected
nonpublic classifications would reduce the amount of time spent by legislators in

approving or rejecting categories of information falling under either of these two

classifications.
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5. Summary Data Not Linked With Purpose

Summary data derived from private or confidential data on individuals is
classified gs public. Althpugh summary d@ta by definition does not identify the
individuals, the personal records can be Lsed for purposes that were.not stated to the
individual at the time that the data was collected.

Personal records can, by permission of the‘responsible authority, be disclosed
to researchers and even non-researchers because the definition of summary data is
not linked with research purpose. This is a dangerous situation--especially whenwthe
controls over the persons using the personal fecords are inadequate. For example, in
order to protect the individuals who are the subjects of the personal records, the

requester should be required to destroy the records after usage because'they can

intentionally or unintentionally be disclosed to others.

6. Lack of a Mechanism to Ensure Agency Compliance

The commissioner is delegated very little authority to compel agency compliance.
The notion of having a commissioner to oversee the carrying out of the provisions of
the Minnesota Act is good. However, a mechanism does not exist which will ensure that
agencies carry through with the provisions of the Minnesota Act. The commissioner |

and the Data Privacy Division of the Department of Administration wouid be the ideal

{
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candidates to monitor agency compliance, assiét agencies and private citizens, recom-
mend disciplinary actions for officers of an agency, or bring a court action against
an agency. |

Although an aggrieved individual may bring an action to court to make an agency
comply with the provisions of‘the Minnesota Act, the Act does not state how compliancé
will be carried out. Therefore, the commissioner should be assigned statutory powers
to carry out the provisions. Otherwise, the Act would be ineffective if not enforced
properly.

t

7. Lack of Audit Trail Provisions

As discussed in seéction 4.6.2, the lack of an audit trail means that the indi-
vidual will have no knowledge of the disclosures made by the agency to other indi-
viduals, agencies, persons, states or foreign governments. <Chances for abuses to
personal privacy occurringAcan greatly increase. Currently the Minnésota Act only
provides for the responsible authority informing the individual whether he is a sub-
ject of stored data at the agency; the classification; content and meaning of the data.
If the personal record has been disclosed to unauthorized persons or individuals, the
individual has no means of knowing this, and therefore cannot seek legal remedies

against the agency.
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CHAPTER 7
ANALYSIS OF THE UNIFORM CODE

Before making a hasty judgment with regard to either the Minnesota Act or the
Uniform Code, it is .also necessary to examlne the strengths and weaknesses of the

Code. The strengths of the Uniform Code are that:

1. <Case-By-Case Decisions; the Importance of Purpose in Disclosure

The agency is given the freedom to examine disclosures of information to indi-
viduals, other agencies, other states on a case-by-case basis. This results in a
higher degree of fairness to all parties soncerned because it attempts to balance the
public interest in Qisclosure versus the individual's right to privacy.

Perhaps the primary strength of the Uniform Code is the fact that the notion of
purpose is adequately dealt with in regard to the uses and abuses of data. Because
the data is not classified, the responsible authority has the freedom to disclose or
not to disclose information. His decision is based upon the purpose that the data
will be used for in a given situation. If purpose is ignored in data privacy legis-

lation, all of the cases in which an individual's personal privacy may be invaded
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cannot really be given adequate protection.

Thus, the Uniform Code approaches this delicate situation by only providing a
list of guidelines for clearly unwarranted invasions of privacy, or information which
may or may not be disclosed. These are only roughh guidelines; because the agency
head must pass his own judgement upon the circumstances surrounding his decisiqn to
disclose or not disclose information.

This policy should lessen abuses to an individual's personal privacy because
each case is dealt with separately. 1In the Minnesota Act, all records pertaining to
a specific situation are granted special access privileges, so special consideration
is not given to exceptional situations. Fprthermore, as stated in section 6.1, the
Minnesota Act is not clear as to which othgr individuals or persons can access
private or confidential data on individualé, or what criteria are used in deciding
who else can access the data.

Although the decision to disclose is initially the agency head's decision, the
scope of disclosure will eventually be determined by the courts as court actions
occur and are rgviewed de novo on a case—bj~case basis. This is preferred over the

Minnesota Act, where the intended purpose of use is not given adequate consideration.
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2. bxplicit Procedures With Which the Agency Must Comply

The provisions relating to the duties of the agency have been thought out
quite carefully because the procedures for the agency are very well-defined. For
example, specific time limits are stated in the Code within which the agency must
make available or respond to a request tO?aCCBSS the data. The Minnesota Act is
not as specific, and there is much 1eeway9iﬂ interpreting the obligations of the
agency, as well as the individual.

At the same time, the Uniform Code, while stating a policy of liberal access to
information, balénces the interests of both the "agency and the requester with regard
to making the records available to the pubiic. Although public access to agency
information is desifable, the agency's ability to retrieve and make the records
available must also be considered. Both sides are dealt with fairly in the Uniform
Code.

For instance, the agency is not required to create new records for the requester.
It should only make existing records available to the requester. Another example of
fair dealings with both the agency and thé requester is the determination of th%
allocation of costs when making available records for public inspection. The
agency absorbs the costbof retrieving the records, but the requester must pay for the

costs of copying the records.
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3. Well-Defined Purpose

The purposes of the Uniform Code stated in section 4.2.2.1 clearly serve to
show what principles were essential in drdafting this privacy legislation. A dis-
cussion of the importance of stated purposes in data privacy legislation can be

found in Chapter 6.0.

4. Statutory Powers of the Office of Information Practices

The major difference between the Office of Information -Practices and the
commissioner's Data Privacy Division is that it has the authority, for exémple, to
reoommehd disciplinary actibns to an agency's officers, to assist agencies in comply-
ing with the Uniform Code's provisions, or to criminally prosecute the officers of

an agency. The comm1331oner lacks these powers; and hence, this mechanism to ensure

that the Statutes are complled with by the agencies, is quite ineffective (see Chapter 6).

3
1

5. Research Records Are Associated With Purpose
Research records are associated with purpose, and comprehensive safeguards are
established to protect the subject of the research, as well as the researcher.

(This is covered in section 4.10.)
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7.1 WEAKNESSES OF THE UNIFORM CODE

The weaknesses of the Uniform Code are as follows:

1. Exclusion of Two Branches of Government From All Provisions of the Uniform Code

! Although the definition of agency is meant to be compreheﬁsive, it only relates
to agencies of the state of the executive branch of government. Both the legislative
and jﬁdicial branches of, government are excluded.

ﬁxempting all ag%noiesﬂof the legislative and judicial branches from the pro-
visioné of the Uniform Code produces a double standard. ' That is, some agencies handling
personal records are forced to comply with the provisions of the Code, while others
are not. The potential abuses of the use of personal records may occur in any agency
that handles personal records. The public right to access information is with regard
to any branch of the govermment. Thus, there is no reason why these two main branches
should be exempted from the Uniform Code's provisions, for they must also be accountable
for their handling of personal records too.

Although it is stated in the Uniform Code that a potential separation of powers
issue would comelabout as the result of including the legislative and judicial branches
of government, this argument is not the major issue. The predominant issue is one of
accountability, so if the judicial branch wants to contest the matter in court, that
is fine. Before enacting the Uniform Code, though, all branches of government should

be included.
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2. EBxemptions Granted to Agencies

Exemptions from certain provisions of the Uniform Code may be granted to desig-
nated agencies if the benefit derived to the agency from being exempt outweighs the
public interest for disclosure. Already tWo branches of government have been exempted
from all of the provisions of the Uniform Code.

If granted an exemption, an agency would not have to: (1) assure reasonable
access facilities for duplicating records; (2) observe formalities when denying a
request for access; (3) undertake measures to comply with the provisions of the
Uniform Code; or (4) comply with the reporting requirements. However, it is not
that difficult to comply with these provisions.

If exemptions were given, the most valid exemption is that of waiving the re-
pofting.requirements. Particularly because the reporting requirements of the Uniform
Code are quite comprehensive, the amount of paperwork generated, and the confusion of
agencies resulting from having to prepare such reports might be overwhelming. Most
states have a tremendous number of databanks.

It has been mentioned that the Minnesota Act contained thorough reporting
requirements in the 1974 Act. However, these requirements have been reduced sub-
stantially due to the problems just mentiongd above. The reporting requirement is
a valid exemption, then. Otherwise, the amount of information required in the reports

might have to be reduced.
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J. Position Similar to the Responsible Authority in the Minnesota Act Noﬁ Defined

Only the director of the Office of Information Practices is a Pogition that has
been created and assigned specific responsibilities in the Uniform Code. A posi-
tion within the agency is not'defined which would serve as a central authority for
the agency with regard to carrying out the provisions of the Uniform Code.

Although reference is made to a head of the agency , this reference is, in
fact, anclear. In section 4.5 (SECTIONS 2-102(f), 2-103(d), and (e)), a "head" of
the agency is recognized. In section 4.6.4 (SECTION 3-116(2)), an "authority"
under which the records are maintained is used. 1In the same section, the term,

"officer," is used. Are they the same person? A specific position must be defined

to interface with individuals and the director of the Office of Information Practices.
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7.2 ANALYSIS OF THE CHARGES MADE AGAINST THE UNIFORM CODE

It is much easier to point out difficulties with the Minnesota Act because it
has been enacted and in operation in the state of Minnesota for 7 years. The Act
today is much different from its‘l974 version because many amendments have been made
to it over time. Because the Uniform Code has not been enacted in any state thus far,
one can only speculate as to what it would be like in actual operation. In Chapter 3,
it was mentioned that the' major criticisms of the Uniform Code are that it allows
the agency too much discretionary power, and that léw enforcement uses are giveh too

favorable treatment, These two criticisms will be discussed in this section.

1. Too Much Discretionary Power Given to a Government Agency

It is true that the agency head in the Uniform Code is delegated mﬁch more
responsibility and discretionary judgment that thé responsible authority in the
Minnesota Act. However, this power is not absolute. The Uniform Code was designed
to 1imit this power by placing the burden of proof upon the agency head. Perhaps the
underlying question would be whether the judicial enforcement and civil remedies
offered an individual are adequate enough to offset the poweﬂ of the agency head.

' The checks against the agency head are adequate. For example, the judicial
enforcement section df the Uniform Code (section 4.7.2) is immediately after the list
of information that the agency is not required to disclose to the public (section 4.5.1),
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The Minnesota Act does not state thét it will hear the case de ngg,ibut the Uniform
Code does.

Additionally, time limits for the agency's complying with an individual's request
have been explicitly stated in the Uhiform Code. One of the major strengths of the
Code (see Chapter 7) is the extent to which definite procedures  have beep mapped out

~—~to which the agency must adhere. The purpose of these definite rules is to make it
clear to the agency that court action can be taken against an agency if it should
not stringently adhere to the stated procedures. For instance, definite time limits.
with which an agency must comply are not stated in the Minnesota Act for public access
to information. They are, however, stated in the Uniform Code; and a requester may
furthermore bring an action against an agency if the agency f@ils to meet the stated
time limits.

For civil remedies. the burden of proof is still upon the agency to establish
the non-disclosability of an accessible record, with the exception of agency indem-
nification from anpemployee who has willfully disclosed an individually identifiable
record to a third party. Although the agency has the power to disclose or not dis-
close personal records, the ultimate determination as to what can and cannot be
disclosed is left to the courts to decide. Thus, the agency does not really have un-

limited power, which is contrary to one of the major criticisms of this Code.
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Furthermore, the O0ffice of Information Practices is delegated the authority to
conduct inquiries into an agency's recordkeeping practices, examine an agency's
records, recommend disciplinary action to be taken, and so forth. This is one pore

check against the discretionary powers of an agency.

2. Too Favorable Treatment is Accorded Law Enforcement Uses of Data

This charge arises because reference is made to law enforcement uses of data in
sections 4.5.1, 4.5.3, and 4.5.4. The guidelines offer protection from disclosure
if disclosure would impair an ongoing investigation, identify a confidential informant,
reveal investigative techniques, or endanger an individual's 1life. Also exempted are
inter-agency éq intra-agency deliberative material that is communicated for decision-
making or that would impair the decision—méking processes of the agency. Section
4.5.3 1lists information that is compiled and identifiable as part of an investigatioh
into a possible violation of criminal law as an example of a situation where the
individual has a significant privacy interest. Section 4.5.4 prohibits inter-
agency disclosures of individually identifiable records unless it is for the purpose
- of a civil or criminal investigation or to disclose identifying particulars of an
individual. (These are two exceptions given for law enforcement purposes.) Thus,
fhe concern that the Uniform Code is lax with regard to law enforcement uses is a

valid one.
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The Uniform Code states its position as follows:

"...it is difficult to state with precision how much confidentiality is crucial to
effective law enforcement and agency decisionmaking. The exemptions, therefore, must

be read against the background of case law developed at the federal and state level.
Agency attempts to abuse these exemptions should be amenable to judicial control.

It should not be forgotten, however, that numerous other mechanisms exist to insure

the accountability of public officials in law enforcement activity and general decision-
making: criminal sanctions, civil sanctions, exclusionary rules, judicial review of
agency action, legislative oversight and ultimately the electoral process. Sub-
sections (a)(1l) and (a)(2) supplement the established structure of checks and

balances; they do not supplant it." 11

It 1s difficult to say how much confidentiality is necessary for law enforcement
purposes, but a comparison with the Minnesota Act is due. There is an abundance of
law enforcement related data in section 4.15.5 in the Minnesota Act. For instance,
investigative data collected by a law enforcement agency to prepare a case against a
person is confidential while the investigation is active. In the Uniform Code, the
agency head may decide whether to disclose such information, so actually, the
Minnesota Act is more stringent because the data is not public.

Whereas the Uniform Code allows the disclosure of individually identifiable
records to other agencies if it is for revealing identifying particulars of an
individual for law enforcement purposes, no mention is made of what identifying
particulars will be disclosed. The Minnesota Act lists all of the identifying

particulars which may be disclosed. Depending on the agency head's decision, more or

less information may be divulged than the Minnesota Act. Thus, the system of checks
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and balances still holds because judicial actions can be taken against a law

]

enforcement agency.
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CHAPTER 8
RECOMMENDATIONS FOR THE MINNESOTA LEGISLATURE

Taking the comprehensive comparison and the analysis of strengths and weaknesses
into consideration, if is now possible to make a recommendation with regard to the
action that the Minnesota legislators should take. There are several possible al-

ternatives. The state of Minnesota can:

1. Reject the Uniform Code and keep the Minnesota Act in its current form.
2. Reject the Uniform Code and keep the Minnesota Act, with amendments.
3. Reject the Minnesota Act and accept the Uniform Code in its current form.

4, Reject the Minnesota Act and accept the Uniform Code, with amendments.

Based on the discussions in the previous chapters, it is recommended that the
fourth alternative be taken. The Uniform Code is favored over the Minnesota Act for
a number of reasons. First, the omnibus portion of the Minnesota Act is being over-

whelmed by the portion containing the various categories of data. The latter portion
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arises from the extensive classification system. Difficulties with fhe present
classificafion system have been pointed out in this comparison, and major changes to
the Act must be made to correct them. Moreover, the classification system does not
really deal with intimate privacy issues because disclosure is not determined on a
case-by-case basis. Data privacy issues cannot be dealt with by means of the blanket
protection offered in the exceptional categories of information. Such is not the
nature of data privacy abuses. The case-by—oaée basis is much fairer than the
Minnesota system to the individual because it is based upon the purpose for which
data will be used.

The classification system is also inefficient, and it tends to lock a parti-
cular category of information to one definition of data. Although this specificity
is élear—cut, it is inflexible. On the other hand, the guidelines stated in the
Uniform Code are very sketchy, but this means that there will be room' for inter-
pretation and change. The nature of data privacy is dynamic, so it would be better
to have a law which could be decided upon according to the given situation.

Secondly, the Unifgrm Code is much more comprehensive in nearly all respects.
A glance at Table 1 (Chapter ?) would show one that it contains many important pro-

visions, such as an audit trail or purpose, that are not covered in the Minnesota Act.

1
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At the same time, may of the provisions were taken directly from the Minnesota Act
and elaborated upon, so there are many commonalities between both acts.

One must also not overlook the benefits of uniformity. Currently, each state
has its own laws regarding, for example, interstate data transfers. This creates
much confusion which could be reduced through enactment of the Uniform Code in all
50 states. The number of personal records being maintained, and the number of
computers used to handle these records is increasing rapidly, and a uniform law would
promote increased efficiency in handling records. The individual would also be assured |
of consistent rights, which is very different from the situation which currently
exists. Many states do not even have 1¢gislation relating to data handling
practices.

As mentioned in Chapter 7, there are a few weaknesses with the Uniform Code at
present. Instituting changes to (1) make the Code applicable to all branches of
government; (2) sever tﬁe fifth article; and (3) define a responsible authority posi-
tion, would further enhance the Code's attractiveness. Thus, it is recommended that
the Code be, considered by all states for enactment, provided that the above three |

changes be made to it.
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CHAPTER 9

SUMMARY OF THE TWO APPROACHES TAKEN TO DATA PRIVACY LEGISLATION;
GLOBAL OBSERVATIONS

If one were to read through the neW‘l981 amendments to the Minnesota Statutes,
a trend toward discretionary power to the:responsible authority becomes apparent.
Because the data classifications cannot possibly cover all present and future exceptions
to classifying the data as public, the. new amendments allow the responsible authority
to decide when information shall be disclosed. An example of this would be
examination data in section 4.15.13: "Completéd versions of personnel, licensing, or
academic examinations shall be accessible to the individual who completed the ex-
amination, unless the responsiblé authority determines that access woﬁld compromise
the objectivity, fairness, or integrity of the examination process."12 Al though the
data is given a classification, the responsible authority may decide to withhold the

information; and thus, the result would be similar to the discretionary judgment

exercised by the agency head in the Uniform Code.

]
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One more interesting provision is in éection 4.15.5.2 concerning law enforcement
data: “When data is classified as public under this section, a law enforcement agency
shall not be required to make the actual physical data available to the public if it
is not administratively feasible to segregate the public dafa from the confidential."l3
This provision éovers accessibility of data, and it would be useful to define an
accessible recbrd as defined in the Uniform Code.

Therefore, one éan Sée that the Minnesota Act is truly evolving toward the
étructure of the Uniform Code, even though the beginning approach taken was
completely different. The Minnesota legislature, then, should seriously consider
taking these provisions and moving them to the omnibus portion of the Minnesota Act

so that repetitious classifications would not have to be added each year as amend-

ments to the Act,
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'CHAPTER 10

CONCLUSION

In performing a comparison suéh aé this research, it is of utmost importance'
that all faotorg be taken into consideration. Although a provision-by-provision
comparison will reveal the strengths and weakness of each act, it is unfair to un-
duly penalize one act without first‘researching other factors. Three major external
factors would be (1) the intent with which the act was drafted; (2) the time lapse

~—~ differential between the two acts; and (3) the amount of expertise available to the
dratters of the act during the time‘that the act was being drafted. Only then can
one have a fullAappreciation for the tremendous amount of time, deliberation, and
reconsidering which went into the creation of each act.

Although the Uniform Information Practices Code has been recommended for enactment
over the Minnesota Statutes, this conclusion could possibly change in the future.
The law is constantly evolving to meet the'needs of the people whom it protects; and

it is imperative that legislators and citizens carefully review it to ensure that

it works for then.
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