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CERTIFICATE OF AUDIT SUMMARY REPORT 

BY GOVERNING BODY 

(Pursuant to Minnesota Statute 13.825, subd. 9) 

STATE OF MINNESOTA 

County of Hennepin 

TO THE LEGISLATIVE COORDINATING COMMISSION SUBCOMMITTEE ON DATA 
PRACTICES (FORMERLY LEGISLATIVE COMMISSION ON DATA PRACTICES AND 
PERSONAL DATA PRIVACY): 

PLEASE TAKE NOTICE, That the undersigned chief clerical officer of the City of Minneapolis 

DOES HEREBY CERTIFY, that in compliance with the provisions of Minnesota Statute 13.825, 

portable recording systems, the City Auditor's Office conducted an audit of the Minneapolis Police 

Department's Body-Worn Camera Program to ensure compliance with state lmvs in accordance with 

Minnesota Statute 13.825, and was presented to the City Audit Committee on February 23, 2026, and 

published on February 23, 2026. The scope of the audit covers January 1 2023, to December 31, 2024. 

A copy of the Police Department Body Worn Camera Audit Report is hereto annexed and made 
a part of this cet1ificate by reference. 

Sign 

1c1a es1gnat1011 o officer) 
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Executive Summary 

 
The Office of City Auditor has completed the state-mandated biennial audit of the Minneapolis Police 
Department’s (MPD) Body Worn Camera (BWC) program.1 This audit ensures MPD follows state requirements 
on how BWC data are collected, stored, used, and deleted. It also promotes transparency and accountability in 
law enforcement. 
  
We found MPD complies with state requirements governing BWC use. While MPD complies with regulations, 
we identified opportunities to strengthen and align with recognized best practices. 
 
This report includes three recommendations: 
 

1. MPD should establish a process for independent third-party review of assessment reports. 
 

2. MPD should further develop and formally approve existing BWC standard operating procedures. 
 

3. MPD should update password configuration requirements. 
 

MPD cooperated throughout the audit and welcomed feedback. Their effort to strengthen practices, even in 
areas where they already meet legal requirements, shows a strong commitment to public safety and 
continuous improvement. 
 
I’d like to thank Community Safety Auditor Ryan Franson for leading this audit and Senior Auditor Ella Kings for 
her valuable contributions throughout the engagement. 
 

 

 
Robert Timmerman, City Auditor 

  

 

 

 
1 Minn. Stat. § 13.825 Subd. 9. https://www.revisor.mn.gov/statutes/cite/13.825.  

https://www.revisor.mn.gov/statutes/cite/13.825
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Background  
 
Minnesota statute 13.825, subd. 9 requires law enforcement agencies that use Body Worn Cameras to  
“arrange for an independent, biennial audit of the data to determine whether data are appropriately classified 
according to this section, how the data are used, and whether the data are destroyed as required under this 
section, and to verify compliance with subdivisions 7 [authorization to access data] and 8 [data and sharing 
among agencies]”. 
 
The Minneapolis Police Department (MPD) engaged the independent Office of City Auditor to perform this 
critical oversight function, which was designed to ensure police departments maintain the highest standards of 
transparency and data integrity. 
 
MPD addresses body-worn camera guidelines in section 4-223 of the MPD Policy & Procedure Manual:2 
 

The purpose of BWC equipment use by Minneapolis Police Department employees is to accomplish the 
following: 

 
• Enhance accountability and public trust by preserving a record of employee interaction with citizens. 
• Capture digital audio-video evidence for criminal, civil and traffic-related court cases. 
• Assist employees by providing a record independent from their perceptions and recollections. 
• Serve as a training tool for employee safety and best practices in the MPD. 
• Assist in the assessment of contacts between employees and the public by reviewing procedures and 

interpersonal actions. 

Objective, Scope, and Methodology 
 
The objective of this audit was to assess compliance with regulations and review relevant policies, procedures, 
and security controls, as required by Minnesota Statute 13.825, subd. 9. 

Our scope covered related activities from January 1, 2023, to December 31, 2024. Audit criteria included: 

• MN State Statute 13.825 (Portable Recording Systems)  
• MN State Statute 626.553 Subd 2 (Discharge Firearm; Kill animal)  
• MN State Statute 609.02 Subd 7(a) (Substantial Bodily Harm)  
• MN State Statute 13.82 Subd 17(a) (Protection of identities)  
• MN State Statute 13.82 Subd 7 (Criminal Investigative Data)  

 

 

 
2 MPD Policy and Procedure Manual § 4-223.https://mpdpolicyhub.minneapolismn.gov/main/mpd-
documents/bodyworn-cameras-464. Last accessed February 7, 2026.  

https://mpdpolicyhub.minneapolismn.gov/main/mpd-documents/bodyworn-cameras-464
https://mpdpolicyhub.minneapolismn.gov/main/mpd-documents/bodyworn-cameras-464
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• MN State Statute 13.43 Subd 2(5) (Public Data)  
• MN State Statute 138.17 (Government Records; Administration)  
• MN State Statute 13.05 (Data Protection)  
• MN State Statute 626.8473 (Portable Recording Systems Adoption; Written Policy Required)  
• MN State Statute 13.08 (Civil Remedies)  
• MN State Statute 13.055 (Disclosure of Breach in Security)  
• Minneapolis Police Department BWC Written Procedures 

As a part of this review, we met with MPD to gain an understanding of the BWC program. We requested, 
received, and reviewed relevant documentation. Additionally, we obtained direct access to Axon’s 
Evidence.com to perform an independent review of BWC video and associated data. We evaluated whether:  

• Data are collected, classified, and used as defined by Mn Statute 13.825 Subd 2.  
• BWC data are retained as defined by 13.825 Subd 3.  
• BWC data access is limited in compliance with 13.825 Subd 4.  
• The inventory of BWC is maintained in compliance with 13.825 Subd 5.  
• Only agency issued BWC can be used to document officer activities in compliance with 13.825 Subd 6  
• Written procedures are in place to authorize access to non-public recordings via 13.825 Subd 7.  
• BWC Data are shared with other law enforcement agencies as mandated by 13.825 Subd 8  
• Proper notification to the Bureau of Criminal Apprehension within 10 days of obtaining new 

surveillance technology occurs in compliance with 13.825 Subd 10  
• BWC vendors comply with United States Federal Bureau of Investigation Criminal Justice Information 

Services Division security policies in compliance with 13.825 Subd 11  
• MPD personnel are adhering to the policies and procedures that are defined for BWC operation. 

Conclusion & Results  
 
We determined that MPD complied with state regulations related to BWC use. This conclusion is based on a 
comprehensive assessment of MPD's policies, operational practices, and data handling. 
  
We have three recommendations to help MPD further align with best practices: 
 

1. MPD should establish a process for independent third-party review of assessment reports. 
2. MPD should further develop and formally approve existing BWC standard operating procedures. 
3. MPD should update password configuration requirements. 

 
Additional details for each recommendation begin on the following page in the “Issues and Recommendations” 
section of this report.  
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Issues and Recommendations 
  
ISSUE #1. Independent Third-Party Assessment Report Review  
MPD should establish a process for independent third-party review of assessment reports. 
 
Observation 
We reviewed the SOC 2 and SOC 3 Independent Assessment Reports provided by Axon. The SOC 2 report  
includes detailed information on the effectiveness of controls related to security, availability, processing 
integrity, confidentiality, and privacy. It is intended for those with a deeper understanding of the internal 
workings of these controls. In contrast, the SOC 3 report offers a general overview of these same controls, 
providing public assurance of the service provider's security and operational integrity but without the same 
level of technical detail. The audit noted that while the SOC 2 and SOC 3 reports are available, neither has been 
recently reviewed by MPD. Regularly reviewing these reports is critical to maintaining assurance over the 
service provider's control environment and addressing any changes that could impact security, availability, or 
privacy. 
 
Although these assessment reports for Axon are available, responsibility for requesting and periodically 
reviewing them has not been formally defined or documented. As a result, these reports have not been 
recently requested or reviewed as a part of ongoing vendor oversight. 
 
Criteria 
Regularly reviewing these reports is critical to maintaining assurance over the service provider's control 
environment, as is addressing any changes that could impact security, availability, or privacy. 
 
Cause 
Roles and responsibilities for performing vendor performance evaluations and for requesting, reviewing, and 
documenting SOC 2 and SOC 3 reports are not clearly defined. 
 
Risk 
Without periodic vendor performance evaluations and regular review of these reports, MPD has limited 
assurance that controls supporting the BWC system are operating as intended. As a result, control weaknesses 
related to data security, access management, data retention, or system availability may not be identified in a 
timely manner, increasing the risk of unauthorized access, data integrity issues, or service disruptions affecting 
BWC data. 
 
Recommendation 
We recommend that MPD management define a process to periodically request, review, and document SOC 2 
or equivalent independent assurance reports, including documenting roles and responsibilities for performing 
these reviews. 
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ISSUE #2. Standard Operating Procedures 
MPD should further develop and formally approve existing BWC standard operating procedures. 
 
Observation 
We noted that section 4-223 of the MPD Policy & Procedure Manual meets statutorily required standards. 
However, these procedures should be further developed and formally approved specifically related to: 

• System access request, approval, provisioning, modification, removal, and documentation 
requirements. 

• The process of checking and documenting BWC data retention and deletion. 
• Conducting, documenting, and retaining evidence for periodic access reviews that are being 

performed. 
 

In addition, we also reviewed the Body-Worn Camera (BWC) Activation Review Standard Operating Procedure 
used by the Implementation Unit. It describes the activation review process, including staff roles, review steps, 
and the use of tools such as Tableau and Smartsheet. However, it has not been formally approved by MPD 
management. 
 
Criteria 
Best practices and standards recommend organizations to establish, document, approve, communicate, apply, 
evaluate, and maintain policies and procedures for an information governance program, which is sponsored by 
leadership of the organization, and to review and update those policies and procedures at least annually. 
 
Cause 
The procedures are currently being performed. However, it has yet to be fully developed and formally 
approved. 
 
Risk 
Without fully documented and formally approved procedures, there is a risk that processes may not be 
consistently applied across MPD. Staff may rely on procedures that are unofficial, outdated, or interpreted 
differently, which could weaken oversight of BWC activation and classification. 
 
Recommendation 
We recommend that MPD management: 

1. Further develop and formally approve procedures related to: 
a. System access request, approval, provisioning, modification, removal, and documents 

requirements. 
b. The process of checking and documenting BWC data retention and deletion. 
c. Conducting, documenting, and retaining evidence for periodic access reviews that are being 

performed. 
2. Formally approve the BWC Activation Review procedure, maitain version controls, review and approve 

future updates, and communicate changes. 
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ISSUE #3. Password Configuration Requirements 
MPD should update password configuration requirements.  
Observation 
During the audit, we noted that the Axon BWC application is configured to require a minimum password length 
of six characters with complexity requirements including at least one uppercase letter, one lowercase letter, 
and one number. Industry standard is eight characters and the system supports a higher minimum password 
length of ten characters. 
 
Criteria 
Industry best practices and standards generally recommend subscriber-chosen memorized secrets (passwords) 
to be at least eight characters in length.  
 
Cause 
The Axon BWC application password settings were configured based on vendor-default or legacy configuration 
standards. 
 
Risk 
If the Axon BWC application enforces a minimum password length that does not meet industy standard 
requirements, user credentials may be more susceptible to compromise, increasing the risk of unauthorized 
access to sensitive law enforcement data, including BWC recordings and related metadata. 
 
Recommendation 
We recommend that MPD management review and update the Axon BWC application password configuration 
to ensure alignment with industry best practice enforcing a minimum password length of at least eight 
characters, and establish a periodic review process to confirm that password settings remain consistent with 
applicable security standards. 
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Contacts for this Audit 
 

Audit Team for this Engagement  
Ryan Franson, Community Safety Auditor 
Ella Kings, Senior Internal Auditor  
Siddhartha Poudyal, CIA, Director of Internal Audit 
  
MPD Leadership 
Chief Brian O’Hara 
Deputy Chief Mark Montgomery 
 
MPD Primary Contacts 
Commander Justin Reisdorfer 
Sergeant Adam Thorsten 
Tahmooreesi Fereydoon 
  
Office of City Auditor 
Phone: (612) 673-5938 
Email: CityAuditor@minneapolismn.gov  
Website: https://www.minneapolismn.gov/government/departments/auditor 

mailto:CityAuditor@minneapolismn.gov
https://www.minneapolismn.gov/government/departments/auditor
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