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Executive Summary O

Wildcard audited the Minneapolis Police Department's (MPD) Automated License Plate Reader
(ALPR) systems under Minnesota Statute 13.824. The report's goal is to gauge MPD's
alignment with state regulations. No compliance issues were found, but recommendations

include enhancing access control and log retention.

Audit Objectives

Evaluate ALPR's compliance with state laws and MPD's policies, focusing on:

e Policy Adherence
e |egal Compliance
e User Training

e Data Retention

e Privacy Compliance.

Scope

The audit assessed MPD's adherence to Minnesota's Automated License Plate Reader (ALPR)
laws, specifically State Statute 13.824, and examined MPD's internal ALPR policies,

procedures, and security controls.

Methodology

e Statute Focus: Our team evaluated Minnesota statutes as applied to ALPR, pinpointing
compliance objectives. This involved identifying areas such as authorized access, data

sharing, and the protocols for data retention and deletion.

e Data Sources: Our team reviewed a variety of public and provided data sources,
including state statutes and MPD's internal policies and procedures.

e Comparative Analysis: Our team primarily employed comparative analysis to compare
data to highlight any discrepancies or inconsistencies. The primary areas of focus

included Authorization Protocols, Data Retention, and Audit/Compliance checks.
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e Questionnaires: To gain a deeper understanding of how the policies and laws are
practically applied, we utilized interview questionnaires. This step ensured that actual

practices were in line with compliance requirements.

Introduction

The biennial audit, conducted by Wildcard Corp, centered on MPD's Automated License Plate
Reader (ALPR) system. The audit aimed to evaluate MPD's compliance with Minnesota State
Statute 13.824 and its own internal policies and procedures regarding ALPR usage.

After a thorough assessment, Wildcard confirmed that MPD complies with Minnesota's state

statute and its internal policies.
However, two areas of concern were identified:

e Data Retention: While MPD deletes data access logs every 60 days in line with ALPR
data compliance, Wildcard recommends retaining these logs for more than 60 days to

enhance internal audit capabilities. Recommendations are provided.

e Access Control: Potential security vulnerabilities were noted with the ALPR access
system. User accounts that are obsolete should be deactivated promptly. Even though
ALPR can only be accessed within the City's internal network, removing unused

accounts will further protect against internal threats.

Automated License Plate Reader (ALPR) O

Policy

Upon examining the Minneapolis Police Department's (MPD) ALPR guidelines from their Policy
and Procedure Manual, we can confirm that MPD complies with both their internal procedures
and Minnesota State Statute 13.824. This ensures MPD's adherence to state regulations and
their own established standards.
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Data Handling

The Minneapolis Police Department (MPD) adheres to Minnesota's guidelines on deleting
Automated License Plate Reader (ALPR) data after 60 days unless related to a current criminal
investigation®. The City’s retention policy meets state laws and bolsters data security. There are
potential benefits and drawbacks to modifying this policy, which include:

e Enhanced Security: Extending or shortening the retention period could further protect
data, either by reducing the window for potential breaches or by providing more time
for investigative and audit needs.

e Improved Compliance: As laws and regulations evolve, adjustments to the policy can
ensure ongoing alignment with new legal and regulatory requirements.

e Operational Efficiency: Tailoring retention periods to match the actual needs of law
enforcement might make operations more streamlined. For instance, if data is rarely
accessed after 30 days but before 60 days, a shorter retention period might be more
efficient.

e Cost Savings: Depending on the storage solutions used, reducing the retention period
could decrease storage costs.

e Public Relations and Trust: Modifying the policy to address public concerns about
privacy and surveillance can improve trust and the relationship between the MPD and

the community.

e Better Response to Technological Changes: As technology evolves, there might be a

need to update policies to address new capabilities or threats.
However, any changes would need to be weighed against potential drawbacks, such as:

e Loss of Potentially Valuable Data: Shortening the retention period might mean losing

data that becomes relevant to investigations after the deletion.

! Data that are inactive criminal investigative data are subject to destruction according to the retention
schedule for the data established under section 138.17.
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e Operational Challenges: Adjustments to the policy might require changes in
procedures, training, and technology.

e Potential Conflicts with Existing Laws or Regulations: Any changes must remain

compliant with existing legal mandates.

Recommendations

e Assess if the current retention period aligns with the dynamic needs of law
enforcement, especially considering the evolving technological landscape and
associated risks posed today.

e Consult with both internal and external stakeholders, including the community, to
gather feedback on data handling processes. This can help in gauging public sentiment
and trust.

e Continuously monitor changes in legal mandates and industry best practices in
cybersecurity across the threat landscape, and adjust the data handling practices

accordingly.

Actionable Steps

e Examine the data retained, focusing on its relevance and the frequency of its access.

e Potentially introduce training programs to ensure all staff are updated on any changes
in data handling practices.

e Explore technological solutions that might offer better data security, easier retrieval,

and efficient purging mechanisms.

Access Control

During our assessment of the ALPR system, we paid specific attention to active user accounts
to ascertain their status and ensure compliance with both internal policies and external

statutory requirements. Here is the breakdown of our findings:

System Access Control: Current Measures

The Minneapolis Police Department (MPD) confirmed that while many accounts remain active

within the ALPR system, their access is stringently restricted.
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e Physical Connection Requirement: Access is only feasible from computers directly

connected to the city's network.
e VPN Limitation: Virtual Private Network (VPN) logins are categorically denied.

Implication: Primarily, only individuals using city-owned computers can interface with this

confidential data.
Risk Analysis: External vs. Internal Threats

e External Threats: The current access control setup proficiently minimizes the risk posed
by external threats.

e Internal Threats: Notwithstanding the external safeguards, concerns arise due to
potential internal vulnerabilities.
o QOutdated accounts associated with individuals no longer affiliated with MPD or
those without a current ALPR access requirement are still operational.
o Although the system's "internal access only" policy curtails unauthorized
external access, the latent risk remains of an insider exploiting older, still-active,

accounts.

e Potential Consequences of Inadequate Control:
o Occurrence of data breaches.
o Compliance infractions.
o Possible financial setbacks.

o Reputational damage.
Statutory Compliance: Minnesota State Statute 13.824
e Statutory Requirement: Under Subdivision 7 of this statute?, data access authorization

is distinctly governed.
o Stipulation: Access should be restricted solely to authorized personnel.

2 Subd. 7. Authorization to access data. (a) A law enforcement agency must comply with sections 13.05,
subdivision 5, and 13.055 in the operation of automated license plate readers, and in maintaining
automated license plate reader data.
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e Potential Non-compliance: The existence of inactive or superfluous user accounts may
be construed as a non-conformity to this stipulation, resulting in a potential breach of
statute.

Recommendations

While MPD demonstrates compliance in pivotal areas like data retention and purging, the

lingering issue of account management may require attention. Addressing this is imperative to:

e Augment MPD's security framework.

e Ensure unwavering adherence to State of Minnesota Statute 13.824.
Actionable Steps
e MPD could undertake a comprehensive audit of all ALPR system user accounts.

e Subsequent deactivation of accounts that are redundant or don't adhere to the statutory

criteria for authorized access is strongly advised.

Conclusion

Overall, the City appears prima facie to be in compliance with their use of Automated License
Plate Reader (ALPR) systems. During the audit, several minor findings and recommendations

emerged worth considering.

The first notable discovery was the minimal user activity within the ALPR system, which has
resulted in a lack of user logs. This poses challenges for comprehensive auditing. However, a
positive note was struck when the ALPR data obtained by Wildcard was confirmed to be
within the 60-day retention period window observed throughout the state. This adherence

places MPD in compliance with guidelines on data retention and deletion.

A more complex issue pertained to the audit trails for authorized users. While MPD’s practice is
to delete these trails in alignment with the 60-day retention schedule for ALPR data, it
potentially raises concerns about the robustness of long-term audits and potential
investigations. This is especially crucial considering there's no defined duration for the retention
of authorization data within MN Statute 13.824, despite a clear distinction being made
between Authorized Access and ALPR data.
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Therefore, while MPD has showcased compliance in several pivotal areas, Wildcard's strong
recommendation is for MPD to extend the retention period for audit trails beyond the current
60 days. This proactive measure would not only amplify the department's capability for

detailed internal reviews but would also fortify its defenses against internal security threats.

Furthermore, in terms of access control, it's advisable for MPD to transition to Role-Based
access control for the ALPR system and to diligently remove any outdated, unused accounts.
Implementing such controls, tailored for larger user groups, can streamline permissions and
enhance security. As an example, distinctive roles such as 'Users' and 'Administrators' should

be clearly demarcated and enforced.

Appendix

Access Control - a security technique that regulates who or what can view or use resources in

a computing environment.

References:
State Statue: Sec. 13.824 MN Statutes

MPD Policy and Procedures: Policy and Procedures
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https://www.revisor.mn.gov/statutes/cite/13.824
https://www.minneapolismn.gov/media/-www-content-assets/documents/MPD-Policy-and-Procedure-Manual.pdf

