Minneapolis Police Department
BWC Audit Report

Abstract

This Biennial Audit report summarizes the compliance of the Minneapolis Police Department
(MPD) with relevant Minnesota State Statutes and departmental procedures in the usage of
Body Worn Cameras (BWC). Key findings and recommendations are briefly outlined.
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Executive Summary O

Wildcard was contracted by Minneapolis Police Department (MPD) to conduct their biennial
audit of the Body Worn Camera (hereinafter BWC). The main objective of this report is to

determine if MPD is compliant with various Minnesota Statutes including:

MN State Statute 13.825

MN State Statute 626.553 Subd 2
MN State Statute 609.02 Subd 7(a)
MN State Statute 13.82 Subd 17(a)
MN State Statute 13.82 Subd 7
MN State Statute 13.43 Subd 2(5)
MN State Statute 138.17

MN State Statute 13.05

MN State Statute 626.8473

MN State Statute 13.08

MN State Statute 13.055
Minneapolis Police Department BWC Written Procedures

Based on the collaborative findings between Wildcard and the City of Minneapolis' Internal
Audit Department, it has determined that the Minneapolis Police Department (MPD) is largely
compliant with the relevant Minnesota State Statutes concerning the use of Body-Worn
Cameras (BWC). This conclusion is based on a comprehensive joint-assessment of the MPD's
policies, data handling practices, and operational procedures. While the Department
demonstrates adherence to the majority of statutory requirements, the audit identified areas for
improvement, particularly in data classification and training protocols. The detailed findings
and recommendations are outlined in the subsequent sections of this report.

Objectives
e Determine whether MPD's use of BWC complies with the above statutes.

e Review, examine, and assess MPD policies and procedures.

Scope

Wildcard has conducted a biennial audit of the Minneapolis Police Department's use of BWC.
This engagement aims to audit compliance with BWC laws and regulations and review
relevant policies, procedures, and security controls, as required by the State of Minnesota
Statute 13.825. As well as the above-listed statutes. The audit was an independent review of
the MPD's implementation of BWC technology and processes to determine how data is

currently classified, used, and destroyed.
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BWC Audit ¢

Policy

Wildcard's team of assessors conducted a thorough review of the Minneapolis Police
Departments' policies concerning Body-Worn Cameras (BWC). The review was designed to
ensure compliance with Minnesota Statute 13.825 requirements and to observe any changes

or improvements since the previous audit.

Wildcard's team noted significant enhancements that were implemented following the
previous audit. These changes reflect the MPD's ongoing efforts to align its operations with

best practices.

A crucial observation was the department's shift away from using the M drive or other data
storage methods not provided by Axon. This focused approach towards a standardized

platform aligns with the department's strategy to centralize and secure data storage.

The assessors found that MPD's existing policy fully satisfied the requirements set out in
Minnesota Statute 13.825. This demonstrates the department's adherence to state regulations

and commitment to lawful practices.

Data Handling

Wildcard's observed that data management at MPD aligns with both organizational policy and
legal requirements. However, the team noted an area of uncertainty regarding the application
and effectiveness of encryption techniques. Specifically, it was unclear whether the encryption
methods employed for BWC data by Axon, the device manufacturer, adhere to the highest
industry standards. To address this uncertainty, Wildcard recommends a detailed technical
analysis of Axon's encryption protocols. This analysis should include an independent review of

the encryption algorithms, key management, and Axon’s overall data security measures.

The data, managed by Axon, is subject to robust retention and access control measures.
Wildcard assessors closely examined the access logs related to data retention, verifying that
MPD's data management aligns with expected standards and guidelines. The assessment also
shed light on the varied retention periods for BWC data, ranging from 1 to 7 years depending
on the classification of the footage. This indicates a structured approach to data management,

with the duration of retention reflecting the nature and sensitivity of the recorded content.
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BWC Use

After conducting interviews with various MPD employees and a review of both policy and state
statutes related to BWC, Wildcard concludes that BWC usage within MPD aligns with current
requirements. The protocol mandates initial training before device issuance. However,
discrepancies in employees' responses about their last BWC training session indicate unclear
or inconsistent ongoing training procedures. This raises concerns about the uniformity of

understanding and adherence to BWC protocols among officers.

Recommendation: To address these inconsistencies, Wildcard recommends the MPD
implement regular, structured refresher training sessions for BWC usage. These sessions
should occur biannually to ensure all officers are frequently updated on the latest procedures
and best practices. The content of these training sessions should include, but not be limited to,
operational guidelines, data handling, privacy concerns, and updates in legal and policy
frameworks. Additionally, scenario-based training could be incorporated to enhance practical
understanding. This approach will not only reinforce best practices but also ensure a consistent
and up-to-date understanding of BWC procedures across the department. Implementing these
sessions will contribute significantly to maintaining and elevating the standards of

professionalism and accountability within the MPD.

Classifications

Due to time constraints and other limitations, Wildcard assessors could not directly review the
BWC footage. Instead, they relied on the results of an internal audit conducted by the Internal
Audit team, which included both the outcomes and the methods used for auditing the BWC
data. This method is detailed in Addendum 1 for reference. Upon analyzing the MPD-provided
data, Wildcard identified discrepancies in classifications between two data sets. These

mismatches are organized and presented below for clarity (see Figure 1):

e Discrepancies in Data Analysis: There were minor discrepancies found in a data
comparison analysis. They note that there are mismatches in categories and outputs
between two sets of data.

e Issues with Video Access and Categorization: There were difficulties accessing certain
videos, possibly due to different levels of access or mislabeling. They also talk about
the misuse of the "protected" category in video classification.

e Recommendations for Improving Data Management: Creating new categories or fields
to better sort and manage data, particularly to distinguish between body-worn camera

recordings and other types of files.
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e Compliance with Labeling and Categorization Standards: There is a concern about the
lack of compliance with labeling standards, and a recommendation is made to create a
method to track labeling compliance.

e Miscategorized and Uncategorized Files: There is a problem of a large number of
miscategorized or uncategorized items in their system and the difficulty in accurately
identifying them.

Mismatched Data and Explanations:

ID: 11DA393E-A091-4232-93F4-AAD825043EA3
e (Category: Recruit Academy
e Discrepancy Explanation: Limited access resulted in blank entries for specific
columns.
ID: 9C9C9465-6959-4291-B63F-241F71E4EBB5
e Category: Citizen Complaint
e Discrepancy Explanation: Mismatch possibly due to data entry error; further
verification needed.
ID: 32DBAA25-7FA4-4EE2-8A8C-ED309C58C216
e Category: Citizen Complaint
e Discrepancy Explanation: Inconsistencies noted; potential misclassification.
ID: D184ACC2-6B71-4AEE-9217-C2FOFA17DAF6
e Category: Citizen Complaint
e Discrepancy Explanation: Data mismatch, likely due to flip-flopped entries with
9AFOE23E-FE19-4572-AA1B-4A4713679A47.
ID: 9AFOE23E-FE19-4572-AA1B-4A4713679A47
e Category: Citizen Complaint
e Discrepancy Explanation: Data mismatch, likely due to flip-flopped entries with
D184ACC2-6B71-4AEE-9217-C2FOFA17DAFG.

Additional Clarifications' from Ryan Patrick:

ID: 11DA393E-A091-4232-93F4-AAD825043EA3
e Patrick's Insight: Limited access resulted in blank columns, leading to incomplete
classification.
IDs: 9C9C9465-6959-4291-B63F-241F71E4EBB5 /
32DBAA25-7FA4-4EE2-8A8C-ED309C58C216

1 On 2023/11/28 Wildcard assessors spoke with Ryan Patrick regarding these findings. Patrick stated that Officer Fuchs had an
abnormally high private classification compared to the other officers. Patrick further stated that upon reviewing his classifications
that they appeared to line up with the Private classification.
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e Patrick's Insight: These entries likely swapped, causing a mismatch between
Franson's and Patrick's results.
IDs: D184ACC2-6B71-4AEE-9217-C2FOFA17DAF6 /
9AFOE23E-FE19-4572-AA1B-4A4713679A47

e Patrick's Insight: Confirmed as swapped, in line with the assessment findings.

Further Findings on Classification Discrepancies:

The assessment revealed six instances of BWC entries that were not classified correctly:

ID: 253A432B-AE9E-407B-B9C9-FFFBCCAC247A
Officer: YKYEKEG
Category: Citizen Complaint

Discrepancy Explanation: Possible misclassification or data entry error.

ID: DAC34D66-2919-447D-8409-5E726103727D
Officer: MOFTLKY
Category: Use of Force - Substantial Bodily Harm

Discrepancy Explanation: Classification does not align with described incident.

ID: DA1D74D1-CBE7-40F7-A12C-F8685161BCB3
Officer: JIDNDW
Category: Police Discharge of a Firearm

Discrepancy Explanation: Unclear categorization; needs further review.

ID: 40A7F22D-FD7A-4A8C-ACCD-174CAFE81DA4
Officer: 999YVIJQ

Category: Police Discharge of a Firearm

Discrepancy Explanation: Inconsistent with incident details.

ID: 22149979-2E4E-465A-B820-66AA5841CAG6
Officer: 7NZKLMJ
Category: Police Discharge of a Firearm

Discrepancy Explanation: Classification needs reevaluation.

ID: 858EBA32-B09F-4771-959D-F12812E35A43

Officer: Z3WZBDF

Category: Police Discharge of a Firearm

Discrepancy Explanation: Potential mislabeling, requiring correction.
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These additional insights and the identified classification discrepancies underscore the need for
a more structured and consistent approach in the MPD's BWC data classification process.
Regular audits, data verification, and training on classification standards are imperative to

ensure accuracy and integrity in the management of BWC data.

(Figure 1: Screenshot of data comparison)
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Interviews

The Wildcard assessment team conducted interviews with a randomly selected sample of
MPD staff, focusing on their experience and practices related to Body-Worn Cameras (BWC).
These interviews aimed to gather insights on the practical application of BWC policies and any

areas of concern or misunderstanding among the staff.

Key Interview Findings
A notable response came from Officer 792HSKD in relation to Question 15, which asked about

instances of BWC evidence being downloaded to personal devices. His initial affirmative

response prompted a need for further clarification.

Follow-up Action and Insight
In a subsequent interview, Officer 792HSKD clarified that the download of BWC evidence to a

computer or other personal device occurred strictly for training purposes. However, he

expressed uncertainty about the specifics of data handling in these instances. This response
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highlights a potential gap in understanding among staff regarding the protocol for BWC data

usage outside standard operations.

These findings suggest a need for more comprehensive training and clear communication
regarding the handling and usage of BWC data, especially in scenarios beyond regular law
enforcement activities. Ensuring that all staff are fully informed about the protocols for

handling data will help maintain data integrity and compliance.

Interview List

Complete list of MPD officers that were interviewed:

Officer Code:? Position

792HSKD Police Sergeant/Training Unit - Professional Development
1HJ9QEP Police Officer/Pct 1 Dogwatch

3VZ5TLR Police Sergeant/Pct 5 Middlewatch

6YU4ACX Police Sergeant/Juvenile Investigations

9WQ1PNO Police Officer/K-9

2JK8ZSG Police Lieutenant/Pct 4 Daywatch

5XR7BMF Police Sergeant/Pct 4 CRT

8LQ3HDE Police Officer/Training Unit-Academy & FTO Program
4CVeGIB Police Sergeant/Internal Affairs

THIS SPACE INTENTIONALLY LEFT BLANK

% For privacy purposes, the first and last name of officers interviewed by Wildcard have been redacted
and replaced with a coded identifier. The keycode is maintained on file with Wildcard.
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Recommendations

To enhance the effectiveness and compliance of the MPD's Body-Worn Camera (BWC)

program, the following sets of recommendations are presented, separately categorized under

Wildcard and the City of Minneapolis Internal Audit Department:

Wildcard Recommendations

1.

Periodic Refresher Training: Implement biannual refresher training sessions for all
officers on BWC usage, covering updates in policies, operational guidelines, and best
practices.

Encryption Technique Analysis: Conduct an independent technical review of Axon's
encryption protocols to ensure they meet industry standards and provide maximum
data security.

Data Classification Audit: Establish a regular audit process to review and correct BWC
data classification, ensuring accuracy and consistency in labeling.

Training on Data Handling: Provide specific training on the protocol for handling BWC
data in non-standard situations, such as for training purposes, to maintain data integrity.
Review of Training Content: Evaluate and update training content to include recent

developments in legal and policy frameworks related to BWC usage.

City of Minneapolis Internal Audit Department:

1.

Clarification on Category Usage: MPD should provide detailed guidance on how to
appropriately use categories like “Protected”, “Use of Force — Other”, “Training”, and
“Recruit Academy” in BWC data classification. This should be reinforced in training
sessions to address any variations in usage.

Indicator for Non-BWC Recordings: Assess the feasibility of adding a specific indicator
or category in the BWC system to distinguish non-BWC recordings (such as squad
recordings, court duplicates, zip files, images, security camera footage) from actual

BWC videos. This will aid in accurately identifying uncategorized BWC videos.

These recommendations aim to address the gaps identified in the audit and are intended to

bolster the overall efficiency, accountability, and compliance of the BWC program within the

Minneapolis Police Department.
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Addendum

The following report was issued by the Internal Audit department at the City of Minneapolis,

and reflects the department's cooperation with Wildcard in completing this report.

Workpaper — Body Camera Recording and Classification Testing

Planning

1. Pre-Evaluation Preparations

a.

Evaluator Background: The evaluation team has the required training and
knowledge to perform testing. Ryan Franson has over 7 years of experience
viewing, evaluating, analyzing, and researching Body Worn Camera (BWC)
footage in the AXON system. He is a Certified Practitioner of Oversight and is
Criminal Justice Information Services (CJIS) Certified. Ryan Patrick has over 10
years of audit experience, is CJIS Certified and a Certified Internal Auditor, and is
an attorney licensed to practice in Minnesota.

Ensure Secure Environment: Ryan Patrick and Ryan Franson are CJIS Certified.
BWC videos are viewed in a secure, private location solely by the Evaluation
Team. Computers used to access video are issued by the City of Minneapolis and
follow all IT specifications for security.

Categorize Videos: Audit will use the existing categorizations established by the
Minneapolis Police Department (MPD) for testing. See MPD Policy and
Procedure Manual Section 4-223 Body Worn Cameras(A)(8)(d) (i) for description
of the categories.

2. Footage Access and Review

a.

b.

C.

Random Sampling: Audit selected 10 BWC videos per MPD category as chosen
by a random number generator from .csv lists of all BWC videos ranging from
September 1, 2022 to September 1, 2023.
All recordings were reviewed in the following categories that had fewer than 10
recordings

i. Recruit Academy

ii. Use of Force — Substantial Bodily Harm

iii. Police Discharge of a Firearm
Incident Specific: Audit determined whether the BWC videos are classified in the
appropriate category.

3. Evaluation Criteria

a.

Data Collection and Classification: Auditors ensured that the content of the
video corresponds to the specified data collection criteria and is correctly
classified per Minnesota Statute 13.825 Subd 2.
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b. Retention: Auditors checked the date of recording and compared it to the
retention schedule to ensure compliance with 13.825 Subd 3.

c. Access: Auditors ensured that any access logs or metadata associated with the
video align with the stipulations in 13.825 Subd 4.

d. Inventory Verification: Auditors matched video data with the inventory list to
verify that the correct devices captured the footage, ensuring compliance with
13.825 Subd 5.

e. Authorization for Non-Public Recordings: For videos that are non-pubilic,
auditors checked whether there is evidence or logs showing proper
authorization per 13.825 Subd 7.

f. Data Sharing: None of the videos tested were shared. Auditors checked the
Axon system to note shared videos.

4. Quality and Integrity Checks

a. Footage Quality: Auditors determined whether video and audio quality on the
BW(C videos were sufficient for understanding and interpretation.

b. Tamper Checks: Auditors checked for any evidence of tampering.

Timestamp: Auditors used PIMS and AXON to verify that the timestamp on the
BWC videos are accurate.

d. Geolocation: Audit used PIMS and AXON to verify that the geolocation details

on the BWC videos are accurate.
5. Policy and Procedure Adherence

a. Operational Adherence: Audit determined whether BWC videos have been
categorized correctly by MPD Officers.

b. Public Interaction: Audit reported any instances of apparent misconduct to the
Deputy Chief of Professional Standards

c. Incident Reporting: Audit used PIMS to note any discrepancies to the Deputy
Chief of Professional Standards.

6. Documentation and Reporting

a. Audit maintained an Excel Spreadsheet of all videos reviewed, including date,
officer who made the recording, categorization, and any notable findings such as
potential misconduct.

b. Issues and Non-Compliance: Audit documented any instances of
non-compliance or other issues identified during the review as described above.

c. Recommendations: Audit formed recommendations based solely on findings
from this review.

7. Review and Feedback

a. Subsequent to completion of the evaluation, findings were shared with relevant

stakeholders and presented at Audit Committee.
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Findings and Recommendations

Classification

In the sample tested, BWC recordings largely followed classification rules with few exceptions
noted. Some categories appear to be inconsistently interpreted. Videos in the “Protected”
category sometimes involved interactions with juveniles or medical calls, but not all videos
with those elements were labeled “Protected.” Videos were categorized as “Use of
Force-Other” to record use of force reviews, while the definition states that the category is for
recordings in which “force was captured.” Other recordings had multiple categorizations but
had at least one correct classification and retention period.

There are a number of items in the BWC system that are not classified (approximately 30,000
during the period sampled). Of these items, the majority appear to be something other than
BWC recordings and include things like extracted images from recordings, security camera and
fleet recordings, zip files of evidence, and other miscellaneous pieces of evidence. The system
allows an export of the list of uncategorized items, but there is no easy way to distinguish
BW(C recordings from other items, so an exact number of actual uncategorized videos can not
be determined without significant manual effort. It is worth noting, however, that some number
of uncategorized videos exist. If possible, a way to sort non-BWC items in an export log could
lead to a more accurate tally of uncategorized videos in the future, ideally bosting compliance
with the labeling policy.

Certain categories had a low number of associated videos; Recruit Academy, Use of Force —
Substantial Bodily Harm, and Police Discharge of a Firearm each had under 10. These
categories of events may be tracked elsewhere, but MPD should review whether additional
videos require these classifications.

Retention, Quality, and Integrity

Auditors noted no exceptions in retention. The retention period set for videos in the sample
exceeds the required maintenance period in most cases, and in no instance did a BWC
recording have a retention level set below that which is defined in policy.

Auditors noted no exceptions in the quality of recordings or in video integrity. Cameras all
appeared to function well and were associated with the assigned user. The cameras
consistently recorded the location, date, and time of the incident throughout the event.

Policy Adherence

Auditors noted no exceptions in policy adherence beyond the labeling issue described above.
Cameras were activated in advance of encounters and not deactivated until incidents ended.

- END -
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