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Protecting Minnesotans, especially young people, from the threats and harm of
technology is key to my role helping Minnesotans afford their lives and live with dignity,
safety, and respect. That’s why, when the Legislature directed my Office to research
and publish a report on the subject, | welcomed the job. See 2023 Minn. Laws, Chapter
57, Art. 1, § 4, subd. 3 (Report). As directed by the Legislature, this report:

. Evaluates the impact of technology companies and their products on the mental health and well-being of
Minnesotans, with a focus on children;

. Discusses proposed and enacted consumer protection laws across the country and world related to the regulation
of technology companies; and

. Makes policy recommendations for the Legislature to consider enacting in order to protect Minnesotans, and

especially our youth, from harmful design features in certain technology products and platforms.

Thanks to a one-time grant from the Legislature, my Office was able to enlist the help of a brilliant and highly experienced
expert in this field to research and help write this report. Dr. Ravi lyer is a technologist and academic psychologist who
is currently the managing director of USC Marshall School’s Neely Center for Ethical Leadership and Decision Making. He
previously worked for over four years at Meta (which owns Facebook and Instagram) addressing the large-scale societal
impact of Facebook and has published dozens of scholarly articles in his field. This report would not have been possible
without his ideas, research, writing, and commitment.

In addition, Alex Barkley, a law clerk with our Office, assisted with every stage of this project, devoting countless hours
researching relevant laws and bills in other states and countries and drafting Section Two of this report—a job which they
balanced on top of their third-year coursework at the University of Minnesota Law School. My deepest thanks to both Dr.
lyer and Alex for their time, energy, and commitment to helping us complete this thorough and thoughtful report.

This report is just one of many actions that my Office is taking to protect young people from the harms of technology,
especially those that have been designed to addict children and teenagers for profit. For example, in October 2023, |
joined a bipartisan group of 42 state attorneys general in suing Meta for intentionally creating addictive design features
that manipulate children and teens into spending as much time as possible on their platforms despite knowing this often
causes them serious physical and mental harm. That litigation is ongoing. Similarly, my Office, along with a large, bipartisan
coalition of attorneys general, continues to actively investigate TikTok for similar practices, including design features TikTok
uses to capture the attention of young users and addict them to their platform.

Creating products that manipulate young users into overuse and addiction is nothing new—just look at the tobacco
companies. What makes emerging technology products like Facebook, Instagram, and TikTok so uniquely dangerous is
the new technological ability to learn users’ habits and adapt to them in real time using data collection and algorithms,
creating a product that becomes more uniquely addictive to each person over time.

These products demand a modern regulatory response. It is my hope that this report -
can help not only the Minnesotans and Minnesota policymakers who are responsible ¢

for designing that response, but people across America and world who want to craft

smart and effective solutions to one of the great public-health crises of our time.
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Executive Summary

Technology has been and remains an important tool for societal progress. Modern technology companies
have created many benefits that previously did not exist, such as allowing for the real-time discussion
of important issues* or wider access to educational content.? At the same time, societal costs have
accompanied these benefits, just like other technological advances of previous eras. Cars enabled
greater access to employment and medical care, but safety standards were developed to ensure that
their use led to as few deadly accidents as possible. Advances in agricultural technology reduced the
cost of food, but standards were developed to prevent producers from cutting corners in ways that
endangered the health of consumers. Ultimately, these safety standards were beneficial for industries
as consumers felt more comfortable using cars and eating food that met minimum standards of safety.
These standards also enabled car and food manufacturers to compete on a level playing field without
fear of competitors under-cutting them by selling unsafe, yet cheaper products.

Currently, most Americans want government action to ensure that technology companies design their platforms in ways
that protect the mental health of children.® 80 percent believe that evolving Al technologies will make these problems

worse.* Fortunately, a great deal of recent regulatory effort across jurisdictions has gone into understanding and attempting
to solve these issues. This report attempts to build on those efforts to point towards a way forward for Minnesotans.

This report is divided into five sections. In the first section, it documents the existing evidence that technology products
have had a material impact on Minnesotans, with a focus on the well-being and mental health of youth. It discusses how
there are many highly prevalent negative effects of technology that are facilitated by specific product design choices made
by technology companies. In particular, technological design choices facilitate the below negative effects on youth:

. Many consumers, especially youth, are experiencing bullying and harassment, facilitated by the choices of
technology platforms.

. Many consumers are having experiences with unwanted disturbing, graphic, and sexual content, often
recommended by Al-powered algorithms.

. Many users experience envy and upward social comparison, which are encouraged by technology platform
dynamics.

. Many cases of manipulation and fraud begin with unwanted contact from strangers and are facilitated by loose

privacy defaults and high rate limits (i.e., how many actions a user can take in a given period), with especially
serious consequences for youth.
. Platforms facilitate the misuse of user information and images, including that of younger users.

Report on Emerging Technology and Its Effects on Youth Well-Being 5



. Excessive and compulsive usage of technology, facilitated by systems that are optimized for attention, displaces
beneficial activities like sleep and in-person socialization.

. Algorithms often exhibit bias, and the integration of increasingly powerful Al into more algorithms is likely to
accelerate this trend.

Inthe second section, we provide more detail as to the many specific legislative efforts that are occurring across jurisdictions,
with an eye toward what we can learn. In the third section, the report builds on existing legislative efforts across jurisdictions
described in section two to make a set of recommendations for policy makers to address the above harms. There are
successes of previous legislative efforts that can be replicated, but also many notable areas where improvement is needed
to make maximal impact. In particular, the identified lessons learned are:

o Being too prescriptive about solutions can have negative consequences.

. A lack of specificity can lead to legal challenges, implementation difficulty, and opposition from those who fear
misuse of well-intentioned efforts.

. Broad reporting requirements have often not had a material impact.

o Age verification needs to be done in a manner that respects privacy and free expression concerns.

o Potential constitutional challenges require the inclusion of alternative mechanisms to enforcement.

. Opt-Out policies generally have not been effective.

. Banning social media platforms for youth has both pros and cons.

. Policies relating to content have been ineffective and led to both opposition related to potential misuse and legal
challenges.

. A design focus has been impactful both within companies and in legislation.

In the fourth section, we synthesize the ways that technology products could be made more beneficial, incorporating
lessons from previous legislative efforts to inform recommendations for new legislation. Our goal is to learn from previous
efforts and identify the most effective legislative possibilities that directly address the concerns and challenges that have
arisen in improving technology’s impact on society. Our recommendations are:

. Ban “Dark Patterns” within platform design:
. Ban design features (e.g., optimizing for time spent, infinite scroll, auto-play, aggressive notifications) that
encourage greater usage for children beyond their explicit desires. Offer all users accessible tools to limit
their platform usage.

. Mandate aggressive privacy defaults to limit the unwanted sharing of data and images, especially for
sexual content.
. Mandate responsible amplification through limits on engagement-based optimization.
. Mandate transparent, sensible rate limits that would limit the ability of small groups of users to manipulate
others.
. Mandate transparency of product experimentation that can illuminate new harmful “dark patterns” of platform
design.
. Mandate user and parent empowerment via consumer-friendly device-based defaults.
. Track technology platform-specific impact on user experience.
. Mandate interoperability to encourage consumer choice.
. Mandate usage limits and education within schools.

Finally, in our fifth section, we discuss the likely impact on the youth mental health crisis given this proposed legislation,
especially in a world of increasingly ubiquitous Al. In particular, we review debates and evidence as to the net effect of
technology on Minnesota youth, elaborate why we chose to focus on how specific design choices are facilitating specific
negative effects in Section One, and discuss how the increasing ubiquity of Al-powered algorithms is likely to affect current
trends.
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The Report

Section One: The Effects of Emerging Technology on Minnesotans,
Especially Youth

Scientific consensus has been difficult to achieve as to whether emerging technology affects Americans
(and Minnesotans) positively or negatively on average, with studies on both sides of this debate.> Given
the complex heterogeneous nature of both technologies and individuals, afocus on the average aggregate
effect may be misplaced. There is clear evidence that the specific choices of many technology platforms
have caused harmful experiences for a substantial number of individuals, especially youth. Here we
summarize how certain specific design choices of some technology platforms have led to increased
harm versus benefit, with an eye toward informing policy solutions to define minimum standards of safe
platform design for Minnesotans.

Users report many specific categories of harmful and unwanted experiences. For each of the below categories of such
experiences, there is clear evidence of unacceptable prevalence, with a large number of users, especially youth, reporting
experiencing these harms. For each of these categories, we can also demonstrate causality, by pointing to evidence that
these harms are often exacerbated by “dark patterns,” which have been defined as the “design practices that trick or
manipulate users into making choices they would not otherwise have made and that may cause harm.”® These dark patterns
employed by technology companies exist in stark contrast to how the companies hold out and market their products to the
public, including their emphasis on user choice and empowerment. Youth are particularly vulnerable to such manipulation
as their brains crave social reward, and lack inhibition, per the American Psychological Association.” Greater integration of
Al into society is likely to further exacerbate these issues. This rising threat to Minnesota youth suggests that government
action is necessary. Not all technology products exhibit these same dark patterns, which proves that a better technological
future that still makes room for corporate innovation and profits is possible.

Alist of common unwanted harmful experiences reported by consumers is elaborated below. Notably, these are experiences
that Minnesotans themselves are reporting as unwanted and harmful, yet are experiencing nonetheless, due to rarely
understood and often undisclosed aspects of product design. To emphasize this point, each section begins with a quote
from a user, including many from Minnesotans who have filed complaints with the Attorney General’s Office. In many
cases, consumers have false beliefs about how their information is being used and how much control they have over their
experience. As a result, many consumers experience harm to their well-being, even as companies experience financial
benefit. Under such circumstances, there is clear precedent for the government to take action to prohibit design elements
that lead to false beliefs and undisclosed costs.®

Report on Emerging Technology and Its Effects on Youth Well-Being 7



Many Consumers, Especially Youth, are Experiencing Bullying and Harassment,
Facilitated by the Choices of Technology Platforms

“When I was 16/17, I faced harassment and bullying on Snapchat. I had blocked these

individuals and still faced harassment by them. They found ways to add me to group chats

and after blocking someone the chats were still available. This changed the way I approached

social media. I thought it was safe and instead I had it used against me. I deleted the app and

terminated my account, and encouraged others who had faced bullying on Snapchat to do

the same. To this day I refuse to get on any platform, (especially Snapchat), because I know

that the app will not protect those who face bullying. The tormentors will still have access

to you.”

- Quote from a complainant to the Minnesota Attorney General’s Office

In Meta’s own

internal surveys™

Among

Instagram users:

28.3%

reported witnessing

bullying and
harassmentin a
seven day period

8.1%

reported being
a target

Among teens
aged 13-15:

27.2%

reported witnessing

bullying

10.8%

reported being
a target

Online bullying is a primary societal concern, having been linked to numerous suicides® and
with many parents reporting it as a top concern®® Bullying and harassment is often not readily
perceptible by outsiders as, unfortunately, there are many ways for people to harass each
other online such as by reminding people of traumatizing events, revealing information that
a target does not want to be known, or using coded language. As such, to understand online
bullying and harassment it is helpful to survey users as to whether they feel they have been
targeted. Bullying is significantly more prevalent among youth, whose developing reward
systems are hyper-sensitive to social stimuli** which magnify the impact on their well-being.
In one study of 8th and 9th graders in Utah, 29 percent reported having been a target of online
bullying or harassment by friends or acquaintances.'? A Pew Survey including US teens ages
13-17 found that 46 percent reported experiencing cyberbullying.’® In Meta’s own internal
surveys, 28.3 percent of Instagram users reported witnessing bullying and harassment in
a seven day period, while 8.1 percent reported being a target. Among teens ages 13-15,
27.2 percent reported witnessing bullying and 10.8 percent reported being a target.*

There are two identified product design aspects of technology platforms that facilitate
cyberbullying. Online platforms provide the unique ability of anonymous strangers to contact
others at scale, without the accountability or manual steps that offline contact requires.
Between 40 and 50 percent of young victims of cyberbullying do not know their perpetrator’s
identity and popular applications that permit anonymous messaging allow perpetrators to
bully without revealing their identity to their victims.?® Platforms have developed policies to
enforce on such harassment, but those policies are often retroactive and require behaviors
to conform to narrow definitions of harm. Importantly, any such enforcement is aimed at
specific users and does not remedy any aspect of design leading or facilitating the harassment
in the first place.

In addition to facilitating scaled frictionless anonymous contact, the algorithmic incentives
of platforms also facilitate bullying. Bullying often happens within comment threads and the
Al-powered incentivization of comment thread participation has been experimentally shown
to increase experiences of bullying and harassment.” In contrast to simple engagement
optimization,®® platforms could incentivize signals of positive engagement from diverse
sources, which would instead amplify sources that are less likely to be reported for bullying.®

Office of the Minnesota Attorney General



Many Consumers are Having Experiences with Unwanted Disturbing, Graphic, and
Sexual Content, Often Recommended by Al Powered Algorithms

“When she was 13, she started cutting herself. When asked why, she said that girls on
Instagram talked about how it was exhilarating to cut yourself, so she did it

- Quote from a complainant to the Minnesota Attorney General’s Office

Seeing disturbing, graphic, or sexual content online is a relatively common experience with a majority of both adult?® and
youth?! populations reporting having had negative experiences with recommended content. Many of these experiences
are unintentional and occur as a result of Al-powered recommendation systems that optimize for engagement,? rather
than explicit user preference. In a study of Australian 16-17 year olds,” 72 percent reported being recommended content
that made them feel uncomfortable. In one study of 8th and 9th graders in Utah, 32 percent reported having seen images
of violence and 31 percent reported having seen sexual content.?

Internal platform studies confirm that unwanted experiences, across categories, are common. In one leaked report from
Meta,® more than 70 percent of Facebook users reported seeing something they wanted to see less of on a regular basis,
with 61 percent reporting that occurring multiple times per day and most reporting seeing such content within the first
five minutes of scrolling.

Such content can be particularly harmful to youth when it is sexual in nature or concerns sensitive topics such as eating
disorders or self-harm. According to a US study by Common Sense Media,?*® the average age of pornography exposure
online is age 12, with 15 percent reporting seeing pornography at age 10 or younger. 58 percent of youth said they came
across pornography online by accident. More than half of respondents said they viewed violent porn, which has been linked
across dozens of studies to an increased risk of sexual exploitation.?” Investigations by the Wall Street Journal have shown
how algorithmic recommendations can lead users to be served content relating to eating disorders® and the sexualization
of minors.?® Meta’s own BEEF survey showed that 6.7 percent of all Instagram users reported seeing self-harm content in
the last seven days, but for users ages 13-15, that number rose to 8.4 percent.?°

Internal and external studies show how the specific design choices of these platforms, whose algorithms are largely
optimized for engagement rather than user preference, facilitate unwanted experiences. Controls tend to be hidden
beneath layers of menus, such that they are rarely used,? and even when used, they often do not have the impact that
users expect.3? A Mozilla study on regretted YouTube experiences found that most unwanted content was surfaced by
recommendations® rather than from user choice. Recommendation algorithms are largely optimized for engagement,
which tends to be dominated by small groups of relatively abusive users.®* Product changes that reduce engagement
incentives have been shown to reduce exposure to unwanted content.®® The Integrity Institute, which is a coalition of
over 300 platform workers, has recommended limits on engagement based algorithms due to their propensity to amplify
harmful content.?

According to a US study by Common Sense Media ¢

12 15% 98% >50%

the average age reported seeing of youth said they came respondents said they
of pornography pornography at age across pornography viewed violent porn
exposure online 10 or younger online by accident
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Experiences of Envy and Upward Social Comparison are Common and Encouraged
by Technology Platform Dynamics

“My daughter is 17 and has struggled with mental health issues since she was about 13, when
she first started using Snapchat, Facebook and Instagram....She strives to be like the “girls on
Instagram” and has resorted to body shaming herself and extreme sexual behaviors because
that's what “the girls on Instagram do”.

- Quote from a complainant to the Minnesota Attorney General’s Office

Social comparison is a basic human process that has a long history of study in psychology.?” Upward social comparison
has been linked to increased feelings of threat and reduced psychological well-being.3® Many technology platforms have
been linked to experiences of upward social comparison, particularly among youth. In one study,* roughly half of teens
expressed a desire to be “influencers.” Yet, many “influencers” report unhealthy incentives to project more glamorous
images than their lives really are.®® A study by the Allianz Life Insurance Company of North America* found that 57 percent
of millennials reported spending more money than they had originally planned due to the influence of social media. The
same study found 61 percent of millennials reported feeling inadequate due to social media use and 55 percent reported
experiencing a fear of missing out.

Internal studies by platforms indicate similar patterns. In one internal study from Meta,** over half of teens report struggling
with FOMO (“fear-of-missing-out”) and the study concluded that “young people are acutely aware that Instagram can be
bad for their mental health, yet are compelled to spend time on the app for fear of missing out on cultural and social
trends.” Approximately 70 percent of teen girls reported seeing “too much” content that leads to negative appearance
comparisons. Other research has linked such comparisons to an increased risk of eating disorders.*

Platforms have done several tests that indicate that design choices of the platforms increase experiences of negative
social comparison. For example, based on the results of Instagram’s Project Daisy, where like counts were hidden for a
random sample of the population, the decision to provide comparative like counts leads to a 2 percent increase in negative
social comparisons.** Researchers at a Canadian children’s hospital found* that experimentally reducing social media use
significantly improved body image for teens and young adults. As detailed in the civil enforcement action the State brought
against Meta, Meta’s internal and external research allegedly both stated that allowing visual effects that mimic plastic
surgery were likely to have negative effects on well-being, especially for young women.*®

In one internal study from Meta,*?

over half of teens report struggling
with FOMO (“fear-of-missing-out”)
and the study concluded that “young people are
acutely aware that Instagram can be bad for their
mental health, yet are compelled to spend time on

the app for fear of missing out on cultural and social
trends.”

10 Office of the Minnesota Attorney General



Many Cases of Manipulation and Fraud Begin with Unwanted Contact from
Strangers, Facilitated by Loose Privacy Defaults and High Rate Limits, with
Especially Serious Consequences for Youth

“On more than one occasion, while I was a minor I had received sexually explicit photos from
men who added my account. I did not need to add them back to see the image they had sent
me. No minor should ever be subjected to this...until the company makes changes, more
minors will unfortunately get sent these unwanted pictures.”

- Quote from a complainant to the Minnesota Attorney General’s Office

Both parents and teens report serious concerns about the ability of strangers to
find and contact youth. There are many documented cases* of foreign individuals
targeting youth online, such that the FBI recently issued a public safety alert.*® In one
study of adolescents in Utah,* 26 percent reported getting involved in an unwanted
conversation and 17 percent reported a stranger trying to meet them. Generally,

In one study of

adolescents in Utah*®

(o) ) .
26 /o per a Common Sense Media report,* youth report the ability of strangers to contact
reported getting involved in them as having a negative effect. Once contacted, youth are particularly vulnerable
an unwanted conversation to being manipulated.>*

These trends are corroborated by internal research by technology platforms. Per

1 70/ internal research detailed in the Wall Street Journal,> one in eight users under the

o age of 16 said they experienced unwanted sexual advances on Instagram. These
reported a stranger trying unwanted messages are facilitated by relatively lax default privacy settings which
to meet them benefit companies by facilitating more social interactions. They are also facilitated

by the capabilities that platforms provide new untrusted users to contact numerous
strangers without the limits that exist in offline life,>® where such behavior would
have negative consequences. In contrast, having a history of trustworthiness plays
an important part in reducing risk across domains,* including in internal social
media research.>® Platforms have intermittently acknowledged this risk by removing
capabilities for untrusted users during times of stress, but such product changes are
often ad-hoc. A safer platform ecosystem would reduce the risk of untrusted actors
1 /8 contacting large numbers of strangers, requiring a positive explicit feedback history
(reputation) from a broad set of other users before allowing users to affect people
they do not already know.

Per internal research
detailed in the

Wall Street Journal52

users under the age of

16 said they experienced
unwanted sexual advances
on Instagram
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Technology Platforms Facilitate User Information and Images Being Misused by
Others, including that of Younger Users

“I started out following some family influencer pages. And I noticed that some parents are
exploiting their daughters, having these young girls pose in leotards and bikinis, and using

m

Instagram to get subscribers to pay for more ‘exclusive content

- Quote from a concerned parent in the New York Post®®

Recent press articles® based on investigations from Stanford University*® and the University of Massachusetts®® have
highlighted how technology platforms facilitate the unwanted sexualization of many users, including youth. Unfortunately,
some of these cases even involve the parents of those users who seek to monetize attention. In one study in Utah,%
six percent of 8th/9th graders reported having their photos used in an inappropriate way. In a Pew study,®* “others posting
things about you or pictures of you without asking permission” was one of the top complaints about Facebook (36 percent
strongly disliked). Numerous state attorneys general, including Minnesota’s, have recently written about the increased
urgency of these problems given the ubiquity of generative Al®? and there have already been reports of students using
generative Al to create fake nude photos using images of their classmates.®

In some cases, the sexualization of youth is a direct result of incentives that platforms encourage and foster through
facilitating monetary rewards for popular content creators. Without that monetary incentive, such content would not likely
be created. Access to content that can be misused is also often facilitated by a lack of privacy defaults and high rate limits
that allow untrusted actors to collect information from others, including youth, and misuse it, in order to create content
that others will want to consume.

Excessive Compulsive Use of Technology Displaces Beneficial Activities like Sleep
and In-person Socialization, Leading to Reduced Well-being

“I have two teenagers, one is diagnosed with ADHD, Depression and anxiety. We have Bark to
help monitor our kids usage but we only use it to shut off their phones or give them approved
more time. They constantly sneak passwords and figure out ways to bypass the system....I
feel they give no attention to their schoolwork or even care about it. I see their attention
spans have decreased. They cannot focus on a person talking to them.”

- Quote from a complainant to the Minnesota Attorney General’s Office

Many users, especially youth, report using technology more than they would ideally like, leading to negative consequences
in their life. For example, 55 percent of Minnesota college students in one study® report having an issue with excessive
computer/internet use and 47 percent report that this excessive use is affecting their academics. A 2022 Pew study found
that 36 percent of teens say they use too much social media and that 54 percent say that it is hard to give up.® In a study
of parents by Accountable Tech,® 23 percent reported that their kids were “addicted to the phone.”

Sleep, in particular, is widely reported to be affected by technology use. For instance, 46 percent of Minnesota college
students report getting adequate sleep on three or fewer days a week.®” Youth who report reduced days of adequate
sleep also report a reduced ability to manage stress. The American Academy of Sleep Medicine reports that 93 percent of

12 Office of the Minnesota Attorney General



Of Minnesota College Students...

55% 47% 46%

report having an report that excessive report getting adequate
issue with excessive computer/internet use is sleep on three or fewer
computer/internet use® affecting their academics® days a week®”

Gen Z admit to staying up past their bedtime due to social media.® In a Common Sense Media study, 59 percent of teens
use their phones between midnight and 5:00 a.m. on school nights, with a median usage of 20 minutes per night.®®
TikTok was specifically reported as being overstimulating, leading to difficulties in falling asleep. Per internal Meta research
detailed in the Attorney General’s recent lawsuit,”® “when social media use displaces sleep in adolescents, it is negatively
correlated to indicators of mental health.”

Design features of technology platforms, such as infinite scroll, excessive notifications and auto-play videos, facilitate
increased usage, beyond the desires of users. Per a former company executive’s statements,’”! these features were
designed intentionally to increase time spent through features that “give you a little dopamine hit every once in a while.”
Cognitive psychologists’? have tied features of smartphones and social media to dopamine reward systems. In a Common
Sense Media study, many youth report using tactics to increase the number of steps required to access content and reduce
interruptions due to notifications.” In a typical day, participants in a Common Sense Media study received a median of 237
notifications, with 5 percent (over 10) arriving at night.”* Instagram uses an array of push notifications that require users
to navigate complex settings in order to disable.” Many algorithms within technology platforms are designed to maximize
users’ time spent on the platform.” Based on experiences with these systems, one study found that 72 percent of teens
believe that tech companies manipulate users to spend more time on their devices.”

Algorithms Often Exhibit Bias, and the Integration of Increasingly Powerful Al into
More Algorithms is Likely to Accelerate This Trend

“Facial recognition systems are even more unreliable and racially biased than we feared”

- Rep. Bennie G. Thompson (D-Miss.), commenting on a federal study of facial recognition systems that
are being used increasingly by law enforcement.’”

Algorithmic systems reflect biases in training data, which is the data that is used to teach Al or machine learning algorithms
how to make proper decisions. For example, hiring algorithms that use data from recruiters learn the biases of those
recruiters.” Unfortunately, there is little visibility of training data being provided to those in society who are ultimately
affected by these algorithms. As a result of concern about this bias, many reports and laws have been written to address
potential discrimination from algorithmic systems in domains such as medicine,®® workplace hiring,®* government decision
making,®? insurance,® content moderation,®* and criminal justice decision making.® Biases typically disproportionately
affect minority and disadvantaged populations whose data is not adequately represented in training data. As Al systems
become more powerful, the temptation to integrate these systems into more domains will increase, magnifying the risk of
bias in an increasing number of settings. Technology companies cause these biases through the use of non-representative
training datasets® or mis-specified objective functions®” and so society has a role to play in overseeing such technological
decision making.
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Section Two: The Legislative Landscape

In this section, we provide more detail as to the many specific legislative efforts that are occurring
across jurisdictions, to inform what we can learn and how those learnings ladder up collectively to our
recommendations in the next section.

Social Media Regulation

International Models
International Legislation
The United States is far from the only nation now grappling with how to protect

its citizens from the harms of social media, with jurisdictions including the United
European Union Kingdom, the European Union, and Australia passing legislation imposing new
obligations on social media platforms. In the United Kingdom, the Online Safety
Act 2023 imposed multiple new duties of care, including required risk assessments
and reporting, onto online services to further the goal of identifying and removing
illegal or legal but harmful content.®® There are further requirements for services
that are “likely to be accessed by children” and for the largest platforms. Critics of
the Act maintain that “lawful but harmful” speech is too broad a category, one that
will effectively allow the government to censor legal speech, and are concerned that
some requirements will undermine users’ privacy.®

e Digital Services Act

e General Data Protection
Regulation

o Artificial Intelligence Act

United Kingdom
e Online Safety Act 2023
e Age Appropriate Design

Code 2020 In the European Union, the Digital Services Act has similar goals and methods to
regulate illegal content and disinformation. The Act requires technology platforms

Australia to disclose to regulators how their algorithms operate and provide transparent
e Open Safety Act 2021 standards for targeted advertising and content moderation.* Critics of the Act have

expressed concerns about users’ privacy protections and about the Act’s lack of
clarity, though many have heralded the Act’s focus on increasing transparency of
platforms’ decision-making.*

In Australia, the Online Safety Act 2021 introduced Basic Online Safety Expectations for technology platforms to minimize
bullying and other harmful content online, and strove to make it easier for users to submit and receive answers about
harmful content they see online.?> The Act further required technology platforms to develop new codes to scan for illegal
and harmful content, such as graphic sexual or violent imagery.

Broadly, we have yet to see a major impact as a result of these laws and regulators have expressed disappointment with
companies’ compliance to date.”® These laws generally defer specific implementation of improved technology design,
following more detailed rule making or risk reporting by companies. Given the uncertain impact of requiring companies
to self-report risks and the required administrative effort to process such reports, we suggest that the State of Minnesota
plainly direct the design requirements of companies within legislation.

Content Regulation in the U.S.

Within the United States, some states have adopted international precedents’ focus on moderation of harmful content.
However, these have thus far faced opposition and largely been unsuccessful in the face of First Amendment concerns.

In 2021, Florida passed State Bill 7072, which would prohibit platforms from banning any “journalistic enterprises”
operating in the state or candidates running for public office.® The law was challenged shortly after it was passed, and a
federal judge for the District Court of the Northern District of Florida granted a preliminary injunction halting the law from
going into effect.% The Eleventh Circuit Court of Appeals upheld the injunction in May 2022.%
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Texas passed a similar bill, Texas House Bill 20, in 2021, which prohibited social
media platforms from censoring content based on viewpoint and required platforms
to provide transparency reports about their content moderation policies.”” As in
Florida, the law was promptly challenged in court, and the federal district court
judge granted a preliminary injunction enjoining the law.®® The Fifth Circuit Court
of Appeals granted a stay of the injunction, allowing the law to take effect, and the
petitioners sought certiorari from the United States Supreme Court to reinstate the
injunction.” The Supreme Court vacated the appellate court’s stay, allowing the
injunction to remain in place.’® In response, the Fifth Circuit Court of Appeals ruled
that the regulated content did not constitute speech under the First Amendment,
thus creating a circuit split.2%

In response to this circuit split, the United States Supreme Court agreed to jointly
hear the cases relating to Florida and Texas’ laws. Moody v. NetChoice and NetChoice
v. Paxton will be heard together in oral argument on February 26, 2024.%

We hope that the Supreme Court’s decision in these cases will provide further
guidance on how to regulate harmful content online without running afoul of First
Amendment protections. Our prescribed policy choices focus on design choices,
rather than content moderation, which should mitigate potential litigation on First
Amendment challenges.

Social Media Bans

Only one state has considered a ban on social media. Montana became the first
state to ban TikTok!%, though a federal judge granted a preliminary injunction
enjoining the law in November 2023.1% It is likely that any law that bans access to
social media platforms, in part or in whole, will continue to face legal challenges
and First Amendment concerns.’®® Our recommendations do not advocate for
any state-wide bans on social media, and in instances where social media bans
might be appropriate (such as in schools), we suggest legislation that would allow
individual school districts to adopt locally-sensitive policies.

Social Media Reform Focusing on Minors

Congress has considered the unique harms to children online in recent years.
The Kids Online Safety Act (“KOSA”) is a bill introduced first in 2022 and again
in May 2023 with bipartisan and presidential support.’®® KOSA would apply to
online platforms that are likely to be used by minors, and would require platforms
to restrict access to minors’ personal data and provide parents with access to
supervision and control of minors’ privacy settings.??” Social media platforms would
also be required to provide information about targeting advertising practices and
prohibit advertising of age-restricted products (such as tobacco and gambling) to
minors. Critics of the bill have expressed concerns about censorship, and there has
already been disagreement about the type of content that would constitute harm
to children.'® For example, co-author of the bill Senator Marsha Blackburn (R-TN)
has suggested that the bill would be used to censor content about the LGBTQ+
community and critical race theory.'®

United States Legislation

Federal Legislation

¢ Kids Online Safety Act
(“KOSA”)

e Executive Order 14110,
on Safe, Secure, and
Trustworthy Development
and Use of Artificial
Intelligence

At least 25 states and

the District of Columbia

¢ introduced bills related to
Artificial Intelligence

California
e California Age Appropriate
Design Code

Connecticut
e S.3,2023 Gen. Assemb.
(Conn. 2023).

Delaware
e General data privacy act

Florida
e State Bill 7072

Montana
e TikTok Ban

New York

e Stop Addictive Feeds
Exploitation (SAFE) for Kids
Act

Texas
e Texas House Bill 20

Utah
e Social Media Regulation
Act
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The United Kingdom enacted the Age Appropriate Design Code in 2020, which requires online services likely to be accessed
by minors to make design choices in the “best interests” of children’s safety and privacy.!'° Online platforms are required to
set minors’ accounts with the strongest privacy setting options by default (and must not use dark patterns to nudge minors
towards lower-privacy settings), and to only collect data that is strictly necessary to deliver their product from minors.
Furthermore, online services cannot engage in location tracking of minors, present minors with targeted advertising or
curated algorithms, or disclose minors’ data to third parties absent compelling reasons to do so.!* Online platforms have
adapted to these new requirements. For example, on Instagram, adults may not send private messages to any minors
unless they are followers, and minors’ accounts are marked private by default. TikTok has stated that it will comply by not
sending push notifications to minors during evening and nighttime hours. YouTube now treats all videos designated as
“made for kids” with child-friendly features, such as disabling autoplay and targeted advertising.*

Building on the UK Age Appropriate Design Code, California passed a similar law in 2022. The California Age Appropriate
Design Code would put additional requirements on businesses that provide online services, products, or features likely
to be accessed by children, including configuring higher level default privacy settings as well as completing data impact
assessments.!'®* Before the law could take effect, NetChoice—a technology company trade association with members
that include Meta and TikTok—filed suit against the state alleging First Amendment violations and asking the court for a
preliminary injunction.’* The court granted the preliminary injunction, finding that the Age Appropriate Design Code does
regulate expression and speech in violation of the First Amendment.!*> The court also expressed concern that the Act might
cause greater harm by mandating increased collection of private data.!'® The State of California appealed to the Ninth
Circuit Court of Appeals in October 2023.1%7

Other states have enacted bills to protect minors’ data privacy. In 2023, Connecticut passed a law that, among broader
data privacy provisions, limited targeted advertising and geolocation data collection of minors’ data, and also required data
protection assessments of the heightened risks of minors’ data.''® Delaware’s general data privacy act also prohibits sites
from marketing specific products, including alcohol and tobacco, firearms, and body modifications, to children.'*® New York
is currently debating a similar bill that would prohibit sites from collecting, using, sharing, or selling minors’ personal data
for purposes of targeted advertising without consent.?°

States are also enacting legislation regulating children’s social media use and access. Utah passed the Social Media
Regulation Act in 2023, which would require parental consent from users under the age of 18 to create social media
accounts and require social media companies to restrict minor access to accounts from 10:30 p.m. to 6:30 a.m.*?! NetChoice
recently sued the State of Utah, alleging that the Act represented an “unconstitutional attempt to regulate both minors’
and adults’ access to—and ability to engage in—protected expression” in violation of the First Amendment.'?> New York is
considering a bill that would specifically regulate algorithmic feeds for minor users, and allow parents some control over
minors’ social media accounts. The Stop Addictive Feeds Exploitation (SAFE) for Kids Act, currently in committee, would
mandate a default chronological feed for minor users, and would allow parents to set limitations on total hours a day their
minor children could spend on online platforms.'? Platforms would also be prohibited from sending notifications to minors
during nighttime hours without parental consent. This statute attempts to address the addictive quality of algorithmic
feeds, particularly on minors’ still developing brains.*

In general, there are successes to be built on from these bills, in particular the UK Age Appropriate Design Code, which led
to notable broad protections for children. However, more remains to be done and the broad “duty of care,” which KOSA
and the California Age Appropriate Design Code share, has proven controversial and been subjected to legal challenge. A
more specific elaboration of the design changes that companies should undertake could lead to reduced opposition and
legal challenges. However, some laws recommend specific changes that may not be effective!?® and so we suggest a level
of specificity that constrains misuse and charges of vagueness, while also making room for the evolution of technological
contexts and solutions. By specifying principles around issues of privacy, engagement optimization, user empowerment,
minor identification, and including non-mandated opportunities, we aimed to strike the right level of balance between
specificity and flexibility within our recommendations.

16 Office of the Minnesota Attorney General



Privacy and Data Protection

Many jurisdictions have passed laws intended to protect consumers’ data online. The General Data Protection Regulation,!?
passed by the European Union in 2016, has served as a model both internationally and within the United States.!?” Several
states, beginning with California in 2018, have passed comprehensive data privacy bills that outline specific consumer
rights about their data, including the right to know what personal information a business collects about them, to whom
their personal information is sold, and the right to opt-out of these sales.’?® Other states have passed similar legislation,
and more, including Minnesota, have such bills under current consideration.? Our recommendation to mandate default
settings with greater privacy protection complements the consumer rights protected by these bills.

Al Specific Legislation

President Biden issued Executive Order 14110, on Safe, Secure, and Trustworthy Development and Use of Artificial
Intelligence, on October 30, 2023.1* This Executive Order directs 50 federal agencies to help “guide responsible Al
development and deployment” over eight policy goals, including safety and security, worker support, consumer protection,
and privacy. Public reports and other deliverables from federal agencies will be due throughout 2024.

The European Union has provisionally passed the Artificial Intelligence Act to regulate Al across a broad range of sectors.
The Act was proposed in 2021 and provisionally passed by the Council and Parliament in December 2023, and will take effect
progressively beginning in 2025. The EU Al Act features a risk-based approach with four defined risk categories, banning
those applications deemed to be an “unacceptable risk” (including facial recognition and other biometric identification and
social scoring), enforcing government evaluations for those deemed “high-risk” (including Al used in health, education, and
law enforcement), and instilling transparency requirements for “general purpose” and “limited risk” applications of Al.*3!

In 2023, lawmakers in at least 25 states and the District of Columbia introduced bills related to Al, and 18 states adopted
resolutions or enacted legislation.!32 Several states and municipalities in the U.S. have passed or introduced legislation about
the use of Al, citing civil rights concerns about its use. New York City Local Law 144, enacted in 2023, restricts employers
with a physical office in the city from using automated employment decision tools in hiring and promotion decisions
unless an independent third party has audited it, and further requires employers to publish a public report of their annual
audit and to notify candidates about their use of automated decision tools.?*®* New York is also considering the Digital
Fairness Act, which would expand the law to state agencies. California has introduced a bill to prohibit automated decision
tools that result in algorithmic discrimination on the basis of race, sex, disability, or other protected classifications.*** D.C.
introduced a similar bill in 2023, which would “prohibit users of algorithmic decision making from utilizing algorithmic
eligibility determination in a discriminatory manner,” as did New Jersey.'* In Colorado, a 2021 bill requires insurance
companies to document that their use of automated systems does not result in discrimination.%

Other states have also discussed legislation relating specifically to the use of visual Al. Michigan enacted a bill last year
requiring disclaimers of Al in political advertising. New York is considering a statute that would require the disclosure of Al
and “deepfake” technology in advertising and social media.’®” Pennsylvania introduced a bill that would criminalize some
categories of Al-generated sexual imagery, including content involving minors.3®

States have also evaluated laws concerning specific applications of Al. Arizona’s legislature passed a bill that would have
prohibited Al in voting machines, though it was ultimately vetoed by the governor. Last year, Georgia enacted a law that
regulates the use of Al and other assessment mechanisms in eye exams.

Finally, some states, including Texas, Hawaii, Connecticut, and Rhode Island, have passed legislation creating task forces
and councils to further study Al and make recommendations for state agency use.’ New lJersey’s governor issued a new
training requirement for state employees on responsible Al use.!4°

States have been grappling with legislation around Al in a number of ways, and we expect to see a greater variety of
legislation in the coming years. Our recommendations build upon the harms identified across laws by addressing the most
harmful current issues, such as the use of Al within engagement based algorithms and the use of generative Al for non-
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consensual sexual imagery. Many laws attempt to anticipate future risk. By mandating product experiment transparency
and measuring user experiences with Al, we are hopeful that our recommendations can help inform future laws while
respecting that we may not be in a place to fully anticipate future uses of Al technology nor its intended or unintended
consequences and harms.

Section Three: What Can We Learn From
Previous Legislative Efforts?

Given the widespread negative experiences reported above,
numerous jurisdictions have attempted to address the impact of
technology on society, with a focus on youth well-being. Below
we enumerate specific lessons that can be learned from those
efforts with an eye toward crafting improved legislation.

A Lack Of Specificity Can Lead to Legal Challenges, Implementation Difficulty, and
Opposition From Those Who Fear Misuse of Well-intentioned Efforts

Laws need to be clear that they cannot be legislating content due to constitutionality and section 230 concerns. California’s
Age Appropriate Design Code (“AADC”) was enjoined due, in part, to the fact that parts of the law could be read to apply
to content.® Vagueness in the California AADC’s “duty of care” language made it less clear whether the principle would
apply to experiences with content or solely to the design of platforms. This has enabled opponents of the law to more
successfully challenge its constitutionality.

The “duty of care” was intentionally designed to be flexible enough to encompass new technological developments.
However, this has also created space for politicians to potentially leverage the principle for unintended ends—such as
suggesting that LGBT content is “harmful” sexual content that a duty of care would mandate limiting exposure t0.*? This
threat has led to a loss of support among some who have historically worked toward advocating for a healthier online
environment.'*

Charges of “vagueness” regularly come up in response to any proposed law, including in Minnesota. In response to a
Minnesota bill introduced to prohibit algorithms targeting teens, Jeff Tollefson, the president of the Minnesota Technology
Association warned about the law being overly vague.'* He suggested it could be applied to retailers, not just social media
companies, stating “we do not believe that this overly broad and vague bill, coupled with the private right of action, is
the answer. We support the bill’s intent to keep children safe online, but House File 1503 in its current form creates more
questions than answers.” A recent Ohio law was also restrained by a judge who referred to aspects of it as “troublingly
vague.”'® Indeed, in anticipation of this report, industry lobbyists have already submitted concerns to the Minnesota
Attorney General’s Office about laws that they perceive to be overly vague.

Being Too Prescriptive About Solutions Can Have Unintended Negative
Consequences

Some laws use broader language in order to be able to adapt to future technologies,'*® as overly prescriptive laws
may become obsolete quickly as technology advances. Overly prescriptive laws can also have negative consequences.
For example, with algorithmic incentives for engagement having been identified as a problem, both advocates'” and
legislators have proposed the idea of imposing a chronological feed.*® However, recent experimental data'®® suggests that
chronological feeds may not be beneficial, as it incentivizes hyper-posting, which is often done by problematic actors.*°
New laws continue to propose the removal of algorithms,*! which may have similar effects. Algorithms may be beneficial
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or even essential in some settings, even as they create harm in others, such that the consequences of removal may be
unpredictable. Future laws should take care to be evidence-based and avoid prescribing overly narrow solutions that may
have negative externalities and that may not work well in various online settings.

Broad Reporting Requirements Have Not Had a Material Impact

Many legislative efforts, domestically and internationally, require platforms to write reports designed to bring transparency
to theriskinherent in their product design decisions. Since transparency requirements are often not specific, platforms have
generally been able to meet these requests readily without meaningfully changing their product design practices. Asking
if a product is harmful can always be met with a “no” if a platform does not look for harm in sensitive ways or if a platform
defines harm in a narrow way that conforms to their narrow community standard based definition of harm. Platforms are
also unlikely to be neutral arbiters as to the risks and harms inherent in their product design choices. For example, Europe’s
Digital Services Act mandates risk assessments without clear guidance as to how they should be conducted. Early results
suggest that these risk assessment reports are not meaningfully pushing companies to identify and mitigate risk, but rather
to describe existing efforts in ways that benefit the company narrative.’ Since regulatory bodies are often under-staffed
with regards to the research needed to turn general principles into specific rules, it seems unlikely that future iterations
of these reports will make a material impact on improving technology’s impact on society. Work is currently being done
to make the requirements for these reports more specific,’>* but expecting companies to identify risks themselves may
predictably continue to lead to disappointing results without more specific guidance from society.

Age Verification Needs to be Done in a Manner That Respects Privacy and Free
Expression Concerns

Legislators have been focused on a bipartisan desire to protect children, but the specific methods to identify who is or is
not in need of protection have led to concerns and opposition. Legislative language like “estimate the age of child users
with a reasonable level of certainty” in combination with vague definitions of harm, have led some to suggest that sites
will begin to check identification for news stories that contain any PG-13 level material (e.g., mentions of sexuality or
violence), even from sites like NPR or local news.** Advocates for freedom of information dislike this because children can
be restricted from relatively benign content that may relate to important societal or personal issues. They also suggest that
asking for identification will have a chilling effect on adults accessing information, as adults may not want to provide their
identity in connection with controversial material (e.g., pornography or information about a mental health condition they
don’t want to reveal that they have). The prospect of collecting more data from users, regardless of age, and storing it has
also led to opposition from many groups concerned about privacy.>®

Potential Constitutional Challenges Require the Inclusion of Alternative
Mechanisms to Enforcement

Recently, the California Age Appropriate Design Code was enjoined.®® While many disagree with the broadness of the
ruling, which could be read as invalidating almost any compelled design, transparency, or privacy law, the law is still
unsettled and it is currently unclear how broadly the Supreme Court will interpret the First Amendment rights of technology
companies. Some legal scholars have argued that product design is specifically covered by the First Amendment as a form
of expression,’” even as others disagree with that interpretation.’*®

Other legal decisions®*® suggest that some aspects of design governance are enforceable, while others are not. For example,
in one recent decision,® design mandates that require defendants to publish or recommend less third party content
were deemed violative of Section 230, as such recommendations are “indistinguishable from publishing.” In contrast,
numerous other design mandates were deemed subject to legislation without the same Section 230 and First Amendment
concerns.'! Still, the law is unsettled and a robust legislative strategy would include non-coercive ways to improve
technology’s impact on society.’®® Mandates are not the only way that regulators can encourage safer product design.
Governments can create best practices that they publicize and encourage private actors to adopt, similar to nutrition
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standards, which may inform consumer and advertiser choice. Governments can make consumers aware of the choices
they can make in relation to best practices. Governments can fund and incentivize research to improve and add to current
best practices. Finally, governments can measure outcomes in society, to help provide clear metrics reflecting the impacts
from emerging technologies, which private actors such as advertisers, investors and consumers can use to hold technology
companies accountable.

Opt-Out Policies Generally Have Not Been Effective

Several privacy laws have been passed that allow for users to opt-out of data collection practices of companies. Very
few people use many of these opt-out provisions,®® which mirrors the experience of platforms who have found similarly
low levels of usage of opt-out functionality. For example, when hiding like counts (Project Daisy) was implemented as an
opt-out, only 0.72 percent of users chose to hide like counts.'® It is established knowledge at companies that very few
people use any user control,’®® so the default settings are very important for driving behavior, whether the goal is profit
or preventing harm. Notably, a lack of usage does not mean that users do not want these protections, and simpler, more
accessible privacy options, such as Facebook’s Locked Profile feature, have proven popular where offered.®

Banning Social Media Platforms for Youth Has Both Pros and Cons

Several jurisdictions®” have responded to the challenges imposed by social media companies by imposing or proposing
bans. A social media ban would almost certainly reduce usage and therefore harm from emerging technologies to youth.
Per a University of Chicago study,®® many people use these products solely because their friends do as well and they would
actually prefer a world where nobody used such products, lending support to the idea of a ban.

However, experiences with technology platforms and social media are not heterogeneous.®® Any enforcement of a hard
age-gated ban is going to require collecting data on age, which will lead to privacy concerns and have a chilling effect for
adults who do not want to identify themselves when accessing certain apps or information.

Policies Relating to Content Have Been Ineffective, and Have Led to Both Opposition
Related to Potential Misuse and to Legal Challenges

Companies have spent billions of dollars on systems to moderate content that their policies deem inappropriate, hiring
many thousands of moderators, yet users continue to report negative experiences with platforms that negatively impact
their well-being, whether measured externally?’® or internally.?”* Even in cases where platforms have concentrated their
moderation efforts, such as in wars or elections,!’? issues have remained rampant.}”®* Meta whistleblower Arturo Bejar’s
recent testimony to Congress illustrated the limits of policies to address content, as certain negative experiences are
unlikely to ever be addressable by policies.'’* Platforms may never be able to detect, for example, the subtle ways that
partisans create hate and animosity. Efforts to make platforms less hateful by increasing enforcement of policies have led
to backlashes from both the right'’® and the left.1’®

Efforts to moderate content externally have led to similar issues. Opponents of the California Age Appropriate Design Code
have argued that it should be enjoined partially because it could be seen as regulating speech.”” Consequently, it must be
made clear that any proposed law is content agnostic, as this is important for surviving potential constitutional challenges.
Recent laws concerning ideological bias in content moderation'’® have been appealed to the Supreme Court on similar
First Amendment grounds and have earned widespread opposition. Even in other countries without First Amendment
protections, content-based governance proposals have led to opposition. For example, UNESCO guidelines regarding
content moderation have been regarded by some as “endorsing a state-led online content moderation framework that
could have a substantial and adverse impact on global democracy and civil liberties.”*”® What’s more, a recent Sri Lankan
law designed to protect against gender-based violence, has been opposed by civil society organizations that agree with
the goal of the bill, but worry deeply about potential misuse by the government in deciding what kinds of content are or
are not allowed.*®
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A Design Focus Has Been Impactful Both Within Companies and In Legislation

In contrast to content-based policies, focusing on design has been more impactful, both within companies and in legislation.
The “Break the Glass” measures that companies have often launched in response to outbreaks of violence, health crises, or
elections have often taken the form of changes to fundamental platform functionality, including things like limiting group
invitations!®! or changing algorithmic incentives away from certain kinds of engagement such as reshares.'®? Notably, the
UK’s version of the Age Appropriate Design Code, which shares a framework with the California Age Appropriate Design
Code, had its most successful impact in the realm of design.!® YouTube turned off default Autoplay for users under the
age of 18.1* Tiktok'®® and Instagram?®® removed the ability of strangers to contact teens by default. Critics of the Kids
Online Safety Act have been more amenable to design changes,*®” suggesting that a focus on design could lead to reduced
opposition.

Section Four: Policy Recommendations

The above section suggests that design focused legislation that

provides the right level of specificity could lead to legislation

that is both effective and that engenders reduced opposition. It

suggests that future legislation should mandate defaults, rather

than requiring “opt-in” choices. Rather than banning youth from

online platforms, legislation could empower families to protect

their children from manipulative design in ways that respect

privacy and do not chill expression. Our hope is that the below

recommendations provide design mandates that fit these criteria

with enough generality to apply to new, emerging technologies,

where we anticipate similar risks relating to privacy, engagement

optimization, and manipulation by small groups of motivated

users to arise, but also with enough specificity to reduce the

risk of misuse and legal challenges. Since even design focused

mandates could lead to legal challenges, we further recommend

a modular, fully severable law that also includes non-mandated

avenues toward improving technology impact.

Given our increasing knowledge of the harms experienced by users, the design choices that facilitate those harms, and
the legislative precedent that attempts to address those harms, we feel confident in making the below recommendations.
These recommendations leverage the USC Neely Center’s Design Code for Social Media, which is based upon internal
platform best practices as well as external research, and has the explicit support of numerous academics, technology
critics and former platform employees.® While we cannot say these steps will solve all issues, since none of them have

been done to their fullest extent, we can be confident that each step will make a material difference in identified harms,
especially with respect to youth.

Proposed legislation would be specific to the state of Minnesota such that IP addresses that are known to generally resolve
to Minnesota residents or people who reside in Minnesota would receive such protections. Such systems are accurate
enough such that large companies already use these systems to enforce location-based restrictions.'®® However, it is
possible to get around these systems through VPN technologies. We recommend specifically excluding anyone who does
not want to get the default Minnesota protections or who decides to use a VPN, which would protect those who want
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protection, which surveys indicate includes the majority of Americans and parents, but not require these protections for
those who do not want them. This would also help insulate proposed legislation from charges of impracticality, given that
IP based location predictions are already used to drive functionality changes in online products.

Our policy recommendations follow.

l. Ban “Dark Patterns” Within Platform Design
a. Ban Design Features (e.g. optimizing for time spent, infinite scroll, auto-play, aggressive
notifications) That Encourage Greater Usage for Children Beyond Their Explicit Desires. Offer All
Users Accessible Tools to Limit Their Platform Usage
b. Mandate Aggressive Privacy Defaults to Limit the Unwanted Sharing of Data and Images, Especially
for Sexual Content
c. Mandate Responsible Amplification through Limits on Engagement Based Optimization
d. Mandate Transparent, Sensible Rate Limits That Would Limit the Ability for Small Groups of Users
to Manipulate Others
Il Mandate Transparency of Product Experimentation That Can llluminate New Harmful Dark Patterns
Ill.  Mandate User and Parent Empowerment via Consumer-Friendly Device-Based Defaults
IV.  Track Technology Platform Specific Impact on User Experience
V. Mandate Interoperability to Encourage Consumer Choice
VI. Mandate Usage Limits and Education within Schools

I. Ban “Dark Patterns” Within Platform Design

Existing legal precedent requires platforms to design reasonably safe products and inform users of risks. Platforms also
have a duty to prevent third party harm via their products in cases where an entity itself creates the risk of harm and
demonstrates malfeasance, defined as being responsible for making a user’s position worse, which is distinct from a
“failure to act.” Dark patterns refer to the designs of user interfaces and algorithms in ways that benefit companies
at the expense of users, often in ways that are imperceptible to those users and manipulative, given that consumers
would make different choices with full information.’®® They often affirmatively increase or create risk, which can
be measured by experimental data from platforms themselves.®* While the Minnesota Attorney General’s Office
has the authority to address dark patterns already under existing authority to protect consumers from deceptive
and unfair practices, whether the below design choices would qualify is likely to be subject to litigation. Providing
clarity on what is or is not permissible within legislation would enable more certainty for technology businesses and
regulators, as well as streamline the Office’s enforcement efforts. Such certainty would also remove any incentive for
companies to compete for market share using manipulative design choices, putting all companies on a level playing
field.

Focusing on design and anchoring on users’ definitions of harm removes the ability of politicians to define what
is harmful for political reasons and mitigates constitutional conflicts. Previous research has shown that users have
wider definitions of harm for most policies than companies have,**? such that anchoring on user experience should
lead to more robust changes.

The Federal Trade Commission has been able to create meaningful change for children’s experiences of products by
focusing on design.’® It has broadly been able to address dark patterns relating to false beliefs, lack of disclosure
of material information, unauthorized costs, and design elements that obscure privacy choices.’® While a focus on
design still could lead to First Amendment challenges, at least some scholars believe that design-based approaches
are indeed constitutional.’ It will also provide a relatively broad level of user protection, given that similar design
changes have proven among the most effective changes that platforms can make.'®® The specific design features to
address are further enumerated below.
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a. Ban Design Features (e.g. optimizing for time spent, infinite scroll, auto-play, aggressive
notifications) That Encourage Greater Usage for Children Beyond Their Explicit Desires.
Offer All Users Accessible Tools to Limit Their Platform Usage

There are many design choices and default functionality that relate to revenue and usage maximization (e.g.,
time spent optimization, infinite scroll, auto-play, aggressive notifications, automated resubscription) rather
than to the explicit choices or experience of users. Legislation should require accessible user interfaces that
allow users to control features that incentivize greater usage. Examples of such features include optimizing for
time spent watching or consuming content, scrolling interfaces that auto-load more content, notifications that
are meant to drive users back to the product rather than inform them of important time sensitive information,
and automatically playing content rather than waiting for users to indicate that they want to consume more.
Aside from the examples provided above, legislation can lean on the extensive literature on revealed versus
stated preference!®” to adjudicate which new features really are honoring users’ explicit, stated desires to
use these products more. Governments have already restricted design patterns that make revenue from
subscriptions automatic and frictionless,'®® accepting that users often want to be asked explicitly before
choices are made that benefit companies at the expense of consumers. Legislation should make clear that
these same protections, requiring affirmative choice, should apply to design decisions that lead to ad revenue
at the expense of consumers’ time and attention.

This is especially important for children who are still developing their inhibition systems!®® and so are more
vulnerable to design features that target reward systems, so defaults should be especially conservative, turning
off these usage maximization features by default, when users are identified as minors (via device-based self-
identification as outlined later in our recommendations). Indeed, some teens report feeling that platforms
are manipulative?® and therefore create extra barriers for themselves?! to manage their usage. Many of the
important changes resulting from the UK’s Age Appropriate Design Code relate to user empowerment with
regards to managing usage. Given the volume of notifications that teens experience,?? it is important to set
standards so that app developers don’t engage in a “race to the bottom” by saturating youth, in particular, with
notifications that are not actually timely.

b. Mandate Aggressive Privacy Defaults to Limit the Unwanted Sharing of Data and Images,
Especially for Sexual Content

Businesses have an incentive to make information publicly accessible as content to other users, even when
users may have chosen otherwise. Users and their content should be presumed to be private, unless users
explicitly desire their content to be public. In situations where the expectation is ambiguous, platforms
should default visibility to private. Previous bills with “opt-out” privacy measures have had limited or unclear
consumer adoption.?®® Few users are willing to change their defaults. Users care about privacy?® but often do
not understand enough about their choices to provide consent,?* which is why it is important to anchor on
what users would expect, rather than what users are willing to change via settings. Since most users have been
onboarded without meaningfully adjusting their privacy settings, these defaults should be set retroactively for
all users who have not explicitly changed their privacy settings, not just for new users. As examples, features
that share location should always be off by default. Content that is posted should be presumed to be shared
only with contacts and friends, unless users have explicitly chosen otherwise. One-on-one activities (e.g.,
messaging a friend) should be only accessible to those participating in the activity. Users should not be publicly
discoverable unless they specifically choose to be.

The increasing ubiquity of Al requires specific legislative language to address future challenges that incorporate
private images that are sexual in nature. In particular, we are already seeing non-consensual sexual imagery as
a pervasive online issue that affects the online participation of women?® and that exploits children.?%’ Platform-
specific legislation can further protect against the misuse of images of minors or non-consenting adults, by
prohibiting the distribution of sexualized images (defined by context and not necessarily requiring nudity)
- N
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without affirmative consent. Al makes it easy to manufacture such imagery and as such, strong legislation that
prohibits the public distribution of sexually explicit content depicting individuals who do not explicitly provide
permission is needed given that anyone can now generate sexual imagery of anyone else. This will provide
an order of magnitude more protection as compared to the current system that requires the discovery and
reporting of such content, given the difficulty of that process and the harm that will have already occurred
when such content is distributed.

In addition, Al systems are likely to exacerbate privacy risk by making previously undiscoverable data about
individuals more readily accessible. Given that risk, legislation should reduce the risk of Al models that “leak”
consumer data?® by specifying specific kinds of data (facial data, biometric data, social media data) that Al
systems should not have access to, given the risk of leakage.

Mandate Responsible Amplification through Limits on Engagement Based Optimization

Many harms to consumers occur when engagement-based algorithms provide content that is engaging, but
that users do not explicitly want. Given the harms that are known in optimizing content for engagement, we
recommend banning optimizing important/sensitive content for engagement that is not explicitly related to
users’ stated preference, with an emphasis on content that users perceive to be “sensitive.” For example,
leaving a comment or spending time watching a video are not examples of explicit stated user preference,
since it is not uncommon for users to watch or comment on things they dislike. Comments or time spent have
no inherent preference valence. In contrast, a like, a love, or an explicitly positive comment all indicate an
explicit preference for that content, such that those signals would be allowed in optimization algorithms for
sensitive content. We would expect companies to develop novel user interfaces to elicit explicit preference
in response to this requirement (e.g. an “informative” reaction). Outside of the signals discussed here, the
extensive literature on revealed versus stated preference?® can help adjudicate when algorithms are indeed
optimizing for explicit stated preference.

To avoid constitutional issues with the government defining “sensitive,” companies should anchor on user
perceptions of areas where engagement optimization leads to worse user experiences. Any content that
depicts or is posted by minors would clearly qualify. To date, there is precedent that this would also encompass
discussions of health and politics,?° but we would anticipate other areas of importance to emerge as well,
such as discussions of crime, religion, sexuality, finance and other topics where trustworthy information is
critical. This will reduce bullying and harassment, given that heated discussions of such topics often lead to
such exchanges, and also reduce the risk of harmful, yet engaging content being recommended to users, often
against their wishes. It will also improve the incentives in the ecosystem given that influencers, publishers
and politicians have reported that their incentives are toward lower quality content due to engagement
based amplification.?! If definitions of “sensitive” prove problematic or difficult, we recommend banning
all engagement “revealed preference” based optimization in feed algorithms that are not related to explicit
stated user preference. This will increase, but not eliminate, the chances that these changes will be deemed
not to violate the First Amendment, as the mandate will cover conduct, not content.

In place of engagement based optimization, algorithms should prioritize content and actors that varied users
explicitly state a desire for. Prioritize means that these actors would get greater relative distribution. User
interface elements?!? should be created that allow users to easily and explicitly indicate content they do or do
not want, and platforms should be mandated to respect those users’ explicit preferences even if contradicted
by users’ engagement. Facebook’s “see more / see less” options?® are an example of asking for stated
preferences. Varied refers to a set of users who have minimally different behaviors and histories online. This is
meant as a low bar involving individuals who exhibit some degree of differential behavior, rather than requiring
universal trust, which would unnecessarily stifle dissent. The goal is to make information spaces more robust
to withstand manipulation by extremely narrow groups that may be seeking to manipulate others. Rather than
defining exactly how to define varied, we suggest mandating that platforms publish their definition of varied

and how they use that definition in their algorithms. Signals of diverse approval have proven useful across
]
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domains in identifying actors that can be trusted and that are perceived to be higher quality and less harmful
to other users?'® such that most any shift of public distribution towards the preferences of varied users is likely
to have ecosystem and quality benefits.

d. Mandate Transparent, Sensible Rate Limits That Would Limit the Ability for Small Groups of
Users to Manipulate Others

Rate limits are used to control the number of actions that a user may take in a specific period and are an
important tool used across domains to prevent abuse.?’® Limits can be made “hard,” preventing actions above
some limit, or “soft,” reducing the impact of actions taken beyond a particular limit. Platforms often set these
limits to relatively high numbers in order to inflate business metrics, allowing small groups of users that are
more likely to be abusive to take a disproportionate share of actions.?® Contrary to marketing that suggests
that social media democratizes voice,?'” a lack of reasonable rate limits often allows a small group of motivated
partisans to dominate a conversation.?®® To ensure that platforms live up to their marketing and reduce the
harms caused by these groups, we recommend mandating transparent, sensible rate limits for new, untrusted
users who access functionality that can be used to target or influence others. To remove ambiguity, legislation
should specifically include (but not limit itself to) functionality that allows people to view the accounts of
strangers, contact strangers, comment publicly, post publicly, share publicly, or invite others to participate in
groups or discussions. This would make sure that small groups of actors cannot manipulate engagement signals
nor use platforms to research or contact large numbers of strangers in order to affect vulnerable individuals,
who often are youth. Rate limits should be set in relation to what median users need (e.g. what limit includes
90 percent of user behavior), rather than based on business goals, and should only be lifted for trusted users
with demonstrated need. Platforms should be required to disclose their rate limits and how those limits
are sensible in relation to metrics of existing user behavior, as well as under what circumstances they lift
those limits for demonstrated need. They should also be required to show how views of content created are
distributed across percentiles of users, to illustrate whether their systems are or are not democratic in terms
of the voice provided to users.

II. Mandate Transparency of Product Experimentation That Can Illuminate New
Harmful Dark Patterns

Product experimentation results can allow society to get at causality, since experimentation is the scientific
community’s basis of adjudicating what a given product decision is causing to occur. Platforms have a legitimate
need to protect trade secrets, but legislation that specifies the indications of harm that are of interest (e.g., user-
defined experiences of harm, specific kinds of algorithmic bias, content that promotes widely accepted harms like
eating disorders) as well as the types of product decisions to be examined (e.g., recommendation optimization
function changes, Al training data inclusion, visible Ul changes) should bring enough specificity such that companies
can meet these requirements without revealing trade secrets. Such specificity can also ensure that they will be
unable to meet these requirements without meaningfully informing the public.?*® Platforms already run numerous
product experiments and have data and systems to understand experimental results, such that these requirements
should not be particularly onerous. To ensure that platforms do not stop collecting data on important experiences,
legislation should mandate the inclusion of specific metrics (e.g., reports of negative experiences, users’ indications
they want to “see less” content, views of content later deemed to be policy violating) that would be required to be
included.

Product experimentation is used widely in Al system development. Consequently, allowing society to understand
how different decisions about what data is or is not used in training Al models may or may not lead to algorithmic
bias will help society play a meaningful role in Al model development. Product experimentation is so ingrained in
technology development that it will also likely be used for any future emerging technology. As such, mandating
access to product experimentation data has the potential to mitigate a great deal of future emergent risk.
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III.

IV.

Mandate User and Parent Empowerment via Consumer-Friendly Device-Based
Defaults

Identifying youth who require more protections can be done in a privacy safe way, by designating specific devices
as belonging to minors, building on device OS provider functionality that identifies minors whose permissions
are adjustable via Google,?*® Microsoft,??! and Apple??? family accounts. Together, these providers account for the
vast majority of devices, whether mobile or desktop. These providers can be mandated to provide a “toggle” that
is accessible to applications that wish to know if the user of that device self-identifies as a minor. No identifying
information about a user needs to be provided nor does the user experience for non-designated devices need to
change.

Consumer-friendly defaults means setting the default settings for these devices according to parental preference,
rather than business preference. Defaults should cover any design choice that has been identified in this legislation
as needing a more protective option for children. Design based controls are likely to be less controversial than any
content level filter. Alternatively, if this proves unfeasible, it would be reasonable to set more restrictive design
defaults for all users, to enable maximal user empowerment. If legislation does solely focus on protecting identified
youth, options should also be provided to allow adults to opt-in to more restrictive design defaults and for youth who
share devices with adults to voluntarily self-identify as youth in order to receive more restrictive design defaults.

Content-based controls could be considered in legislation, but have both pros and cons, as it may be difficult to enforce
any restrictions in a manner that is acceptable to broad groups and that also does not trigger constitutional scrutiny.
Ideally, content-based controls should focus on restrictions that are less controversial (e.g., violence, pornography,
gambling) and have broader buy-in. One potential solution would be to mandate the ability to outsource parental
content controls to trusted sources, such that parents could choose to follow providers like Common Sense Media’s
recommendations. In that way, the government would be removed from any content level decision making. To
insulate design level changes from any potential legal challenges, we would recommend separating out design
mandates from any mandate that could be considered relating to content.

Track Technology Platform Specific Impact on User Experience

Mandates are not the only way that the government can facilitate a better technology ecosystem. User experience
measurement for specific platforms can facilitate cross-platform accountability by advertisers and consumers in a
way that is not reliant on top-down definitions of good or bad content. For example, USC’s Neely Center has been
replicating internal platform research??® on user experience, by surveying a representative sample of users as to their
positive and negative experiences across platforms.??* The results have been used by the press??® to hold technology
companies accountable for negative experiences and are being consumed internally by companies seeking to
improve the user experience of their products. Work on improving the user experience has been influential within
tech companies for tracking a much broader set of harms for youth.??® Recent Senate testimony??’ has highlighted
how the harmful experiences of users often do not conform to the metrics that companies report, which generally
focus on policy violating content. As such, we recommend that governments begin tracking the experiences of users,
especially youth, as to what positive and negative experiences they report in using specific emergent technology
platforms.

Such tracking can be especially helpful for mitigating harm due to the increasingly ubiquitous use of Al outside of
social media recommendation algorithms. In initial analyses, under 20 percent of people report using generative Al
systems,?® with most of them using it out of curiosity and few using them for companionship or mental health. But
as the public’s familiarity and access to generative Al systems grow, we should understand both positive and negative
experiences across platforms for these new technologies, to mitigate risks before they become widespread.
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V. Mandate Interoperability to Encourage Consumer Choice

Many consumers would prefer to leave platforms that engage in product design decisions they don’t like, but are
locked in by network effects,??° which refer to the need to use a service to access information from a user’s contacts,
even if a user may not want to use that service otherwise.?* Interoperability would remove that barrier and allow
platforms to compete on providing more value to consumers, rather than on locking in network effects. Laws could
mandate open APls, as exemplified by a recent New York bill,2*! that would allow users to continue to access data
from others in their network, even when they are not using a specific service. Such interoperability would enable
a more diverse ecosystem of online platforms. This approach has the support of numerous stakeholders, including
industry players like Block Party, academic groups such as Ethan Zuckerman'’s lab at UMass-Amherst,**2 and civil
society groups like New_Public, which curates a directory®® of smaller technology platforms seeking to create
prosocial spaces. These platforms will be more successful if the network effects of larger players, that lock people
into their services in order to access friend content, are able to be mitigated.

VI. Mandate Usage Limits and Education within Schools

One other potential avenue for legislation that does not necessarily involve mandates for technology platforms is
to address impact via students’ use of technology within the school system. A recent Florida law?** provides ideas

including:
o Education about the responsible use of social media and emerging technologies.
. Prohibiting the use of and access to services deemed unsafe during instructional time.
. Limiting the use of wireless communication devices during instructional time.

Notably, this bill does not mandate a specific policy, but rather mandates that individual school districts adopt
policies that achieve these goals with room for individual districts to enact locally sensitive policies. Note that any
such legislation should not replace avenues toward improving the design of technology platforms, but should be
additive to those efforts.

Section Five: Projected Impact on the Youth Mental Health Crisis in
a World of Al

In this section, we discuss the likely impact of proposed recommendations on the youth mental health
crisis, especially in a world of increasingly ubiquitous Al.

There is considerable consensus that youth, including youth in Minnesota, experience reduced well-being as compared
to earlier generations.?* We can also clearly see that the specific product design choices of companies are contributing to
reduced youth mental health for an unfortunately large number of our youth.

As such, our focus in our legislative policy recommendations is not on fixing
the entire youth mental health crisis, but instead fixing technology’s impact
upon key aspects of it. There is clear consensus that bullying, lack of sleep due
to overuse, upward social comparison, unwanted contact, privacy violations,
and the substitution of in-person interactions with online social interactions
have indeed led to reduced well-being for many technology users. There are
aspects of technology design that contribute to these experiences. The aim of
our recommendations is not to eliminate these experiences—a result which
may be beyond the reach of any legislation—but rather to eliminate known
design practices that encourage and promote negative experiences that the
majority of users would otherwise choose to avoid.
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To be clear, there will still be bullying online, but the same forces of accountability that operate offline will mitigate
online bullying and engagement-based applications will not amplify the messages of bullies. There may still be those
who exploit and sexualize the images of youth, and law enforcement and platforms should continue to address that issue
via enforcement. However, algorithms will no longer recommend or amplify such content such that the monetization
incentive will no longer be there to encourage such practices. Further, it will be harder for predators to research and
contact potential victims of bullying or exploitation, as most youth will not change their default privacy settings and rate
limits will make it hard for predators to engage in mass solicitation campaigns. Our proposed recommendations cannot
eliminate all online harms, as individuals who seek to engage in risky behaviors will still be able to do so in any free society.
However, we do hope to significantly change technology platform dynamics such that risky behaviors are subject to the
same mitigating forces as in the offline world. At the very least, it should not be more common to experience harm using
online platforms as compared to offline life. Unfortunately, that is not the world we live in today.

The Likely Impact of Al

With greater usage of Al technologies by malicious actors, we are likely to see the ability of small groups of individuals
to target and harm Minnesotans, especially youth, increase. As such, the proposed recommendations elaborated in this
report are even more important to make systems robust against scaled Al-enabled “attacks.”

The Minnesota Attorney General’s Office, along with other state attorneys general, has been seriously concerned about the
impact of Al on children,?® specifically identifying the risks of revealing private information and enabling “deepfakes” of
children’s voices and images, including in sexualized contexts. By explicitly limiting the kinds of information that Al models
ingest, the ability of malicious actors to access the information of minors via both rate limits and default privacy settings,
and the ability to distribute and monetize this content through proactive limits on the distribution of non-consensual
sexualized content, we are hopeful that the proposed recommendations would limit the systemic risk posed by current
technology platforms. Such proactive risk limitation would complement existing laws that already make such content
illegal.?®”

Generally, the harms that concern society about Al mirror the concerns we have had for other technologies, including social
media. We worry that malicious actors will misuse the power of these technologies to harm others and setting reasonable
limits on the accessibility of others (via privacy defaults) should mitigate some of these risks. We worry that we will not
understand the decisions that companies make and that algorithms will make indecipherable and unfair choices. Hopefully
by mandating transparency of how Al training decisions experimentally affect outputs, we will gain the understanding
necessary to mitigate such risk. And by tracking user experiences with these novel technologies, we will have the tools to
develop new legislation as new negative experiences facilitated by these technologies arise.
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Conclusion and Next Steps

This report owes a great deal to the hundreds of researchers, technologists and lawmakers who have worked to
improve technology’s impact on society and especially our youth. It is a goal that is shared among the vast majority
of society, including those working at technology companies and it is our hope that this report can represent yet
another step forward in this work, by synthesizing previous efforts and proposing a path forward for Minnesotans
and potentially for other jurisdictions who may be experiencing similar issues. We look forward to continuing to work
with all interested parties on legislation that builds upon the recommendations laid out herein.
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