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DISCLAIMER

This Guide is designed to alert businesses to legal issues related to privacy
and data security. It is intended as a guide and not as a definitive source
to answer your legal and business questions. It should not be relied upon
for specific legal advice. Legal and other professional counsel should be
consulted. Lathrop GPM and the Minnesota Department of Employment
and Economic Development, Small Business Assistance Office cannot
and do not assume responsibility for decisions made based upon the
information contained herein.
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INTRODUCTION

Facial recognition technology, drones the size of a butterfly, secure
microchips replacing magnetic stripes on credit cards, sensors the size of
a grain of sand swallowed by patients that transmit data directly to the
physicians, autonomous cars, “Big Data,” the ‘Internet of Things”, artificial
intelligence, blockchain technology — all of these are already pushing
the limits of privacy advocates, regulators, consumers, lawyers, and the
businesses adopting these new technologies. Further, in the aftermath of
the reveal of the Cambridge Analytica scandal and Facebook’s data sharing
practices, more Americans are thinking about privacy and data protection
than ever before.

COVID-19 led to the need for widespread testing and tracing to allow
for appropriate public health measures. This testing and other health
monitoring efforts has resulted in the collection of massive amounts of
personal data. While public health and safety concerns are paramount,
these actions raise numerous privacy issues.

Data privacy laws, like the GDPR and HIPAA, have exceptions applicable
in @ pandemic that may allow processing of personal data. At the same
time, these laws still make it clear that this data should be protected and
comply with the general principles of purpose limitation, transparency,
security and confidentiality, and accountability.

COVID-19 also raised multiple privacy issues in the workplace as

businesses were forced to navigate balancing privacy rights of the
individual employee with the health and safety of other employees.

vii



In 1890, Samuel Warren and Louis Brandeis wrote in their seminal
Harvard law review article entitled “The Right to Privacy” that privacy is
the “right to be left alone.” Widely regarded as the first publication in the
United States to advocate for a legal right to privacy, this article has been
the inspiration for many American jurists considering the legal right to
privacy. Brandeis and Warren wrote this article in response to the then
new intrusive technology known as photography and the sensational and
scandalous articles being written by journalists. [4 Harvard L. Rev. 193
(Dec. 15, 1890)].

In 2012, Supreme Court Justice Sotomayor wrote in her opinion in
United States v. Jones 132 S. Ct 945,957 (2012),“[I]lt may be necessary to
reconsider the premise that an individual has no reasonable expectation
of privacy in information voluntarily disclosed to third parties. This
approach isill suited to the digital age, in which people reveal a great deal
of information about themselves to third parties in the course of carrying
out mundane tasks...”

This was followed by a unanimous Supreme Court ruling in 2014 that
police must obtain a warrant to search the vast amount of information on
a suspect’s cellphone. In the opinion, Chief Justice John Robert states that
cellphones “are now such a pervasive and insistent part of daily life that
the proverbial visitor from Mars might conclude they were an important
feature of human anatomy.” Riley v. California 134 S. Ct. 2473 (2014).

On May 16, 2016, the United States Supreme Court issued an opinion
in the case of Spokeo v. Robins, 136 S. Ct. 1540 (2016), a case that may
have a significant impact on privacy litigation. The question at issue was
whetheror nota person who has had their personal information disclosed
online, with no further harm, has a right to sue. The Ninth Circuit Court
of Appeals had held that no injury beyond the disclosure of personal
information was necessary. The Supreme Court, however, vacated this
decision, noting that the court had failed to consider whether such a
harm was “concrete” as required to bring suit. The Court remanded the
case for further consideration of this issue of harm. On August 15, 2017,
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the U.S. Court of Appeals for the Ninth Circuit held that the plaintiff’s
alleged injuries were sufficiently concrete to allow the suit to continue.
Spokeo will be looked at closely as plaintiff lawyers allege harm in their
privacy related complaints.

So how far have we come from a time when cameras alone were seen
as intrusive to the current concerns of privacy advocates over iPhone
encryption, drones and facial recognition technology?

Minnesota businesses of all sizes collect, store, and share personal
information about individuals. While new technology and access to
information allows for greater innovation and delivery of products and
services, it also creates a challenge. How does a business optimize the
information available and remain in compliance with the evolving and
ever-changing legal landscape? How does a business not compromise
consumer privacy as more and more information is shared and collected?
What about privacy rights of employees and prospective employees?

The scope and type of personal data collected by businesses continues
to grow, as does the ease of gathering and storing the data. A small
thumb drive containing all of a business’ trade secrets and employee
information can be easily removed and transported in a person’s pocket.
New technology allows for the tracking of consumer preferences and
information, including their exact location, making it possible to do real-
time targeted marketing.

The aggregation of consumer data by data brokers is increasingly being
monetized and used by businesses as even more detailed information
about consumers becomes available. Big data is viewed as both a savior
in medical research and a menace to privacy. The so-called “Internet of
Things” allows for household appliances and cars to collect and share
personal consumer data like never before.



High profile data breach incidents such as those experienced by Target,
Yahoo, and other organizations, as well as the massive data breach
experienced by Equifax, exemplify the need for businesses to take a
serious look at data privacy and security issues and how they fit within
their business operations. Potential breaches are not simply the result of
lax computer systems and poor data security. A business can be just as
liable for a data breach by leaving job applications in a public dumpster or
mailing medical information to the wrong patient due to a printing error.

While it is impossible for a business to become an expert in all of the laws
related to data privacy and security, it is our hope that this Guide will at
least provide a basic understanding of the wide variety of laws and how
those laws may impact your business.

This Guide was prepared for Minnesota-based businesses. Data,
however, crosses state and national borders, and thanks to the Internet,
most businesses have now become global. It is no longer safe to just
consider Minnesota and U.S. laws and federal regulations when it comes
to data privacy and security. For this reason, we have included some
basic information on data privacy laws outside of the United States.

New Developments. We were just getting used to compliance with the
European data privacy law known as the GDPR when, on June 28, 2018,
Governor Jerry Brown signed into law the California Consumer Privacy
Act (CCPA). The CCPA became effective January 1, 2020.

Final regulations for the CCPA were approved and enforcement by
California’s Attorney General commenced July 1, 2020. The first of its
kind private right of action and statutory damages allowed in the CCPA
has resulted in numerous class action lawsuits and other CCPA related
litigation.

Businesses should perform data mapping to find out what personal
information they collect on California residents and for what purposes,
revise their website privacy policies, implement data security safeguards,



review vendor agreements, create new procedures to respond
to consumer requests for access to or deletion of data, purchase
cybersecurity insurance, and take other activities necessary to comply
with the CCPA.On November 3, 2020 California voters passed the
California Privacy Rights Act (CPRA). The CPRA expands the CCPA and
creates a new and well-funded enforcement agency.

California also became the first state to specifically regulate the security
of connective devices, which are commonly referred to as internet of
things (“loT”) devices. The new law, known as SB-327, mandates that
manufacturers that sell or offer to sell a connected device in California
equip the device with reasonable security features as quantified in the
law. SB-327 also became effective January 1, 2020.

Minnesota and other states have been considering laws similar to the
CCPA. Proposed Minnesota legislation is included in this Guide.

Virginia and Colorado followed California in passing new data privacy laws
in 2021. Other states, including Minnesota, have legislative initiatives
underway similar in scope to the CCPA.

Federal privacy legislation has been stalled in committees. Given this
lack of federal movement, the prospect of a fragmented state-driven
privacy regulatory landscape in the U.S. seems more likely than ever.
Businesses should focus on ensuring that they are prepared for 2023,
when the CPRA, the Virginia Consumer Data Protection Act (CDPA), and
the Colorado Privacy Act (CPA) all come into effect. During this current
period of uncertainty businesses should also focus on the concepts
that are consistent across most of the federal and state privacy bills/
laws (e.g., data minimization, data subject rights, consent for sensitive
data, etc.). Focusing on these general concepts and remaining flexible
will allow for businesses to more quickly adapt and comply with future
privacy laws.

Xi



At the end of this Guide, we offer best practices and a list of sources and
references for further information on these issues. In this version we have
also added a Privacy Law Timeline.

We welcome your comments on this Guide and any suggestions you
might have for data privacy and security issues to cover in future editions.

Finally, | would like to thank Jesse Berg and Caitlin Gehlen at Lathrop GPM
for their support in preparing this version of A Legal Guide To Privacy and
Data Security.

Michael R. Cohen, CIPP/US, CIPP/E, CIPM, FIP, PLS

Lathrop GPM
2022
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LEGAL BASIS FOR A RIGHT TO PRIVACY

Sources of privacy law include constitutional law, tort law, contract law,
federal and state laws and regulations, and foreign laws.

Constitutional. There is no explicit reference to privacy as a right in the
United States Constitution. The Supreme Court of the United States has,
however, held in several cases that there exists a right to privacy or at
least a “reasonable expectation of privacy” as implied in the First, Third,
Fourth, Ninth, and Fourteenth amendments. [See Olmstead v. United
States, 277 U.S. 438 (1928), Katz v. United States, 389 U.S. 347 (1967),
Griswold v. Connecticut, 381 U.S. 479 (1965), Roe v. Wade, 410 U.S. 113
(1973), Whalen v. Roe, 429 U.S. 589 (1977)].

In United States v. Jones, 132 S. Ct. 945 (2012), the installation of a GPS
device by law enforcement in a car without a warrant was found to
constitute a search under the Fourth Amendment because it represented
a trespass on a person’s property. In concurring opinions, it was noted
that the use of long term surveillance violates a “reasonable expectation
of privacy.” This was followed by Riley v. California, 573 U.S. (2014),
where the Supreme Court ruled that the contents of mobile devices are
protected by the Fourth Amendment’s warrant requirement.

The Supreme Court issued its landmark privacy decision in Carpenter v.
United States, 138 S. Ct. 2206 (2018) ruling that the government must get
a warrant before accessing a person’s sensitive cellphone location data.

There are now explicit data privacy provisions in the constitutions of at
least ten states, including Alaska, Arizona, California, Florida, Hawaii,
[llinois, Louisiana, Montana, South Carolina, and Washington.



There is no explicit data privacy provision in the Minnesota State
Constitution.

Tort law. The tort of invasion of privacy has been identified and described
in the Restatement (Second) of Torts § 652 (1977) (“Restatement”) and
includes: 1) intrusion upon seclusion; 2) public disclosure of private facts;
3) appropriation of name or likeness; and 4) publicly placing a person in
false light. Other torts and causes of action related to privacy may include
defamation, assault and battery, trespass, breach of confidentiality,
intentional inflicion of emotional distress, negligence, and right of
publicity.

In a Minnesota case, Lake v. Wal-Mart Stores, Inc. 582 N.W.2d 231 (Minn.
Sup. Ct. 1998), the Minnesota Supreme Court recognized a right to
privacy in Minnesota, and adopted the Restatement definitions for three
of the Restatement torts - intrusion upon seclusion, appropriation, and
publication of private facts. [See also Bodah v. Lakeville Motor Express,
Inc., 663 N.W.2d 550 (Minn. 2003) and the common law of privacy later
in this Guide].

Contracts. Confidentiality agreements and related contracts may have
specific provisions restricting the right to use or disclose information and
are generally governed by state law. Terms of Use and Privacy Policies
that appear on websites may also be enforceable. Business Associate
agreements may be required under the Health Insurance Portability
and Accountability Act (“HIPAA”). See discussion of Business Associate
agreements later in this Guide. Commercial agreements now also include
provisions on handling personal information and data security. Social
media platforms such as Facebook have terms of use and privacy policies
that include provisions regarding the sharing of personal information.
[See Lathrop GPM and Minnesota Department of Employment and
Economic Development publication A Legal Guide To the Use of Social
Media in the Workplace July 2013].



https://mn.gov/deed/assets/a-legal-guide-to-the-use-of-social-media-in-the-workplace_ACC_tcm1045-133709.pdf
https://mn.gov/deed/assets/a-legal-guide-to-the-use-of-social-media-in-the-workplace_ACC_tcm1045-133709.pdf

FEDERAL LAWS GOVERNING DATA PRIVACY AND
SECURITY

HIPAA, COPPA, CAN-SPAM, ECPA, GLBA, TCPA, FCRA, FACTA,
CFAA....

Welcome to federal data privacy law and the world of
acronyms.

There is no single federal law governing data privacy and security in
the United States. There are, however, many different requirements for
implementing data security procedures or protecting personal data that
can be found in a host of federal laws.

Most of the federal laws that cover data privacy and security obligations
for businesses are specific to certain industries and types of information
such as:

Financial information. The Gramm-Leach-Bliley Act (GLBA), Fair Credit
Reporting Act (FCRA), and Fair and Accurate Act Credit Transactions Act
(FACTA)

Healthcare and medical information. The Health Insurance Portability
and Accountability Act (HIPAA)

Other federal laws cover specific activities that may use personal
information such as:

Telemarketing (including text messages used for marketing purposes).
The Telephone Consumer Protection Act (TCPA)



Commercial email. The Controlling the Assault of Non-Solicited
Pornography and Marketing Act (CAN-SPAM)

The online collection, use, and disclosure of information from children.
The Children’s Online Privacy Protection Act (COPPA)

Other key federal laws that are discussed in this section of the Guide
include the Telemarketing and Consumer Fraud and Abuse Prevention
Act, Deceptive Mail Prevention and Enforcement Act, Junk Fax Prevention
Act, the Electronic Communications Privacy Act (ECPA), Computer Fraud
and Abuse Act (CFAA), Driver’s Privacy Protection Act, (DPPA), Video
Privacy Protection Act (VPPA), and other “safeguard” regulations imposed
by the Federal Trade Commission Act as necessary to regulate unfair
and deceptive trade practices.

At the end of this section we have listed some other federal laws that
govern privacy rights but that may be more focused on government
obligations and not the private sector.

The absence of a single comprehensive federal data privacy and security
law in the United States forces a business to become familiar with a
variety of federal and state laws that may impact their operations.

Use and Disclosure of Financial Information

Gramm-Leach-Bliley Act (GLBA)

Among other things, the Gramm-Leach-Bliley Act (GLBA) regulates
the collection, use, protection, and disclosure of nonpublic personal
information by financial institutions. With respect to banks and credit
unions, the Consumer Financial Protection Bureau (CFPB), the Office
of the Comptroller of Currency (OCC), the Federal Deposit Insurance
Corporation (FDIC), and the National Credit Union Administration (NCUA)
are the primary regulators and enforcers of the GLBA. The Federal Trade
Commission (FTC) is the primary enforcer of the GLBA for all financial
institutions other than those banking entities.



The definition of “financial institution” is quite broad and includes
businesses that are significantly engaged in providing financial products
or services, such as check-cashing businesses, mortgage or nonbank
lenders, loan brokers, financial and investment advisors, real estate
service providers, insurance, debt collectors, and businesses providing
retail financing to consumers. A Minnesota business can also be covered
under these laws if they collect and maintain financial information
for companies that fall directly under these laws. Service providers to
financial institutions are subject to examination by the regulators and
will generally be expected to contractually agree to comply with the
GLBA requirements.

Purpose. The purpose of the GLBA is to restrict the sharing of
customers’ financial information by requiring financial institutions to give
customers notice of their privacy practices, providing a right of a consumer
to opt-out of certain types of sharing, and requiring financial institutions to
implement appropriate safeguards to protect their customers’ “nonpublic
personal information.”

Definition of Nonpublic Personal Information. The privacy provisions
of the GLBA apply only to “personally identifiable financial information.”
15 U.S.C. § 6809(4). “Personally identifiable financial information”
means any information: (i) that a consumer provides to obtain a financial
product or service; (i) about a consumer resulting from any transaction
involving a financial product or service; or (iii) obtained about a
consumer in connection with providing a financial product or service to
the consumer.

Sharing of Information with Affiliated Companies. The GLBA does
not restrict the sharing of nonpublic personal information with affiliates
although it does require disclosures regarding affiliate-sharing practices.
The Fair Credit Reporting Act (FCRA) does limit the sharing of certain
financial information with affiliates for marketing purposes and requires
that consumers be given notice of the affiliate sharing and the right to
opt-out. 15 U.S.C. § 1681s-3.



Sharing of Information with Third Parties. Nonpublic personal
information can be shared with nonaffiliated companies only if: (i) the
individual is first given a right to opt-out of the sharing and does not do so;
(i) the consumer consents to the sharing; or (iii) the sharing falls within
an exception that permits sharing without consent or right to opt-out. 15
U.S.C. § 6802(b). The exceptions to the requirement of providing a right
to opt-out address a number of otherwise normal business activities
and legal requirements such as responding to subpoenas, or delivering
the information to service providers or consumer reporting agencies.
A financial institution will generally be required to have a contract in
place with the third party that requires the third party to maintain the
information as confidential.

Restrictions. Financial Institutions cannot disclose account numbers
or credit card numbers for direct mail marketing, telemarketing or other
electronic marketing purposes. 15 U.S.C. § 6802(d).

Privacy Notices. Financial institutions must provide a written notice to
customers of their privacy policies. 15 U.S.C. § 6803(a).

Security. Financial institutions must develop, implement, and maintain
a comprehensive information security program. 16 C.F.R. § 314.3(a).

Preemption. The GLBA does not preempt state laws that may provide
greater privacy protection to consumers. 15 U.S.C. § 6807(b).

GLBA Privacy and Safeguards Rules. The GLBA regulations consist of
a “Privacy Rule” (requiring disclosure to consumers about the use and
dissemination of their nonpublic personal financial information) and
a “Safeguards Rule” (requiring safeguarding any financial information
obtained from an individual that is not publicly available). Subject
to certain exceptions, financial institutions are also prohibited from
disclosing any “nonpublic personal information” to unrelated third
parties without first giving customers the ability to opt-out of the sharing.



Consumer Distinguished from Customer. Nonpublic personal
information under GLBA is any “personally identifiable financial
information” that is not publicly available and is capable of personally
identifying a consumer or customer. A consumer is anyone who has
obtained a financial product or service but does not necessarily have an
ongoing relationship with the financial institution and a customer is a
person with an ongoing relationship with the financial institution.

GLBA Requirements. The GLBA requires the financial institution to: 1)
notify its customers about its information-sharing practices and provide
customers with a right to opt out if they do not want their information
shared with certain unaffiliated third parties (GLBA Financial Privacy
Rule); 2) implement a risk - based written security program to protect
nonpublic personal information from unauthorized disclosure (GLBA
Safeguards Rule); and 3) provide notice of its information sharing to
consumers in some situations.

GLBA Notice and Disclosure Requirements. A customer is entitled
to receive the financial institution’s privacy notice both when the
relationship is created and annually thereafter. After the initial disclosure,
the rule generally requires that an annual privacy notice be provided
to a customer. The rule provides an alternate means of complying with
the annual disclosure requirement if the financial institution does not
share a customer’s nonpublic personal information with nonaffiliated
third parties, or with affiliates for marketing purposes, and the content
of the privacy disclosure has not changed since the last privacy notice. If
a financial institution qualifies to use the alternate annual notice, it need
only annually disclose that a privacy notice is available on the financial
institution’s website and will be mailed at no cost to the customer.
The privacy notice itself must be a clear, conspicuous, and accurate
statement of the financial institution’s privacy practices. It must state:
1) the categories of information that the financial institution collects
and discloses; 2) the categor