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Appendix A: What Follows is the Roseau Police Department Body Camera Policy as presented to
Rampart Defense LLC for compliance auditing check. After that Policy you will find our audit overview
and recommendations.
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Audit Overview and Recommendations

Dear Roseau City Council and Chief Anderson:

We have audited the body-worn camera (BWC) program of the Roseau Police Department (RPD) for the
two-year period ended 3/31/2021. Minnesota Statute §13.825 mandates that any law enforcement
agency operating a portable recording system (PRS)1 program obtain an independent, biennial audit of
its program. This program and its associated data are the responsibility of the Roseau Police
Department. Our responsibility is to express an opinion on the operations of this program based on our
audit.
On April 22, 2021, Rampart Defense LLC (Rampart) met with Sgt. Jeff Klein, who provided information
about RPD’s BWC program policies, procedures and operations. As part of the audit, Rampart also
conducted a sampling of BWC data to verify RPD’s recordkeeping.
The purpose of this report is to provide an overview of this audit, and to provide recommendations to
improve the RPD BWC program and enhance compliance with statutory requirements.

RPD BWC Program Implementation and Authorization
Effective August 1, 2016, Minnesota Statute §626.8473 Subd. 2 requires that:
A local law enforcement agency must provide an opportunity for public comment before it
purchases or implements a portable recording system. At a minimum, the agency must accept
public comments submitted electronically or by mail, and the governing body with jurisdiction
over the budget of the law enforcement agency must provide an opportunity for public
comment at a regularly-scheduled meeting.
In addition, §626.8473 Subd. 3(a) requires that the law enforcement agency establish and enforce a
written policy governing the use of its portable recording system, and states “[t]he written policy must
be posted on the agency’s Web site, if the agency has a Web site.”
Sgt. Klein advised us that RPD implemented its body-worn camera program in 2016, prior to the
effective date of Minnesota Statute §13.825, which was enacted by the state legislature in 2016.
Minnesota Statute §626.8473 establishes requirements for any law enforcement agency implementing a
BWC program, including the following:
•

The agency must provide an opportunity for public comment prior to purchasing or
implementing a BWC program. The agency must, at a minimum, accept public comments
submitted electronically or by mail. In addition, the governing body with jurisdiction over the

1

It should be noted that Minnesota statute uses the broader term “portable recording system” (PRS), which
includes body-worn cameras. Because body-worn cameras are the only type of portable recording system
employed by RPD, these terms may be used interchangeably in this report.
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•
•
•

agency’s budget must provide an opportunity for public comment at a regularly scheduled
meeting.
The chief officer of any state or local agency that uses or proposes to use a BWC must establish
and enforce a written policy governing its use.
In developing and adopting the policy, the agency must provide for public comment and input in
the same manner as noted above.
The policy must be posted on the agency’s Website, if the agency has a Website.

Sgt. Klein was unable to locate documentation showing that the public notification, comment and
meeting requirements had been satisfied either before or after the adoption of §13.825, and indicated
that he believed these requirements had not been met. In addition, there was no link to the Roseau
Police Department’s written BWC policy at the time of our audit. Because Minnesota Statute §626.8473
does not contain language grandfathering existing BWC programs, Rampart strongly recommended RPD
suspend use of its BWC program until those requirements could be satisfied.
Prior to the issuance of this report, Sgt. Klein submitted documentation to Rampart showing that RPD
had posted a public notice soliciting comments about its BWC program and policy, and that the Roseau
City Council had provided an opportunity for public comment at its regularly scheduled meeting on June
7, 2021. The council then adopted the RPD BWC program and policy at that same meeting. Rampart has
seen and retained photographic and PDF copies of the council meeting minutes, resolution and public
notification to this affect.

RPD BWC WRITTEN POLICY
As part of this audit, we reviewed RPD’s BWC policy, a copy of which is attached to this report as
Appendix A.
Minnesota Statute §626.8473 Subd. 3(b) requires a written BWC policy to incorporate the following, at a
minimum:
1. The requirements of section 13.825 and other data classifications, access procedures, retention
policies, and data safeguards that, at a minimum, meet the requirements of chapter 13 and
other applicable law;
2. Procedures for testing the portable recording system to ensure adequate functioning;
3. Procedures to address a system malfunction or failure, including requirements for
documentation by the officer using the system at the time of a malfunction or failure;
4. Circumstances where recording is mandatory, prohibited, or at the discretion of the officer using
the system;
5. Circumstances under which a data subject must be given notice of a recording;
6. Circumstances under which a recording may be ended while an investigation, response, or
incident is ongoing;
7. Procedures for the secure storage of portable recording system data and the creation of backup
copies of the data; and
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8. Procedures to ensure compliance and address violations of the policy, which must include, at a
minimum, supervisory or internal audits and reviews, and the employee discipline standards for
unauthorized access to data contained in section 13.09.
Due to their complexity and interrelatedness, clauses 1 and 7 are discussed separately below. Clause 8 is
also discussed separately.
In our opinion, the RPD BWC policy is comprehensive and thorough with respect to clauses 2 – 6.

RPD BWC Data Retention
RPD currently follows League of Minnesota Cities guidelines for data retention, which specifies a
minimum 90-day retention period. This minimum retention period is consistent with Minnesota Statute
§13.825, which also includes certain exceptions requiring longer retention periods. RPD’s policy states
explicitly that “[w]hen a particular recording is subject to multiple retention periods, it shall be
maintained the longest applicable retention period.”
RPD creates an optical disc (CD/DVD) of evidentiary data for each case submitted for prosecution to the
Roseau County Attorney’s Office. These discs are delivered to the county attorney’s office.
We noted that the RPD written policy states that “[u]nintentionally recorded footage shall not be
retained.” Because there is no exception in the statute for accidental or unintentional recordings, they
also fall under the 90-day minimum retention requirement discussed above. We strongly recommend
eliminating this section of the policy.
We also noted that the written policy specifies a minimum 30-day retention for “BWC footage that is
classified as non-evidentiary, or becomes classified as non-evidentiary…” We strongly recommend
eliminating this section of the policy.
Rampart strongly recommends that RPD incorporate the retention schedule specified in §13.825 into
their BWC policy to ensure compliance with statutory requirements.

RPD BWC Data Destruction
Sgt. Klein advised us that RPD BWC data stored on hard drives is destroyed through manual deletion and
overwriting. In addition, any hard drive retired from service will be physically destroyed through
mechanical means. Any optical discs created for case files are physically destroyed by breaking the discs
after the statute of limitations expires or all judicial proceedings are complete.
We recommend noting these procedures in the written policy.

RPD BWC Data Access
Any requests for access to BWC data by data subjects would be facilitated by Chief Anderson in
accordance with the provisions of §13.825 Subd. 4(b).
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RPD BWC data is shared with other law enforcement agencies for evidentiary purposes only. All such
requests must be made to Chief Anderson by the requesting agency’s chief law enforcement officer
(CLEO). Existing verbal agreements between RPD and other area law enforcement agencies address data
classification, destruction and security requirements, as specified in §13.825 Subd. 8(b).
We recommend such requests be made in writing and include a brief explanation of the law
enforcement purpose for the request. This could be accomplished through email. A file of these
requests should be maintained for audit purposes.

RPD BWC Data Classification
Sgt. Klein advised us that RPD follows the BWC data classifications set forth in Minnesota Statute
§13.825; however, this is not explicitly stated in the RPD BWC policy. We strongly recommend
incorporating this information by reference in RPD’s BWC policy.

RPD BWC Internal Compliance Verification
The RPD BWC Agency Use of Data section states that:
Supervisors and other assigned personnel may access BWC data for the purposes of reviewing or
investigating a specific incident that has given rise to a complaint or concern about officer
misconduct or performance.
As noted above, §626.8473 Subd. 3(b)(8) requires that a written policy include procedures to ensure
compliance and address violations of the policy, which must include, at a minimum, supervisory or
internal audits and reviews. In our opinion, a proactive rather than reactive review program is necessary
to meet the requirements of this section; that is, supervisory personnel should conduct periodic
monitoring of BWC data for compliance purposes. We strongly recommend adding such a provision to
the RPD BWC policy.
In addition, §626.8473 Subd. 3(b)(8) requires that a written policy include employee disciplinary
standards for unauthorized access to BWC data. While the written policy sets forth various requirements
and prohibitions, it does not address consequences for violations of those requirements. We strongly
recommend adding such a provision to the RPD BWC policy.

RPD BWC Program and Inventory
RPD currently possesses two (2) Watchguard body-worn cameras, one for each patrol officer.
The RPD BWC policy identifies those circumstances in which deputies are expected to activate their
body-worn cameras, as well as circumstances in which they are prohibited from activating their bodyworn cameras. The policy also provides guidance for those circumstances in which BWC activation is
deemed discretionary.
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While RPD does not maintain a separate log of BWC deployment or use, Sgt. Klein advised us that
because each patrol officer wears a BWC while on duty, the number of BWC units deployed each shift
can be determined based on a review of RPD payroll records. BWC use would be determined based on
the creation of BWC data.
As of 4/22/2021, RPD maintained 3156 files of BWC data.

RPD BWC Physical, Technological and Procedural Safeguards
RPD BWC data are initially recorded to a storage unit in each officer’s squad. Those data are then
transferred to a designated Watchguard desktop computer, which is password-protected and secured
behind locked doors. Data that are evidentiary in nature are also archived to optical discs and submitted
to the Roseau County Attorney’s Office. Officers have view-only access to their data for report writing.
Given the inherent risk of catastrophic failure associated with standard, consumer-grade personal
computers, we recommend periodically archiving the retained BWC data. Given the relatively small
volume of BWC data RPD maintains, this could be accomplished either through a subscription to
Watchguard’s cloud-based storage service or with a standard portable external hard drive.

Enhanced Surveillance Technology
RPD currently employs BWCs with only standard audio/video recording capabilities. They have no plans
at this time to add enhanced BWC surveillance capabilities, such as thermal or night vision, or to
otherwise expand the type or scope of their BWC technology.
If RPD should obtain such enhanced technology in the future, Minnesota Statute §13.825 Subd. 10
requires notice to the Minnesota Bureau of Criminal Apprehension within 10 days. This notice must
include a description of the technology and its surveillance capability and intended uses.

Data Sampling
Rampart selected a random sample of 80 ICRs from which to review any available BWC recordings. It
should be noted that not every call will result in an officer activating his or her BWC. For example, an
officer who responds to a driving complaint but is unable to locate the suspect vehicle would be unlikely
to activate his or her BWC. It should also be noted that because the audit covers a period of two years,
while most BWC data is only required to be retained for 90 days, there is a significant likelihood that the
sample population will include ICRs for which BWC data was created, but which has since been deleted
due to the expiration of the retention period. The auditors reviewed the retained BWC videos to verify
that this data was accurately documented in RPD records.

Audit Conclusions
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In our opinion, the Roseau Police Department’s Body-Worn Camera Program is substantially compliant
with Minnesota Statute §13.825, with the following exceptions:
•
•
•
•
•

RPD must include a link to its BWC policy on its website.
All BWC data, including unintentional or test recordings, must be retained for a minimum of 90
days.
RPD must conduct supervisory reviews or internal audits of BWC data.
The BWC policy should indicate that BWC classifications followed §13.825.
The BWC policy must address disciplinary measures for unauthorized access to BWC data.

We recommend RPD resume use of its BWC program once the recommended policy modifications are
made and the required Internet link is added to its website.

__________________________
Daniel E. Gazelka
Rampart Defense LLC
6/18/2021
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