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Pursuant to Minnesota Statute 13.824 LEADS Consulting conducted an audit of the 
Automated License Plate Reader (ALPR) System at the Shakopee Police 
Department to ensure compliance with state law.  The audit was conducted on July 
20, 2017.  Captain Chris Dellwo was the point of contact for auditors.

A copy of the Shakopee Police Department policy regarding ALPR was reviewed 
and is attached to this audit as appendix A.  Verbal information regarding operations 
and practices was received from Shakopee Captain Chris Dellwo who supervises 
the ALPR system.  The audit examined the policies and practices of the department 
in regards to the use and operation of Automated License Plate Readers including 
the following functions:

1. ALPR Data Collection Limitations

2. Classification of ALPR Data

3. Destruction of ALPR Data

4. Access to ALPR Data 

5. Sharing of ALPR Data

6. Audit Trail of ALPR Data

7. Public Log of Use
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Shakopee ALPR System

The Shakopee Police department utilizes the ELSAG “Plate Hunter” system.  They 
have three mobile squads equipped with cameras.  The system has been in 
operation since September of 2013.

At the time of the audit on July 20, 2017, the system had recorded 131,791 “reads” 
and 1358 “hits” or “alarms” during the previous 60 days.  1055 alarms were a result 
of a drivers license suspension or revocation infraction, 64 indicated the vehicle was 
stolen and 15 indicated the owner of the vehicle was wanted or had a warrant for 
his/her arrest.

“Reads” are defined as a data collection event in which a license plate is believed to 
have been “read” and recorded in the system.  A “hit” or “alarm” is defined as an 
indication from the system that the vehicle is stolen, the owner is suspended, 
revoked, cancelled or has a warrant, or the vehicle has a KOPS alert in the system.

ALPR Data Collection Limitations

Minnesota Statute 13.824 Subd. 2 limits the collection of data by an automated 
license plate reader system to license plate numbers; time, date and location data 
on vehicles; and pictures of license plates, vehicles and areas surrounding the 
vehicles.  The Shakopee Police Department ALPR policy also reflects state statute.

To verify compliance, LEADS conducted a sequential random audit of 131,791 
“reads” from the last 60 days.   We examined 610 “reads”.  

All 610 data “reads” and photographs were in compliance with Subd. 2.  

The following observations were noted during the audit/examination of 610 “reads”. 
Eighteen “reads” were missing GPS location data.
One read had a person in the photograph near a vehicle plate being read 

but their image was not discernible. 
Twenty-four false reads were generated by street signs, mail boxes, or bumper 

stickers containing words or numbers.

A more detailed analysis of the “1358” “hits” during the most recent 60 days revealed 
that several of the “hits” were duplicate “reads”.  In one case a license plate  
registered an alarm 58 times by the system of a vehicle that was impounded at the
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police department.  In addition some false “hits or alarms” were generated as the 
system can not identify the specific state of the license plate.

Classification of ALPR Data

The Shakopee Police Department Policy states that “All data collected by an ALPR 
is classified according to Minnesota State Statute 13.82.”

Captain Chris Dellwo who supervises the ALPR system is well versed in the law 
pertaining to ALPR and the classification of data.

The Shakopee Police Department data classification is in compliance with 
Minnesota Law.

Destruction of ALPR Data

Section V of the Shakopee ALPR policy states that “Data collected by an ALPR that 
are not related to an active criminal investigation must be destroyed no later than 60 
days from the date of collection.”  More detail regarding the Shakopee Police “Data 
Storage” and destruction policy can be found in appendix A of this report.

Our examination of the Shakopee ALPR data base revealed that there was no data 
maintained in the system beyond the 60 day restriction.  Several electronic searches 
were conducted for data older than 60 days with negative results.  Captain Chris 
Dellwo confirmed that no data has been retained beyond 60 days.

The examination indicates that the Shakopee Police Department is in compliance 
with the destruction of data provision.

Access to ALPR Data

Section VI of the Shakopee Police Department policy states that “Access to ALPR 
data base must be based on a reasonable suspicion that the data is pertinent to an 
active criminal investigation and must include a record of the factual basis for the 
access and any associated case number, complaint or incident that is the factual 
basis of the access.”

3



The policy also requires the searching officer to document the basis for the query by 
creation of an “LPR Search” Incident Record that can be compared against the 
system’s electronic audit trail. 

The department also uses “role-based access” rules corresponding to official duties.

The Shakopee Police Department policies and practices regarding access to ALPR 
data are in compliance with state law.

Sharing of ALPR Data with other Law Enforcement Agencies

Section VII of the Shakopee Police Department policy states that data may only be 
shared with law enforcement for “legitimate law enforcement purposes.”  The policy 
also states that any requests must be sent to the Chief of Police or his designee, 
who at the time of the audit was Captain Chris Dellwo.  

Captain Dellwo maintains a file of emails sent to the department requesting 
searches of the ALPR system which document the legitimate law enforcement need.

An interview with Captain Chris Dellwo of the Shakopee Police Department and a 
review of his file revealed that requests from other agencies for ALPR data are rare 
but compliant with state law.

The department is in compliance with state statute regarding the sharing of ALPR 
data.

Audit Trail of ALPR Data

The ELSAG software system maintains a detailed audit trail of all activities indicating 
access to the data base which was examined by the auditor.

The department is in compliance with the audit trail requirement.

Public Log of Use

The ELSAG software system is capable of producing reports required by the Subd. 
5 of the statute.    Captain Chris Dellwo maintains several detailed “logs” or reports 
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Appendix A - Shakopee Police ALPR Policy












