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Background: 

Inver Grove Heights Police Department retained lnfoSec Associates LTD. in order to audit its agency's 

use of ALPR's against the requirements of MN Statute 13.824. lnfoSec Associates does not operate or 

ha\le. ac.~e.s.s. to their ALPR s.ys.te.ms,, the.re.fore allowing, it to audit the. s.ys.tems. as. an io.d.e.p_endentauditor .. 
The City of Inver Grove Heights Police Department Command Staff provided their administrative access 

to the BOSS/PAGIS during the audit in order to review aud it criteria. Inver Grove Heights Police 

Department had their last ALPR Audit in 2017, as requ ired by Statute. Inver Grove Heights Police 

Department cu rrently has 2 ALPR systems on squad cars and with no stationary ALPR units at the time of 
the audit. 

Department Policy & Procedures: 

Inver Grove Heights Police Department has an ALPR Policy in place entitled, "Policy Number 17-25: 

Automated License Plate Reader (ALPR)." They have been reviewing and ke~eping their policy updated on 

a regu l'ar basis. A revi•ew of thei-r poli'cy found that Inver Grove Heights l'ol1ce Department was comptiant 

in this part of the statute. 

Record Retention: 

The Inver Grove Heights Police Department ALPR Boss administrative control panel was audited to 

ensure that each device setting was set for a retention period of no more than 60 days. During the aud it, 

sample read data was searched for with dates approximately 75 days old, and no plate data was 

returned, indicating that the ALPR reads data had purged in accordance to the retention period. Inver 

Grove Heights Police Department was found to be compliant with this part of the statute. 

Data Security and Access Control: 

The Inver Grove Heights Police Department's ALPR system is protected by an Access Control system built 

into the BOSS backend server application. Users and groups were found to be current and appropriate 

for the intended use by the agency, allowing users only the mi•nimum access that they need' to perform 

their functions. User accounts and role based accounts are reviewed on a regular basis by ALPR 

Administrators. The Al.PR Administrator is appointed by the Inver Grove Heights Police Department's 

Chief of Police. The BOSS ALPR system also conta ins a robust audit trail which was sampled to determine 

if it is logging access by users properly. Inver Grove Heights Police Department was found to be 

compliant in this part of the statute. 
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Data Classification: 

Inver Grove Heights Police Department ALPR Data that has been collected is classified as private unless 

access is permitted by law. Public data requests of data collected on a license plate owner's vehicle is 

readily available through a proper records request via the Inver Grove Heights Police Department. 

Citizens can fill out the agency's Request for Police Data form if they would like to request ALPR data 

that they are entittectto by statute. 1·nver ~rove H•eights Poti'Ce Department was found·to be complfant 
with this part of the statute. 

Sharing Among Law Enforcement Agencies: 

Appropriate sharing of ALPR data is conducted through inter-agency requests. The requests are made to 

the Inver Grove Heights Police Department and approved by the ALPR Administrator or his/her 

designee, as authorized by the Chief of Police. The requests are documented by agency name, 

requesting party, reason and case number. As a reisult of these findings, Inver Grove Heights Police 

Department was found to be compliant with this part of the statute. 

Public Log of Use: 

The BOSS ALPR system also contains a robust aud it trail which was sampled to determine if it is logging 

access by users properly. Inver Grove Heights Police Department compiles monthly reports t hat contain 

the requ lrements of 13.824 Subd. 5. Sample reports from the past two months were revi•ewed duri'ng 

the audit process. These public logs of use are readily available through a proper records request 

through the Inver Grove Heights Police Department. Inver Grove Heights Police Department was found 

to be compliant with this part of the statute. 

Notification to Bureau of Criminal Apprehension: 

Inver Grove Heights Police Department has made the requi red notification to the Bureau of Criminal 

Apprehension. This was validated on the BCA website. Inver Grove Heights Police Department was 

fot:Htd to be- compliant w1th thi-s pa Ft of. the- sta-tu-te-. 

Biennial Public Accountability Audit: 

Inver Grove Heights Police Department installed their ALPR system in 2012. They had their first ALPR 

Audit in 2017, as required by statute, and have indicated their intent to have an independent audit 

every two years, MN Statute 13.824, Subd. 6. Command Staff were very cooperatlve throughout the 

entire audit process and understand the intent of the public accountability and provided easy access to 

policies and procedures, staff interviews, and audit of the Boss ALPR Systems. Inver Grove Heights Police 

Department was found to be compliant with this part of the statute. 
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Conclusion: 

Based on the results of the Inver Grove Heights Police Department ALPR Audit conducted by lnfoSec 

Associates, LTD., we are able to demonstrate that they are using the ALPR System as an effective law 

enforcement_ t_QQI_ for t l:ie P-LJXPQ~e Qf CQITI.Qgt_i_ng glJt_Q t_l:i_eft_ gr:i_q Qtl:ier crimE~~ I.inked t_Q g \{el:i.i.d.e i_i_cen.~e 
plates. The Inver Grove Heights Police Department also demonstrated tha t the security, public 

accountability and administration of the program is in compliance with MN Statue 13.824. 

This Audit was conducted and attest ed to by: 

Dimitrios Hilton 

Senior Auditor, lnfoSec Associates, LTD. 

Submitted to: 

Inver Grove Heights Pol ice Department Chief of Police 

Mi. n~.Q.ta Qmmi iiQn~r o.t Adm.int tratiQn 

Legislative Commission on Data Practices and Personal Data Privacy 

Required Chairs of Legis lative Committees 

Minnesota Legislative Library 

Inver Grove Heights Police Department 2019 ALPR Audit Executive Summary 
Page 4 of 4 


