This document is made available electronically by the Minnesota Legislative Reference Library
as part of an ongoing digital archiving project. http://www.leg.state.mn.us/Irl/Irl.asp

MINNESOTA DEPARTMENT OF PUBLIC SAFETY

Alcohol
and Gambling
Enforcement

Bureau of Criminal
Apprehension

Driver
and Vehicle
Services

Emergency
Communication
Networks

Homeland
Security and
Emergency
Management

Minnesota
State Patrol

Office of
Communications

Office of
Justice Programs

Office of
Pipeline Safety

Office of
Traffic Safety

State Fire
Marshal

Office of the Commissioner

445 Minnesota Street

@ Suite 1000 e Saint Paul, Minnesota 55101

Phone: 651.201.7160 ® Fax: 651.297.5728 @ TTY: 651.282.6555

Website: dps.mn.gov

October 11, 2019

Sen. Scott J. Newman, Chair

Senate Transportation Finance and Policy
3105 Minnesota Senate Bldg.

St. Paul, MN 55155

Sen. D. Scott Dibble, Minority Lead
Senate Transportation Finance and Policy
2213 Minnesota Senate Bldg.

St. Paul, MN 55155

Sen. Warren Limmer, Chair
Senate Judiciary and Public Safety
Finance and Policy

3221 Minnesota Senate Bldg.

St. Paul, MN 55155

Sen. Ron Latz, Minority Lead
Senate Judiciary and Public Safety
Finance and Policy

2215 Minnesota Senate Bldg.

St. Paul, MN 55155

Rep. Frank Hornstein, Chair

House Transportation Finance and
Policy

243 State Office Building

100 Rev. Dr. Martin Luther King Jr. Blvd.
St Paul, MN 55155

Rep. Paul Torkelson, Minority Lead
House Transportation Finance and Policy
381 State Office Building

100 Rev. Dr. Martin Luther King Jr. Blvd.
St Paul, MN 55155

Rep. Carlos Mariani, Chair

House Public Safety and Criminal Justice
Reform Finance and Policy
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100 Rev. Dr. Martin Luther King Jr. Bivd.
St Paul, MN 55155

Rep. Brian Johnson, Minority Lead
House Public Safety and Criminal Justice
Reform Finance and Policy

359 State Office Building

100 Rev. Dr. Martin Luther King Jr. Blvd.
St Paul, MN 55155

Dear Sens. Newman, Dibble, Limmer and Latz; and Reps. Hornstein, Torkelson, Mariani, and

Johnson:

Minn. Stat. § 15.0395 provides that state agencies must report annually to the chairs and
ranking minority members of the legislative committees with jurisdiction over their budgets

on the following:

EQUAL OPPORTUNITY EMPLOYER




e Interagency or service-level agreements and any renewals or extensions of existing
interagency or service-level agreements with another agency if the cumulative
value is more than $100,000 in the previous fiscal year.

* Transfers of appropriations between accounts within or between agencies if the
cumulative amount is more than $100,000 in the previous fiscal year.

e Copies of each agreement.

In fiscal year 2019, the Department of Public Safety (DPS) had 19 interagency and service-
level agreements with a cumulative value of more than $100,000, for a total amount of
$123,627,690. These agreements were made with the Attorney General’s Office and the
Departments of Administration Human Services, Military Affairs, Natural Resources,
Corrections, Transportation, Administration and Minnesota IT Services. Attached please
find a spreadsheet entitled, “FY 2019 Interagency Agreements and Service-Level
Agreements,” which lists the agreements DPS has in FY 2019. This document provides
details about the agreements, including the agency, amount, legal authority, 'purpose,
effective date and duration.

In fiscal year 2019, DPS had 166 transfers with a cumulative value of more than $100,000,
totaling $414,511,095. Attached please find a spreadsheet entitled, “FY 2019 Transfers,”
which lists the transfers of appropriations between accounts within DPS and with other
agencies. This document provides details about the transfers, including the agency,
amounts, appropriation ID, fund, purpose and legal authority.

| hope this information is helpful to you. Please let me know if you have any additional
questions.

Sincerely,
r P

John M, Harrington, Commissioner

Attachments




Minnesota Management and Budget
FY 2019 Interagency Agreements and Service Level Agreements
October 15, 2019

Agency Amount Legal Authority Purpose Eff:::;ve Duration

ADMIN S 7,814,996 M.S. 16B.24 Lease of BCA Maryland Location 7/1/2017 FY 2019

ADMIN S 304,381|M.S. 16.24 Lease of space at 50 Sherburne Avenue 7/1/2017 FY 2019

ADMIN S 140,425 /MN Stat 16C.05 Subd 2 Central Mail services for DPS's Driver and Vehicle Services Division 7/1/2017 FY 2019
AGO S 1,570,442(M.S. 8.15 subd. 3 AGO to provide legal services to DPS 7/1/2017 FY 2019
DHS S 214,774|M.S. 471.59, M.S. 16C.05 | DHS will perform multiple services for DPS including motor Vehicle payment receipts and registration stubs. 7/1/2018 FY 2019
DMA S 806,000(M.S. 471.59, M.S. 16C.05 |Use of grounds and facilities at Camp Ripley for MSP 7/1/2017 FY 2019
DNR S 285,781|M.S. 471.59, M.S. 16C.05 |DNR will host fire leadership training events 1/1/2016 FY 2019
DNR S 1,370,010(M.S. 16C.05 DPS provides Radio Communication Dispatch services to the DNR 7/1/2015 FY 2019
DOC S 96,000/ M.S. 16C.05, M.S. 244.052 -|DPS will provide funding support to DOC to perform multiple programs 7/1/2015 FY 2019
DOC S 9,318,199|M.S. 471.59, M.S. 16C.05 |For MINNCOR to manufacture and design of license plates and registration stickers 7/1/2018 FY 2023
DOC S 295,200(M.S. 471.59, M.S. 299C.46, |Access to BCA's Minnesota CJDN and other systems the Agency is authorized by law to access via CJDN 6/15/2018 FY 2023
DOT S 107,999 M.S. 174.02 For DPS to lease space at MnDot's Detroit Lakes Office 7/1/2015 FY 2020
DOT $ 15,359,167\ M.S. 403.36 Procurement of Hardware and Software for ARMER 12/22/2015 FY 2021
DOT S 124,155/M.S. 174.02 Leased space in the MnDOT Mankato District Headquarters Facility 10/1/2015 FY 2021
DOT S 4,259,269/ M.S. 174.02, M.S. 471.59, |For DPS to lease space at MnDot's facilities 4/2/2014 FY 2019
DOT S 5,096,487 M.S. 16C.05 MNPass Enforcement Team 1/12/2016 FY 2020
DOT S 1,129,134/ M.S. 16B.24 Lease of Plymouth Exam property for driver vehicle testing and other activities 7/1/2011 FY 2020
MnIT S 1,025,600/ M.S. 16.05 DPS participation in the State/County Collaboration Program (SCCP) 7/1/2017 FY 2019
MnIT S 74,309,672/2011 Minn. Session Law 1st|DPS service level agreement with MnIT (See MNIT's copy of SLA template for reference) 7/1/2012 FY 2019
Total $ 123,627,690




Minnesota Management and Budget (MMB)

FY 2019 Transfers
October 15, 2019
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DPS|Special Revenue P07302I1| Civil Commitment Query Project (252,798)|MMB Non-operating General Fund G9R0016 Misc Cancellation Pr Yr 252,798 Cancelation Prior Year MS 16A.055
DPS|Special Revenue P0791A2 Alcohol Enforcement 2AM (500,000)|MMB Non-operating General Fund G9R0016 Misc Cancellation Pr Yr 500,000 transfer to gen fund per laws of 2017 17 095 01 011 006
DPS|Special Revenue P077062 Dwi Reinstatement-Sp Rev (7,608,040)]MMB Non-operating General Fund G9R0017 Misc Cancellation Pr Oth 7,608,040 Per statue-transfer to general fund for remote electronic alcohol monitoring MS 171.29 2D
DPS|Special Revenue P077082| Dwi Reinstatement 1St Half+25 (148,110)|MMB Non-operating General Fund G9R0017 Misc Cancellation Pr Oth 148,110 Per statue-transfer to general fund for remote electronic alcohol monitoring MS 171.29 2D
DPS|Special Revenue P077092 Dwi Reinstatement 2nd Pymt (300,390)|MMB Non-operating General Fund G9R0017 Misc Cancellation Pr Oth 300,390 Per statue-transfer to general fund for remote electronic alcohol monitoring M.S. 171.29 2F
DPS|911 Funds P079669 ARMER Debt Service (23,261,000)|MMB Non-operating 911 Revenue Bond Debt Service G9R0062 911 Revenue Bond Debt Service 23,261,000 MMB Debt Service 17 095 01 011 08C
DPS|Special Revenue P077902| Vebhicle Serv. Expenditure Acct (22,661)]MMB Finance non-operating General Fund G9R0189 SEGIP Opt Out Savings 22,661 SEGIP Opt Out 171 004 001 042
DPS|Special Revenue P077912 Driver Serv. Expenditure Acct (7,554)|MMB Finance non-operating General Fund G9R0189 SEGIP Opt Out Savings 7,554 SEGIP Opt Out 171 004 001 042
DPS|911 Funds P079609 911 Emergency Svs Exp Acct (15,565)|MMB Finance non-operating General Fund G9R0189 SEGIP Opt Out Savings 15,565 SEGIP Opt Out 17 095 01 011 008
DPS|Special Revenue P077062 Dwi Reinstatement-Sp Rev (842,750)|Health Department Special Revenue H122198B Brain Injry/Trauma Rgstry 842,750] To promote the development, support programs, and professional awareness to MS 171.29 2C
DPS|Special Revenue P077082| Dwi Reinstatement 1St Half+25 (44,875)|Health Department Special Revenue H122198B Brain Injry/Trauma Rgstry 44,875| To promote the development, support programs, and professional awareness to MS 171 29 2(3)
DPS|Special Revenue P077132 Support Our Troops (569,223)]Veterans Affairs Dept. Special Revenue H751SOT Support Out Troops 569,223 To Fund grants directly to eligible individuals or to eligible foundations for the MS 190 19 2A
DPS|911 Funds P079659 Medical Resource (614,700)|Emergency Medical Services Bd Other Misc Special Revenue H752200, Med Resource Communication Ctr 614,700 for grants to Emergency Med Resource Board 17 09501 011 08B
DPS|911 Funds P079659 Medical Resource (68,300)]Emergency Medical Services Bd Other Misc Special Revenue H752222 Med Resource Commun Admin 68,300 for grants to Emergency Med Resource Board 17 09501 011 08B
DPS|Special Revenue P077102 VEhicle Serv. Control Acct (193,204)|Legislative Auditor Special Revenue L497000 MNLARS Assessment 193,204 Transfer to Legislative Auditor for IT auditor position 18 101 00 001 002
DPS|Special Revenue P077132 Support Our Troops (567,903)|Military Affairs Dept. Special Revenue P012201 Support Our Troops 567,903]| Grants directly to eligible individuals or to eligible foundations for the purpose of MS 190 19 2A
DPS|Special Revenue P079222 Motorcycle Safety (180,000)|DPS Special Revenue P071112 Motorcycle Safety Account 180,000 Funds to promote Motorcycle Safety MS 171.06 02a
DPS|Special Revenue P074012 Fire Safety Account (850,000)|DPS Special Revenue P072002 Haz Mat & Chemical Assessment 850,000 transfer to exp approp per laws of 2017 17 095 011 02a
DPS|General Fund P072001| Emergency Mgmt - Genl Fund (271,000)|DPS General Fund P072021 Emergency Response-EPCRA 271,000 To fund HSEM General Appropriations 17 095 01 011 002
DPS|General Fund P0720D1| Disaster Dificiency Appropriat (10,000,000)JDPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 10,000,000 Disaster contingency transfer 19 006 00 001
DPS|Special Revenue P072112| 2016-SD-008 7.9-11.16 Sev Strm (2,383,707)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 2,383,707 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P072252 2017-SD-018 (469,878)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 469,878 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P072272 2017-SD-019MultiCoStrm (192,091)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 192,091 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P072292 2017-SD- (422,867)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 422,867 return unused funds to contingency acct MS 16A.28
DPS|General Fund P072321| Dakota&Washington Cnty 6-11- (259,427)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 259,427 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P072352| 2017-SD-024 WntrStrm&Wnd (2,154,872)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 2,154,872 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P072362| 2018-SD-025 N/R/StL wtrStrFlod (589,012)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 589,012 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P072392| 2018-SD-028FilRedLakeRainFldg (225,750)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 225,750 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P072412|2018SD029 Houston TorrRainFld (203,537)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 203,537 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P072462| DR4182 Public Assist Spec Rev (2,434,631)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 2,434,631 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P072482| DR 4290 Public Assist Spec Rev (381,779)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 381,779 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P072532 DR4390PA Match (3,050,081)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 3,050,081 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P072632 2018-SD-032 9/18-20/2018 (1,585,735)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 1,585,735 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P072862| DR1941 Public Assist Spec Rev (299,876)|DPS Special Revenue P0720C2 Disaster Asst. Cont. Acct-DACA 299,876 return unused funds to contingency acct MS 16A.28
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (25,533,690)|DPS Other Misc Special Revenue P0720CI Disaster Asst.Cont.Acct-DACA 25,533,690 fund/approp change per MMB e-mail 04/15/2019

DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (325,981)|DPS Special Revenue P072112 2016-SD-008 7.9-11.16 Sev Strm 325,981 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (78)|DPS Special Revenue P072122 2016-SD-008 7.9-11.16 Sev Strm 78 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (989)|DPS Special Revenue P072132 2016-SD-010 Severe Storms & Wi 989 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA 0|DPS Special Revenue P072182 2017-SD-015 KittsonFld 3.27.17 - to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (20,721)|DPS Special Revenue P072192 2017-SD-014 She&FreCoTor3.6.17 20,721 to State disaster operating acct MS 12.221 6
DPS|Other Misc Special Revenue P0720CI| Disaster Asst. Cont. Acct-DACA (333)]DPS Other Misc Special Revenue P07219I1 2017-SD-014 She&FreCoTor3.6.17 333 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (26)|DPS Special Revenue P072202 2017-SD-016 SevWethr 6.13.17 26 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (16,393)|DPS Special Revenue P072242 2017-SD-017 SevStrmWin 6.28.17 16,393 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (95,927)|DPS Special Revenue P072252| 2017-SD-018 AnokaCoStrm6.11.17 95,927 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (0)|bPS Special Revenue P072272 2017-SD-019MultiCoStrm 7.11.17 0 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (113)]DPS Special Revenue P072282 2017-SD-020ClrwtrCoStrm7.21.17 113 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (360,821)|DPS Special Revenue P072292| 2017-SD-021Red&RenCoStm8.16.17 360,821 to State disaster operating acct MS 12.221 6
DPS|Other Misc Special Revenue P0720CI| Disaster Asst. Cont. Acct-DACA (17,489)|DPS Other Misc Special Revenue P07232I DR4069 Public Assistance Match 17,489 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (1,119)|DPS Special Revenue P072332| 2017-SD-022 Cas&CrwStrm9.20.17 1,119 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (51,394)|DPS Special Revenue P072342| 2017-SD-023 Ren&RedStm 10.2.17 51,394 to State disaster operating acct MS 12.221 6
DPS|Other Misc Special Revenue P0720CI| Disaster Asst. Cont. Acct-DACA (62,459)|DPS Other Misc Special Revenue P072351| 2017-SD-024 WntrStrm&Wnd StLCo 62,459 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (47,640)|DPS Special Revenue P072362 2018-SD-025 N/R/StL wtrStrFlod 47,640 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (331)]DPS Special Revenue P072372 2018-SD-026 N/R/StL wtrStrFlod 331 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (723,099)|DPS Special Revenue P072382 2018-SD027 Slopefail/landslide 723,099 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (302,000)|DPS Special Revenue P072392 2018-SD-028FilRedLakeRainFldg 302,000 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (605,973)|DPS Special Revenue P072412 2018SD029 Houston TorrRainFld 605,973 to State disaster operating acct MS 12.221 6
DPS|Other Misc Special Revenue P0720CI| Disaster Asst. Cont. Acct-DACA (106)]DPS Other Misc Special Revenue P072411 2018-SD-029 Houston Rain Fld 106 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (86,433)|DPS Special Revenue P072422| DR4131 PUBLIC ASSISTANCE MATCH 86,433 to State disaster operating acct MS 12.221 6
DPS|Other Misc Special Revenue P0720CI| Disaster Asst. Cont. Acct-DACA (14,810)|DPS Other Misc Special Revenue P07242| DR4113 Public Assistance Match 14,810 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (100,029)|DPS Special Revenue P072432 2018-SD-031 Cook Cty 10/3-4/18 100,029 to State disaster operating acct MS 12.221 6
DPS|Other Misc Special Revenue P0720CI| Disaster Asst. Cont. Acct-DACA (98,992)|DPS Other Misc Special Revenue P07243| 2018-SD-031 Cook Cty 10/3-4/18 98,992 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (47,241)|DPS Special Revenue P072442| DR4131 PUBLIC ASSISTANCE MATCH 47,241 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (52,458)|DPS Special Revenue P072462 DR4182 Public Assist Spec Rev 52,458 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (135,622)|DPS Special Revenue P072482 DR 4290 Public Assist Spec Rev 135,622 to State disaster operating acct MS 12.221 6
DPS|Other Misc Special Revenue P0720CI| Disaster Asst. Cont. Acct-DACA (1,156)|DPS Other Misc Special Revenue P07248| DR 4290 Public Assist Spec Rev 1,156 to State disaster operating acct MS 12.221 6
DPS|Other Misc Special Revenue P0720CI| Disaster Asst. Cont. Acct-DACA (264)|DPS Other Misc Special Revenue P0724l1 DR4113 Public Assistance Match 264 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (5,438,832)|DPS Special Revenue P072532 DR4390PA Match 5,438,832 to State disaster operating acct MS 12.221 6
DPS|Other Misc Special Revenue P0720CI| Disaster Asst. Cont. Acct-DACA (2,980,027)|DPS Other Misc Special Revenue P07253I DR4390 Public Assistance Match 2,980,027 to State disaster operating acct MS 12.221 6
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DPS|Other Misc Special Revenue P0720CI| Disaster Asst. Cont. Acct-DACA (2,887,390)|DPS Other Misc Special Revenue P07259I1 DR4414 Public Assistance Match 2,887,390 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (3,743,588)|DPS Special Revenue P072632 2018-SD-032 9/18-20/2018 Storm 3,743,588 to State disaster operating acct MS 12.221 6
DPS|Special Revenue P0720C2| Disaster Asst. Cont. Acct-DACA (10,190)|DPS Special Revenue P072882 DR 1982 Public Assistance Matc 10,190 to State disaster operating acct MS 12.221 6
DPS|General Fund P072001| Emergency Mgmt - Genl Fund (160,000)|DPS General Fund P072911 Bomb Disposal Reimbursement 160,000 To fund HSEM General Appropriations 17 095 01 011 002
DPS|Special Revenue P074012 Fire Safety Account (1,000,000)|DPS Special Revenue PO72FT2 HSEM Fire Safety Acct-1x appro 1,000,000 Fire Safety Advisory Council award MS 299F.012 1
DPS|Special Revenue P074012 Fire Safety Account (675,000)|DPS Special Revenue PO72RT2 Emergency Response Teams 675,000 transfer to exp approp per laws of 2017 17 095 011 02b
DPS|General Fund P072001| Emergency Mgmt - Genl Fund (365,000)|DPS General Fund P072SS1 HSEM School Safety Genl Fund 365,000 To fund HSEM General Appropriations 17 095 01 011 002
DPS|Special Revenue P077062 Dwi Reinstatement-Sp Rev (314,438)|DPS Special Revenue P073052 Bca Acct-Forensic Lab 314,438 To Fund Forensic Lab Cost MS 171.29 2(3)
DPS|Special Revenue P077082| Dwi Reinstatement 1St Half+25 (7,179)|DPS Special Revenue P073052 Bca Acct-Forensic Lab 7,179 To Fund Forensic Lab Cost MS 171 29 2(3)
DPS|Special Revenue P077092 Dwi Reinstatement 2nd Pymt (5,059)|DPS Special Revenue P073052 Bca Acct-Forensic Lab 5,059 To Fund Forensic Lab Cost M.S. 171.29 2F
DPS|Special Revenue P077062 Dwi Reinstatement-Sp Rev (78,610)|DPS Special Revenue P073082 Bca Acct-Confidential Fund 78,610 To Fund undercover buys; and for witness and victim protection MS 171.29 2(3)
DPS|Special Revenue P077082| Dwi Reinstatement 1St Half+25 (1,795)|DPS Special Revenue P073082 Bca Acct-Confidential Fund 1,795 To Fund undercover buys; and for witness and victim protection MS 171.29 2
DPS|Special Revenue P077092 Dwi Reinstatement 2nd Pymt (1,265)|DPS Special Revenue P073082 Bca Acct-Confidential Fund 1,265 To Fund undercover buys; and for witness and victim protection M.S. 171.29 2F
DPS|General Fund P073001 Criminal Apprehension-Gf (12,415,700)|DPS General Fund P073101 BCA Laboratory Gf 12,415,700 To fund BCA General Appropriations 17 095 01 011 003
DPS|General Fund P073001 Criminal Apprehension-Gf (400,000)|DPS General Fund P073171 Equipment Sales 400,000 To fund BCA Investment Initiative 17 095 01 011 03C
DPS|General Fund P073001 Criminal Apprehension-Gf (14,219,000)|DPS General Fund P073201 BCA Mn Justice Information Sys 14,219,000 To fund BCA General Appropriations 17 095 01 011 003
DPS|General Fund P073001 Criminal Apprehension-Gf (2,000,000)|DPS General Fund P073261 Predatory registration system 2,000,000 To fund BCA Predatory Regis System 17 095 01 011 03B
DPS|General Fund P073001 Criminal Apprehension-Gf (250,000)|DPS General Fund P073271 Invest Init CHS Maintenance 250,000 To fund BCA Investment Initiative 17 095 01 011 03C
DPS|General Fund P073001 Criminal Apprehension-Gf (169,000)|DPS General Fund P073281 Harrassment Restraining Orders 169,000 To fund BCA Harrassment Restraining Orders 17 095 01 011 03D
DPS|General Fund P073001 Criminal Apprehension-Gf (15,295,300)|DPS General Fund P073301 BCA Criminal Investigations Gf 15,295,300 To fund BCA General Appropriations 17 095 01 011 003
DPS|Special Revenue P075052 Transportation Service Fund (483,254)|DPS Special Revenue P073302 DPS Motor Vehicle Account BCA 483,254 transfer of collected MV fees to BCA MS 168A.29 1 5B
DPS|General Fund P073001 Criminal Apprehension-Gf (682,000)|DPS General Fund P073341 Invest Initiative Gen Investig 682,000 To fund BCA Investment Initiative 17 095 01 011 03C
DPS|General Fund P073001 Criminal Apprehension-Gf (305,000)|DPS General Fund P073391 Financial Crimes Task Force 305,000 To fund BCA General Appropriations 17 095 01 011 003
DPS|General Fund P073001 Criminal Apprehension-Gf (705,000)|DPS General Fund P073401 Police Training & Development 705,000 To fund BCA General Appropriations 17 095 01 011 003
DPS|General Fund P073001 Criminal Apprehension-Gf (6,812,000)|DPS General Fund P073501 Ciminal Apprehension Support 6,812,000 To fund BCA General Appropriations 17 095 01 011 003
DPS|General Fund P073001 Criminal Apprehension-Gf (159,000)|DPS General Fund P073651 Bca Overtime 159,000 To fund BCA General Appropriations 17 095 01 011 003
DPS|General Fund P073001 Criminal Apprehension-Gf (4,122,000)|DPS General Fund P073951 Mnjis Integration 4,122,000 To fund BCA General Appropriations 17 095 01 011 003
DPS|Special Revenue P074012 Fire Safety Account (6,120,000)|DPS Special Revenue P074002 State Fire Marshal Account 6,120,000 transfer to exp approp per laws of 2017 17 095 011 04
DPS|Special Revenue P072002| Haz Mat & Chemical Assessment (628,180)|DPS Special Revenue P074012 Fire Safety Account 628,180 return unused funds to control approp MS 16A.28
DPS|Special Revenue P074002 State Fire Marshal Account (895,933)|DPS Special Revenue P074012 Fire Safety Account 895,933 return unused funs to control approp MS 16A.28
DPS|Special Revenue P074012 Fire Safety Account (300,000)|DPS Special Revenue P074442 Healthcare increase 300,000 transfer to exp approp per laws of 2017 17 095 011 04
DPS|Special Revenue P074012 Fire Safety Account (743,399)|DPS Special Revenue PO74F32 SFM Fire Safety 1Time 743,399 Fire Safety Advisory Council award 15 065 01 011 04d
DPS|Special Revenue P077062 Dwi Reinstatement-Sp Rev (245,655)|DPS Special Revenue P075862 Vehicle Forfeiture Acct 245,655 A portion of funds from reinstatement is sent to MSP MS 171.29 2
DPS|Special Revenue P077082| Dwi Reinstatement 1St Half+25 (5,608)|DPS Special Revenue P075862 Vehicle Forfeiture Acct 5,608 A portion of funds from reinstatement is sent to MSP MS 171.29 2
DPS|Special Revenue P077092 Dwi Reinstatement 2nd Pymt (3,952)|DPS Special Revenue P075862 Vehicle Forfeiture Acct 3,952 A portion of funds from reinstatement is sent to MSP MS 171.29 2
DPS|Special Revenue P784241 Aid to Victims of Crime (457,114)|DPS Special Revenue P076512 Inmate Restitution 457,114 Aid to Victims of crime Funds |MS 241.26 SUBD5, 243.23
DPS|General Fund P076801 Office Of Justice Programs (250,000)|DPS General Fund P076711 CombatTerrorismRecruitment 250,000 To fund Combating Terrorism Recruitment 18 095 01 011 07b
DPS|General Fund P076801 Office Of Justice Programs (400,000){DPS General Fund P076721 Pathway to Policing 400,000 To fund Office Justice Programs 17 095 01 011 007,
DPS|General Fund G9R0025 Comm Just Reinv (461,000)|DPS Special Revenue P076722 Community Justice Reinv 461,000 Community Justice Reinvestment Account 16 160 00 019
DPS|Special Revenue P076722 Community Justice Reinv (368,281)|DPS Other Misc Special Revenue P07672I Community Justice Reinvestment 368,281 fund/approp change per MMB e-mail 04/15/2019

DPS|General Fund P076801 Office Of Justice Programs (3,289,000)|DPS General Fund P076741 Youth Intervention 3,289,000 To fund Youth Intervantion Programs 15065 01 011 06b
DPS|General Fund P076801 Office Of Justice Programs (100,000)|DPS General Fund P076761 County Attorney Assoc Training 100,000 To fund Prosecutor & Law Enforcement Training 15 065 01 011 06f]
DPS|General Fund P076801 Office Of Justice Programs (820,000){DPS General Fund P076771 Sex Traffic Investigations 820,000 To fund Sex Trafficking grants 16 189 04 007 07c
DPS|General Fund P076801 Office Of Justice Programs (23,430,500)|DPS General Fund P076811 Office Of Justice Programs- Gr 23,430,500 To fund Office Justice Programs 17 095 01 011 007
DPS|General Fund P076801 Office Of Justice Programs (2,175,000)|DPS General Fund P076831 Crime Victim Programs 2,175,000 To fund Crime Victim Services 15 065 01 011 06¢
DPS|General Fund P076801 Office Of Justice Programs (455,000)|DPS General Fund P076841 Victim Notification System 455,000 To fund Office Justice Programs 17 095 01 011 007
DPS|General Fund P076801 Office Of Justice Programs (294,000)|DPS General Fund P076891 Criminal/Gang Strike Force-Adm 294,000 To fund Office Justice Programs 17 095 01 011 007
DPS|General Fund P076801 Office Of Justice Programs (3,985,000)|DPS General Fund P076921 Gang & Narc Strike Force 3,985,000 To fund Office Justice Programs 17 095 01 011 007
DPS|General Fund P076801 Office Of Justice Programs (150,000)|DPS General Fund P076931 Crime Victim Support 150,000 To fund Crime Vicitm Support grant 15 065 01 011 O6d
DPS|General Fund P076801 Office Of Justice Programs (400,000){DPS General Fund P076941 CV Child Advocacy Centers 400,000 To fund Pathway to Policing Grants 18 095 01 011 07d
DPS|General Fund P076801 Office Of Justice Programs (180,000){DPS General Fund P076951 0JP Sex Trafficking Investigat 180,000 To fund Sex Trafficking Prevention Grants 18 095 01 011 07c
DPS|General Fund P076801 Office Of Justice Programs (150,000)|DPS General Fund P076991 Out-of-Home Placement 150,000 To fund Children in Need of Services or in Out-Of-Home Placement 16 189 04 007 07b
DPS|Special Revenue P079222 Motorcycle Safety (35,000)|DPS Special Revenue P077042 Motorcycle Safety-Sp Rev 35,000 Funds to promote Motorcycle Safety MS 171.06 02a
DPS|Special Revenue P077132 Support Our Troops (540)|DPS Special Revenue P077102 VEhicle Serv. Control Acct 540 To fund Gold Star Plate Printing MS 190.19 2A(4)
DPS|Special Revenue P077902| Vebhicle Serv. Expenditure Acct (1,089,102)|DPS Special Revenue P077102 VEhicle Serv. Control Acct 1,089,102 Return unsed funds to the control account 171 004 01 004 04A
DPS|Special Revenue P077062 Dwi Reinstatement-Sp Rev (982,620)|DPS Special Revenue P077112 Driver Serv. Control Acct. 982,620 To fund and Administer vehicle service operations| MS 190.19 1, MS 299A.
DPS|Special Revenue P077082| Dwi Reinstatement 1St Half+25 (22,433)|DPS Special Revenue P077112 Driver Serv. Control Acct. 22,433 To fund and Administer vehicle service operations | MS 190.19 1, MS 299A.
DPS|Special Revenue P077092 Dwi Reinstatement 2nd Pymt (15,809)|DPS Special Revenue P077112 Driver Serv. Control Acct. 15,809 To fund and Administer vehicle service operations 190.19 1,299A.705
DPS|Special Revenue P077912 Driver Serv. Expenditure Acct (2,347,426)|DPS Special Revenue P077112 Driver Serv. Control Acct. 2,347,426 Return unsed funds to the control account 171 004 01 004 04B
DPS|Special Revenue PO77M72 MNLars Contract Software (113,743)|DPS Special Revenue P077112 Driver Serv. Control Acct. 113,743 Return unsed funds to the control account 18 101 00 001 3A2
DPS|Special Revenue P077102 VEhicle Serv. Control Acct (2,735,000)|DPS Special Revenue P077172 Dvs Technology Acct 2,735,000 Operations & Maintenance of MNLARS 171 003 01 004 04C
DPS|Special Revenue P077112 Driver Serv. Control Acct. (5,265,000)|DPS Special Revenue P077172 Dvs Technology Acct 5,265,000 Operations & Maintenance of MNLARS 171 003 01 004 04C
DPS|Special Revenue P077102 VEhicle Serv. Control Acct (22,957,000)|DPS Special Revenue P077902 Vehicle Serv. Expenditure Acct 22,957,000 trans appropriated funds to operating approp 171 003 01 004 04A
DPS|Special Revenue P077112 Driver Serv. Control Acct. (32,628,000)|DPS Special Revenue P077912 Driver Serv. Expenditure Acct 32,628,000 trans appropriated funds to operating approp 171 003 01 004 04B
DPS|Special Revenue P077112 Driver Serv. Control Acct. (156,000)|DPS Special Revenue PO77AK2 Automated Knowledge Test Syst 156,000 maintain automated knowledge test syst 171 003 01 004 04B
DPS|Special Revenue P077102 VEhicle Serv. Control Acct (148,562)|DPS Special Revenue P077D02 Vehicle Services Bulk Data 148,562 Fund Driver Vehicle Record Subscription and audit bulk data practices 168327 4 2C; 3.9741 5
DPS|Special Revenue P077112 Driver Serv. Control Acct. (184,050)|DPS Special Revenue P077D12 Driver Services Bulk Data 184,050 Fund Driver Driver Record Subscription and audit bulk data practices 168.327 5C; 3.9741 5
DPS|Special Revenue PO77M72 MNLars Contract Software (68,000)|DPS Special Revenue PO77M12 MNLars Contracting 68,000 Return unsed funds to the control account 18 101 00 001 3A2
DPS|Special Revenue P077112 Driver Serv. Control Acct. (861,085)|DPS Special Revenue PO77RE2 Real ID 861,085 Laws of 2017 Real ID Act 17 076 026
DPS|General Fund P079101 Gambling Enforcement (180,000)|DPS General Fund P079141 Liquor Compliance initiative 180,000 transfer to exp approp per laws of 2017 17 095 01 011 006
DPS|Special Revenue P075052 Transportation Service Fund (72,488)|DPS Special Revenue P079182 DPS Motor Vehicle Account AGED 72,488 transfer of collected MV fees to AGED MS 168A.29 1 5B
DPS|General Fund P079101 Gambling Enforcement (679,440)|DPS General Fund P0791A1 Alcohol Enforcement 679,440 Alcohol prtn set up in diff approp 17 095 01 011 006
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Agency ApproplD ApproplD Transfer
DPS|Special Revenue P0791C2 AGE 2AM Permit Control (635,415)|DPS Special Revenue P0791A2 Alcohol Enforcement 2AM Permit 635,415 transfer funds per laws of 2017 17 095 01 011 006
DPS|Special Revenue P0791A2 Alcohol Enforcement 2AM (53,472)|DPS Special Revenue P0791C2 AGE 2AM Permit Control Approp. 53,472 return unused funds to cotrol approp MS 340A.504 7
DPS|Special Revenue P0794C2| Pipeline Safety Control Approp (530,000)|DPS Special Revenue P079402 Pipeline Safety 530,000 transfer funds per laws of 2017 171 003 01 004 006
DPS|Federal Funds P079413 Pipeline Safety Fed CY 18 (649,729)|DPS Federal funds P079443 Pipeline Safety Fed CY 19 649,729 move funds to current grnt for cashflow MS 299).01
DPS|Special Revenue P079402 Pipeline Safety (176,796)|DPS Special Revenue P0794C2 Pipeline Safety Control Approp 176,796 return unused funds to cotrol approp MS 299)18
DPS|911 Funds P079629| 912 Emergency Svs Control Acct (28,053,000)|DPS 911 Funds P079609 911 Emergency Svs Exp Acct 28,053,000 transfer funds per laws of 2017 17 095 01 011 008
DPS|911 Funds P079629| 912 Emergency Svs Control Acct (13,664,000)|DPS 911 Funds P079619 Public Safety Answering Pis 13,664,000 transfer from control account to PSAP 17 095 01 011 08A
DPS|911 Funds P079609 911 Emergency Svs Exp Acct (26,831,701)|DPS 911 Funds P079629 911 Emergency Svs Control Acct 26,831,701 transfer from control acct to exp acct 17 095 01 011 008
DPS|911 Funds P079679 ARMER Improvements (446,185)|DPS 911 Funds P079629 911 Emergency Svs Control Acct 446,185 return unused funds back to the control account 17 095 01 011 008
DPS|911 Funds P079689 Armer Interoperability Plng (874,494)|DPS 911 Funds P079629 911 Emergency Svs Control Acct 874,494 return unused funds back to the control account 17 095 01 011 008
DPS|Other Misc Special Revenue H752222 Med Resource Commun Ctr (132,542)|DPS 911 Funds P079659| Medical Resource Communication 132,542 return unused funds back to the control account 17 095 01 011 08B
DPS|911 Funds P079629| 912 Emergency Svs Control Acct (683,000)|DPS 911 Funds P079659| Medical Resource Communication 683,000 transfer to operating approp - EMSRB 17 095 01 011 08B
DPS|911 Funds P079629| 912 Emergency Svs Control Acct (23,261,000)|DPS 911 Funds P079669 ARMER Debt Service 23,261,000 transfer to operating approp for Debt Service 17 095 01 011 08C
DPS|911 Funds P079629| 912 Emergency Svs Control Acct (1,000,000)|DPS 911 Funds P079679 ARMER Improvements 1,000,000 transfer to operating approp for ARMER 17 095 01 011 08E
DPS|911 Funds P079629| 912 Emergency Svs Control Acct (920,000)|DPS 911 Funds P079689 Armer Interoperability PIng 920,000 transfer from control acct to ARMER exp 17 095 01 0110 008
DPS|911 Funds P079629| 912 Emergency Svs Control Acct (9,674,000)|DPS 911 Funds P0796A9 Armer State Backbone Oper Cost 9,674,000 transfer to operating approp for backbone 17 095 01 011 08D
DPS|Special Revenue P074012 Fire Safety Account (6,698,500)|DPS Special Revenue P079702 Mn Firefighters - Trng & Ed 6,698,500 transfer to exp approp per laws of 2017 17 095 01 011 05a&d
DPS|Special Revenue P074012 Fire Safety Account (963,887)|DPS Special Revenue P079752 MBFTE Task Force 1 963,887 transfer to exp approp per laws of 2017 17 095 01 011 05b&d
DPS|Special Revenue P074012 Fire Safety Account (325,000)|DPS Special Revenue P079762 MBFTE Air Rescue 325,000 transfer to exp approp per laws of 2017 17 095 01 011 05c¢|
DPS|Special Revenue P074012 Fire Safety Account (222,787)|DPS Special Revenue P079782 MBFTE MnFire 222,787 transfer to exp approp per laws of 2017 17 095 01 011 05d
DPS|Special Revenue P077072| Non Dwi Reinstatement Post Bd (199,275)|Post Board Special Revenue P7T0103 Post Cont Ed Ded Grants 199,275 Per statue-transfer to general fund for remote electronic alcohol monitoring MS 171.29 2F
DPS|Natural Resource Misc Statutry P07730P State Park & Trail Special Plt (750,097)|Natural Resources Dept. Natural Resource Misc Statutry R294241 PAT License Plates NRMS 750,097 Money is used to operate and maintain the state park and trails system MS 168 1295; 85.056
DPS|Reinvest In Minnesota-Gifts P07730R|  Critical Habitat Matching Acct (5,190,665)|Natural Resources Dept. Reinvest In Minnesota-Gifts R296242 FAW RIM Crit Hab Lic Plate ITC 5,190,665 To fund the direct acquistion or improvement of land and management of MS 168 1296; 84.943
DPS|Special Revenue PO72RP2 Railroad & Pipeline Safety (104,000)Pollution Control Agency Other Misc Special Revenue R32G117 ER Rail Safety 104,000 PCA-Environ Protection RR Discharge Prepare MS 299A.55 2b
DPS|911 Funds P0796A9 Armer State Backbone Oper (9,662,000)| Transportation Dept. 911 Emergency T790280 ARMER Maint SW Radio Comm 9,662,000 external transfer from PO796A9 to ARMER 17 095 01011 08D
DPS|Special Revenue PO72RP2 Railroad & Pipeline Safety (600,000)|Transportation Dept. Special Revenue T790764 Mn Grade Crossing Safety Acct 600,000 DOT-Improving Safety at RR Grade Crossings 17 095 02 010 02¢
TOTAL (414,511,095)| 414,511,095




Interagency Agreement
Amendment #1

State of Minnesota
DPS Contract Number: 83308
DNR Contract Number: 95255

Agreement Start Date: 07/01/2015  Total Agreement Amount: $1,370,010.00
Original Expiration Date: 06/30/2017 Original Agreement: $ 671,760.00
Current Expiration Date: 06/30/2017 ~ Previous Amendment(s) Total. _§ 0.00
Requested Expiration Date: 06/30/2018 This Amendment: $ 698,250.00

This Amendment is between the Minnesota Department of Natural Resources, acting on behalf of its Enforcement
Division ("DNR"), and the Minnesota Department of Public Safety, acling on behalf of the Minnesota State Patrol (‘DPS”).

Recitals

1. DNR and DPS have an interagency agreement identified as SWIFT contract 88308 [DPS] and SWIFT contract 92281
[DNR] (“Original Agreement”) for radie communications dispatching services.

2. DNR and DPS wish to extend the Qriginal Agreement for two (2) additional years and amend the existing service
rates and costs.

3. DNR and DPS mutually agree to amend the Original Agreement as stated below.

Agreement Amendment
In this Amendment, changes le pre-existing Agreement language will use strike-through for deletions and underlining for insertions.

REVISION 1. Clause 1, Term of Agreement, is amended as follows:
1 Term of Agreement
1.1 Effective Date. July 1, 2015, or the date the DNR obtains all required signatures under Minnesota Statutes §
16C.05, subdivision 2, whichever is |ater. !
1.2 Expiration Date. Jurne-30-204F June 30, 2019, or until all obligations have been satisfactorily fulfilled.

REVISION 2. Clause 2, Scope of Work, section 2 2.6 is amended as follows:
2.2.6 A new contract or amendment to the Original Aareement must be written and fully executed before June-30;
2047 June 30, 2019 by the DNR or all services will be stopped as of June-36-204% June 30, 2019.

REVISION 3. Clause 3, Consideration and Payment, is amended as follows:
3 Consideration and Payment
3.1 Consideration for all services performed by DPS pursuant to the Agreement shall be paid by DNR as follows;

3.1.1 Forradio communications dispatch services at a flat rate of $249,500.00 for state fiscal year 2016 (July 1,
2015 through June 30, 2016), and $249,500.00 for state fiscal year 2017 (July 1, 2016 through June 30,
2017), and at a flat rate of $261,975.00 for state fiscal year 2018 (July 1, 2017 through June 30, 2018).
and $261.975 00 for state fiscal year 2019 (July 1, 2018 through June 30, 2019),

3.1.2 For CAD connectivity, an annual feeg of $67,680.00 for state fiscal year 2016, and $67,680.00 for state
fiscal year 2017, $67,680.00 for state fiscal year 2018, and $67,680 00 for state fiscal year 2019. The fee
of $67,680.00 is for CAD connectivity of one hundred and eighty-eight (188) mobile data computers at
$360 each per fiscal year.

3.1.3 Additional services or costs for technical support to resolve technical issues/concerns related to CAD and
Mabile Data Computers to the DPS data network that are not covered under the flat rate referenced in
3.1.1 will be charged, During state fiscal year 2016 and state fiscal year 2017, a ak-the straight time rate
of $63.90 per hour and at the overtime rate of $95.85 when requested and approved by the DNR not to
exceed $15,400.00 annually. During state fiscal year 2018 and slate fiscal year 2019, a straight time rate

of $67 10 per hour and an overtime rate of $100.64 per hour when requested and approved by the DNR
not to exceed $16.170.00 annually

Amendment 1_DPS-DNR Inferagency Agreement_ DPS Contract #88308_DNR Confract #92281



3.1.4 An annual fee of $3,300.00 will be paid for having over forty (40) maobile data computers on the system.

3.2 Terms of Payment. The DNR shall make payment within 30 days after the DPS has presented invoices to
DNR for services satisfactorily performed. DPS shall invoice the DNR annually on December 1% of each state
fiscal year for each state fiscal year's services stated in this Agreement.

The total obligation of DNR for all compensation and reimbursements to DPS under sub-section 3.1.1 through 3.1.4 of
this Agreement will not exceed $335,880.00 for Fiscal Year 2016, and $335,880.00 for Fiscal Year 2017, $348,125.00
for Fiscal Year 2018 and $349,125 00 for Fiscal Year 2019 for a total of $874-766-00 $1,370,010.00 under this

agreement.

REVISION 4. Clause 9, Extension Option, is deleted in its entirety as follows:

-9 Extension Option

TFhere-will-be-no-extension-eption for this contract—A-pew.-contract will-need-te-be-weitten-and-fully-exscuted-belora
Jupe-30-2017-by-the-RDNR-or-all-services will-be-stopped-as-of-June-30-204+

Except as amended herein, the terms and conditions of the Original Agreement and all previous amendments

remain in full force and effect.

1. STATE ENCUMBRANCE VERIFICATION
Individual certifies that funds have been encumbered as
required by Minnesola Statutes §§16A.15 and 16C.05,

signed: VLGN UEL.

Date: A_‘_Z] J l-'
SWIFT PO No.: 3°°‘A 1 Rﬂs (]

2. DEPARTMENT OF PUBLIC SAFETY;
MINNESOTA STATE PATROL
) {;‘7 —
= . ™
Signed: B L e
~  (with delegated authorily)

Title: C TR

Date: g‘ e3-/~7

3. DEPARTMENT OF NATURAL RESOURCES;
ENFORCEMENT DIVISION

Signed:

(with delegated authority)
Title: @b

\/r?
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DPS Contract # 88308
DNR Contract #: 92281

DNR PO#: 30000 1%

STATE OF MINNESOTA
INTERAGENCY AGREEMENT
DPS-DNR Radio Communications Dispatching Services

This agreement is between the Minnesota Department of Natural Resources — Enforcement Division
(DNR) and the Minnesota Department of Public Safety, State Patrol Division (DPS).

Agreement
1 Term of Agreement
1.1 Effective date: July 1, 2015, or the date the DNR obtains all required signatures under Minnesota
Statutes Section 16C.05, subdivision 2, whichever is later.
1.2 Expiration date: June 30, 2017, or until all obligations have been satisfactorily fulfilled,
whichever occurs first.

2 Scope of Work
2.1 DPS DUTIES
DPS shall:

2.1.1  Operate and maintain a radio communications broadcast system for the primary
purpose of providing dispatching services. Such radio communications broadcast
system shall be made available and accessible by the DPS to law enforcement
personnel of the Enforcement Division of the DNR.

2.1.2  DPS shall provide radio communications dispatching services for the law
enforcement personnel of the Enforcement Division of the DNR as per mutual
agreement of contract protocols. DPS shall implement contract protocols as agreed
to consistently in all dispatch locations. ’

2.1.3  The law enforcement personnel of the Enforcement Division of the DNR and the
law enforcement personnel of the DPS shall have joint use and right to all of the
dispatching services provided.

2.1.4 DPS shall provide dispatch service to the Turn In Poachers anonymous report line
for DNR Enforcement during periods when DNR personnel are unavailable or not
scheduled, including but not limited to non-business hours, holidays and weekends,

2.2 DNR’S DUTIES
DNR shall:

2.2.1 Provide, operate and maintain mobile voice radio communications equipment in
compliance with DPS requirements.

2.2.2  Provide any and all subscriber equipment necessary for DNR s law enforcement
personnel to use the data radio communications system. .

2.2.3  Provide all software licensing and related software maintenance for DNR’s users.

2.2.4 Make payment separate from this agreement for any additional services or costs
incurred to provide access to systems, which are not part of the DPS’s voice radio
communications broadcast system, and are deemed necessary or requested by the
DNR, including but not limited to per device fees for user access to CJIS.

2.2.5 Make payment separate from this agreement for any additional services or costs
incurred to provide access to DPS’s data information network systems, deemed
necessary or requested by the DNR, including but not limited to user software

. licensing, software development, operations and/or maintenance, technical
assistance and hardware, If the DNR requests additional functionality, products or
other changes to support their needs, then DPS will assess the feasibility of
implementing the request including providing itemized estimates of development,
software, support, etc. Both parties must agree to the changes prior to any work

Rev. 5/03 Interagency Agreement : 1
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DPS Contract # 88308 5}};:
DNR Contract #: 92281 e
DNR PO#:_ 3000 0“780_:@ :

being done. .‘(:
2.2.6 A new contract must be written and fully executed before June 30, 2017 by the DNR b
or all services will be stopped as of June 30, 2017.

3 Consideration and Payment

3.1 Consideration for all services performed by DPS pursuant to the Agreement shall be paid by
the DNR as follows:
3.1.1 Forradio communications dispatch services at a flat rate of $249,500.00 for state
fiscal year 2016 (July 1, 2015 through June 30, 2016) and $249,500.00 for state
fiscal year 2017 (July 1, 2016 through June 30, 2017).

3.1.2  For CAD connectivity, an annual fee of $67,680.00_for state fiscal year 2016 and
$67,680.00 for state fiscal year 2017. The fee of $67,680.00 is for CAD connectivity
of one hundred and eighty-eight (188) mobile data computers at $360 each per fiscal
year.

3.1.3 Additional services or costs for technical support to resolve technical issues/concerns
related to CAD and Mobile Data Computers to the DPS data network that are not
covered under the flat rate referenced in 3.1.1 will be charged at the straight time rate
0f $63.90 per hour and at the overtime rate of $95.85 when requested and approved
by the DNR not to exceed $15,400.00 annually.

3.1.4  Anannual fee of $3,300.00 will be paid for having over forty (40) mobile data
computers on the system.

3.2 Terms of Payment. The DNR shall make payment within 30 days after the DPS has presented
invoices to DNR for services satisfactorily performed. DPS shall invoice the DNR annually
on December 1%, of each state fiscal year for each state fiscal year’s services stated in this
agreement. - '

The total obligation of DNR for all compensation and reimbursements to DPS under sub-section 3.1.1
through 3.1.4 of this agreement will not exceed $335,880.00 for Fiscal Year 2016 and $335,880.00 for
Fiscal Year 2017 for a total of $671,760.00 under this agreement.

Conditions of Payment
All services provided by DPS under this agreement must be performed to DNR’s satisfaction, as
determined at the sole discretion of DNR’s Authorized Representative,

Authorized Representative
DNR's Authorized Representative is Lt Col Rodmen Smith, DNR/Enforcement Division, 500
Lafayette Road, St. Paul, MN 55155, (651) 259-5054, or his successor.

DPS' Authorized Representative is Major Bruce Brynell, MSP Headquarters, 445 Minnesota Street,
Suite 130, St. Paul, MN 55101-5130, (651) 201-7145, or his’her successor.

Amendments

Any amendment to this agreement must be in writing and will not be effective until it has been
executed and approved by the same parties who executed and approved the original agreement, or their
successors in office.

Rev. 5/03 Interagency Agreement S 2
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DPS Contract # 88308 e
DNR Contract #: 92281 e
DNR PO#: 3300 &7 KOBD

Liability
Each party will be responsible for its own acts and behavior and the results thereof. b

Termination

Either party may terminate this agreement at any time, with or without cause, upon 60 days’ written
notice to the other party. In the event of a termination, the DPS shall be entitled to payment,
determined on a pro rata basis, for work or services satisfactorily performed.

Extension Option v
There will be no extension option for this contract. A new contract will need to be written and fully
executed before June 30, 2017 by the DNR or all services will be stopped as of June 30, 2017.

Coordination and Planning

The DPS Authorized Representative shall provide notice to the DNR Authorized Representative, as
close as possible the thirty (30) days in advance, of meetings, discussions, and sessions that relate to
services, equipment, and/or operation of the communication system that relate to the DNR’s use of the
communications system.

Data Practices i
Both DPS and DNR will comply with the Minnesota Data Practices Act in accordance with this
Agreement and as it applies to all created, gathered, generated, or acquired data.

1. DNR ENCUMBRANCE VERIFICATION 3. MINNESOTA DEPARTMENT OF NATURAL

RESOURCES — ENFORCEMENT DIVISION
Individual certifies that funds have been encumbered as el i .
required by Minn. Stat, §§ 16A.15 and 16C.05. By: /C’%}%V:)f

Signed: & M /VL%/,//\/ / H ,g/g/é(»/( ‘ (with delegated authority) 4

Date: ‘ é/Qﬁ//E

Title: @/{"{Lad;/[aki, A\«g ﬁbﬁ} i é//l/t/éfbj
Date: é@% 5/

2. MN DEPARTMENT OF PUBLIC SAFETY

By:

%

(With delegated authority)

Title: é’i /ud‘f‘
Date: ‘/’/-7 ﬁ//s’
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Interagency Agreement
Amendment 1

State of Minnesota

SWIFT Contract Number: 120900
SWIFT Purchase Order Number: 3000045957

Agreement Start Date: 02/10/2017 Total Agreement Amount: $267,405.00
Original Expiration Date: 03/31/2017 Original Agreement: $200,000.00
Current Expiration Date: 03/31/2017 Previous Amendment(s) Total: § 0.00
Requested Expiration Date: 03/31/2018 This Amendment: $ 97,405.00

This Amendment is by and between the Minnesota Department of Public Safety, acting on behalf of the Office of Justice
Programs ("DPS” and the Minnesota Department of Corrections ("DOC").

Recitals

1. DPS and DOC have an interagency agreement identified as SWIFT contract 120900 ("Original Agreement") for
corresponding to VINE and CHOICE requirements.

2, DPS and DOC wish to extend the Original Agreement for one (1) additional year,

3. DPS and DOC mutually agree to amend the Original Agreement as stated below.

Agreement Amendment
In this Amendment, changes to pre-existing Agreement language will use strike-through for deletions and underlining for insertions.

REVISION 1. Clause 1, Term of Agreement, is amended as follows;
1. Term of Agreement
1.1 Effective Date. February 10, 2017 or the date the State obtains all required signatures under Minnesota

Statutes § 16C.05, subdivision 2, whichever is later,
1.2 Expiration Date. March-31,-2017 March 31, 2018 or until all obligations have been satisfactorily fulfilled,
whichever occurs first,

REVISION 2. Clause 3, Consideration and Payment, is amended as follows:

3. Consideration and Payment
The total obligation of DPS for all compensation and reimbursements under this Agreement will not exceed Tweo
Hundred-Thousand-and-00/100-Dollars-($200,000.00)-Two hundred ninety seven thousand four hundred five
and 00/100 dollars ($297,405.00) as identified in and consistent with Exhibit A which is attached and made a

part of this Agreement.

Itemized involces will be filed in arrears, not more cften than monthly, and within 30 days of the period covered by the
invoice for work satisfactorily performed. Final invoice must be received no later than April-30-2047 April 30, 2018.

Except as amended herein, the terms and conditions of the Original Agreement and all previous amendments remain in
full force and effect.

Amendment 1_DPS-DOC IAA_120900



1. STATE ENCUMBRANCE VERIFICATION 3. DEPT. OF PUBLIC SAFETY; OFFICE OF JUSTICE PROGAMS
Individual certifies that funds have been encumbered as

."

ired by Minn. Stat. §§ 16A.15 and 16C.05. -,—: ~

required by Minn. Stat. §§ an By: Lf\\McL&Qﬂlh lZ"-J ﬁ?ﬁ&ﬂj)? LUAON——
-2 th delegated authority

signed: A \UWS

. 12T o TP
o S Title:
il u l‘)&‘! 2 & Date: 8 5" 22 -~ 7

SWIFT PO Number: 3000045967

-7
By:

(With deflegated authorily)
Title: epun A 7S d) 0T

Date: {:/ 5'— 2/7
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EXHIBIT A

Budget for the DPS-DOC VINE/MN CHOICE Interagency Agreement

2/10/17 to 3/31/18
A, PERSONNEL
Name/Position Annual salary % of time Number of years Total
Management Analyst $48,912 1.00 1.5 573,368
Management Analyst 548,912 1.00 15 573,368
Student worker (clerical) $29,003 1.00 15 543,505
Safety Tracking Database: Life sentence data entry = 46 hours @
DOC student worleers $14.71/hour; safety planning data entry = 350 @ $14.71/hour; R 510,974
Database: Rj related data entry = 350 hours @14.71/hour.
Total Personnel §201,215
B. FRINGE
Total fringe per year
Name/Position (Match highlighted In blue) ({retirement, % of time Number of years Total
insurance, FICA)*
Management Analyst 822,653 1.00 1.5 $33,980
Management Analyst 522,653 1.00 1.5 533,980
Student worker (clerlcal) 57,414 1.00 1.5 $11,121
Total Fringe $79,080
C. TRAVEL
Purpose of travel Description/computation Costs
) Travel by two DOC/OIP staff to conduct trainings/meetings in 10 separate o
Trainings/meetings with advocates, law enforcement, |jscations around Minnesota . No overnight stay required. $1,100
probation and corrections agents, and county
attorney staff on new natification options through
CHOICE and other enhanced features, Travel by two DOC/OJP staff to conduct tralnings or meetings in 10 separate 44,360
lacations around Minnesota. One night stay required . 4
Total Travel $5,460
E. SUPPLIES
Supply Items Computation Cost
Two sets of promotlonal displays/exhibits, table coverings, and signage: @
Display materials for conferences, presentations, and [$1000-for VINE and $1500 for CHOICE; and dedicated teaining/display computer $3,000
public events with expanded monitor @ $1500. DOC will purchase their own "
supplies/equipment directly and request reimbursement from DPS,
Computers set ups, software licenses, and software Twa Iapt.ops @ $1000 ench; one desktop @ $500; 3 double screen monitor set
N S ups @ 1300 per set; and $200 for each keyboard/mouse/peripherals set up. $8.650
6 g Y Three Enterprise licenses for Adobe Acrobat Pro DC @ $50 for each of 3 staff :
workers, memers; Sharepolnt training @ 5500 for each of 3 staff members,
Total Supplies $11,650
$297,405

TOTAL DOC BILLING TO DPS

DPS-DOC Interagency Agreement - Exhibit A - Amended, FY 2017
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Interagency Agreement

Amendment 2

State of Minnesota

SWIFT Contract Number: 120900
SWIFT Purchase Order Number: 3000045957

. Agreement Start Date; 02/10/2017 Total Agreement Amount; $297,405.00
Original Expiration Date: 03/31/2017 Original Agreement: $200,000.00
Current Expiration Date: - 03/31/2018 Previous Amendment(s) Total: $ 97,405.00
Requested Expiration Date: N/A This Amendment: $0.00

This Amendment is hy and between the Minnesota Deparfment of Public Safety, acting on behalf of the Office of Justice
Programs (“DPS" and the Minnesota Department of Corrections (“DOC").

Recitals

1. DPS and DOC have an interagency agreement identified as SWIFT contract 120900 (“Original Agreement”) for
corresponding to VINE and CHOICE requirements. :

DPS and DOC wish to revise Exhibit A.

DPS and DOC mutually agree to amend the Original Agreement as stated below.

Ll A

Agreement Amendment
In this Amendment, changes to pre-existing Agreement language will use strike-threugh for deletions and underlining for insertions.

REVISION 1. Clause 3, Consideration and Payment, is amended as follows:

3. Consideration and Payment
The total obligation of DPS for all compensation and reimbursements under this Agreement will not exceed Two
hundred ninety seven thousand four hundred five and 00/100 dollars ($297,405.00) as identified in and
consistent with Exhibit-A Exhibit A— Amendment 1' which is attached and made 4 part of this Agreement.

ltemized invoices will be filed in arrears, not more than monthly, and within 30 days of the period covered by the
invoice for work satisfactorily performed. Final invoice must be received no later than April 30, 2018,

Except as amended herein, the terms and conditions of the Original Agreement and all previous amendments remain in
full force and effect.

1. STATE ENCUMBRANCE VERIFICATION 3. DEPT. O PUBLIC SAFETY; OFFICE OF JUSTICE PROGAMS
Individual cettifies that funds have been encumbered as
required by Minn. Stat, §8 16A.15 and 16C.05. f\
oy @W/&f/ mC/V VUAIOAN_~
h delegated authority)
Signed: NOT APPLICABLE ~ NO CHANGE IN FUNDING dz
Title: ﬂ € ,l - 0\) P

Date: Q/ / (1’/ 2...5’/ 7
SWIFT PO Number: 3000045957

Date: q 25-) "7
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2. DEPART OF ECHONS

By:

" (With deleggted authority)

Amendment 1_DPS-DOC IAA_120900




EXHIBIT A - AMENDMENT 1
Budget for the DPS-DOC VINE/MN CHOICE Interagency Agreement
2/10/17 to 3/31/18

5 Rt

Name/Position Annual salary % of time Number of years Total

Management Analyst $48,912 1.00 1.5 $73,368

Management Analyst $48,912 1.00 15 573,368

Management Analyst $50,118 1.00 0.67 $33,412
= e > = L

Purpose of fravel

Name/Position (Match highlighted in blue) 4 (retirvement, % of time Number of years Total

. ' insurance, FICA)* .
Management Analyst $22,653 1.5 $33,980
Management Analyst 322,653 1.5 $33,980
Management Analyst $22,502 0.67 515,001

Trainings/meetings with advocates, law enforcement;
probation and corrections agents, and county attorney
staff on new notificatlon options through CHOICE and
other enhanced features,

Travel by two DOC/OIP staff to conduct trainings/meetings In 10 separate

locations around Minnesota . No overnight stay required. $1,1.00
Average roundtrip mileage per trip' @ 200 miles x $.55/mile x 10 trainings.

Travel by two DOC/QJP staff to conduct trainings or meetingsin 10 separ'ate

locations around Minnesota. One night stay required , :

Average roundtrip mileage per trip @ 400 miles X $.55/mile X 10 events * 2 staff $4,360

e

Supply items Computation Cost
Two sets of promotional displays/exhibits, table coverings, and signage: @

Display materials for conferences, presentations, and {$1000 for VINE and $1500 for CHOICE; and dedicated tralning/display computer $3,000

public events with expanded monitor @ $1500. DOC will purchase their own !
supplies/equipment directly and request reimbursement from DPS,

Computers set ups, software licenses, and software Two laptops @ $1000 each; one desktop @ $500; 3 double screen monitor set

ining for M & Anal 4 stud ups @ 1300 per set; and $200 for each keyboard/mouse/peripherals set up. 48,650
training for Management Analysts and student Three Enterprise licenses for Adobe Acrobat Pro DC @ $50 for each of 3 staff ’
workers, memers; Sharepoint training @ $500 for each of 3 staff members.

DPS-DOC Interagency Agreement - Exhibit A - Amended, FY 2018, August 2017
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Contracted worker

Description

Contracted workers (DOC student workers)

Safety Tracking Database:

Life sentence data entry = 46 hours @ $14.71/hour; Safety planning
data entry = 350 hours @ $14.71/hour (2 student workers at this rate);
Safety planning data entry = 175.15 hours @ $14.23/hour (1 student
worker at this rate)

RJ Database: RJ related data entry = 350 hours @ 14.71/hour.

Microsoft Excell Training for management analysts
and VARIP staff.

Full day training at Minnesota Science Museum for 12 attendees; Group
rate for 8 attendees: $2480 per (group rate is $1,240 per half-day
session). Cost for 4 additional attendees: $310 (cost is $155 each per
half day),

$13,467

$3,720

DPS-DOC Interagency Agreement - Exhibit A - Amended, FY 2018, August 2017
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Interagency Agreement
Amendment 3

State of Minnesota

SWIFT Contract Number; 120900
SWIFT Purchase Order Number: 3000046957

Agreement Start Date: 02/10/2017 Total Agreement Amount; $297,405.00
Original Expiration Date: 03/31/2017 Original Agreement: $200,000.00
Current Expiration Date: 03/31/2018 Previous Amendment(s) Total: _$ 97,405.00
Requested Expiration Date: N/A This Amendment: $0.00

This Amendment is by and between the Minnesota Department of Public Safety, acting on behalf of the Office of Justice
Programs ('DPS” and the Minnesota Department of Corrections (“DOC"),

Recitals

DPS and DOC have an interagency agreement identified as SWIFT contract 120900 ("Original Agreement") for
corresponding to VINE and CHOICE requirements.

DPS and DOC wish to revise the budget identified as Exhibit A— Amendment 1.

DPS and DOC mutually agree to amend the Original Agreement as stated below.

Agreement Amendment

In this Amendment, changes lo pre-existing Agreement language will use sirike-thiough for deletions and undedining for Insertions.

REVISION 1. Clause 3, Consideration and Payment, is amended as follows:

3.

Consideration and Payment

The total obligation of DPS for all compensation and reimbursements under this Agreement will not exceed Two
hundred ninety seven thousand four hundred five and 00/100 dollars ($297,405.00) as identified in and
consistent with Exhibit-A—Amendment-4 Exhibit A - Amendment 2 which is attached and made a part of this

Agreement.

Iltemized Invoices will be filed in arrears, not more than monthly, and within 30 days of the period covered by the
invoice for work satisfactorily performed. Final invoice must be received no later than April 30, 2018.

Except as amended herein, the terms and conditions of the Original Agreement and all previous amendments remain in
full force and effect.

Individusl certiffes that funds have been encumbered as
raquired by Minn. Stat. §§ 16A.16 and 16C,05.

1. STATE ENCUMBRANCE VERIFICATION 3. ?F PUBLIC SAFETY; OFFICE OF JUSTICE PROGAMS

Signed: NOT APPLICABLE = NO CHANGE IN FUNDING

Date;

oo ioN s V] griiss e -

(With’delegatad authority)
Title: @ﬁCCjZK oI7)
Date: F~a2-1 ¥

SWIFT PO Number: 3000045957

Amendment 1_DPS-DOC 1AA_120900




2. DEPART F GORREETI 9

By: 3
(With delegated authority)
Title: MML\ &MM,‘JJ/‘D f?.«f

Date: .&.‘/ {2 2 / Pb"

Amendment 1_DPS-DOC IAA_120900




EXHIBIT A - AMENDMENT 2

Budget for the DPS-DOC VINE/MN CHOICE Interagency Agreement

2/10/17 to 3/31/18
A. PERSONNEL i . !
Name/Position Annual salary % of time Number of years Total
Management Analyst 544,886 1.00 0.92 541,309.08
Management Analyst 541,163 1.00 0.76 531,189.05
Management Analyst 550,118 1.00 0.18 $9,249,60
Total Personnel ; i i $81,748
B. FRINGE
inge per year (reti t, i

Name/Position (Match highlighted In blue) Toretfiluge pary 1"{: :]'mmen AN % of time Number of years Total
Management Analyst $22,653 1.00 0.95 $21,627.31
Management Analyst 516,668 1.00 0.73 512,132,92
Management Analyst $3,938 1.00 0.18 $708.81
Total Fringe ! e $34,469
C. TRAVEL e
Purpose of travel Descriptionfeomputation Costs
Total Travel $0
E. SUPPLIES
Supply items Computation Cost

(1) One Haven promotional display/exhibits, table coverings, and signage $1000
Display materials for conferences, presentations, and |(2) Two Dedicated training/display laptop computers for DOC/Haven @ $1000 each, $12,500
public events (3) Two Tauch Screen 49" Floor Standing Digital Kiosk Displays for two units in DOC VARIP promoting and 12

training on Haven (including tax and shipping) @ 54,500 each
Computers set ups, software licenses, and software Two laptops @ $1000 each; one desktop @ $500; 3 double screen monitor set ups @ 1300 per set; and $200
training for Management Analysts and student for each keyboard/mouse/peripherals set up. Three Enterprise licenses for Adobe Acrobat Pro DC @ $50 for 58,650
workers. each of 3 staff memers; Sharepoint training @ $500 for each of 3 staff members.
Total Supplies ; A o P "1 sa1,150
DPS-DOC Interagency Agreement - Exhibit A - Amended, FY 2018, March 2018 Page 1




G. CONSULTANTS/CONTRACTS

Contracted worker

Description

Videography

Hire consultant to create Instructional and informative videos using professional
actors; videos to be embedded into website for public users of Haven service,
Based on quote from previous work: video company staff hours (all at
$81.50/hour) 142 hours = 511,573, script reviews and project i went @ 20

$18,767

Translation and accessibility expenses

Translate print materials and website language into 5 languages (5500 per
brochure x 9 brochures x 5 languages; $150 per page x 20 pages of web content
converted to information sheets x S languages; 5200 per form x 8 forms % 5
languages ,5 posters *5 languages x $100); and use graphics specialist to ensure

$48,700

Contracted workers (DOC student workers)

Safety Tracking Database:
Life sentence data entry = 46 hours @ 514.71/hour; Safety planning data entry =
350 hours @ $14.71/hour (2 student workers at this rate); Safety planning data

13,467

Total consultants/contracts

entry =175.19 hours @ $14.23/hour {1 student warker at this rate)

$80,934

H. OTHER COSTS

Marketing of Haven

Printing of 9 Haven brochures in English and Spanish @ $1650 per 20,000

£29,700

Printing of two sided Haven pocket cards (English/Spanish), 30,000 ($825 per
10,000)

52,475

Printing of Haven posters in 6 languages, 5100 per 100, 800 total

54,800

Printing web content for binders for county attorney's offices: Photocopying: 6
languages x 87 offices x @ $.15/page 30 pages, plus 87 binders @ $2.50/each

52,567

Promotional items for tabling and training (6000 count of 2 separate promotional
items @ 5.75/item, and 6000 count of 1 promational item @ $1,25/item)

$16,500

Total Marketing

$56,042

Photo subscription

through stock photo licensing vendor,

Cost ta purchase 50 stock photos for Haven website and print materials at average price of $25 per image

$1,250

Training for DOC staff on software tools for data
management, desk top publishing, graphics,
accessibllity, and word processing.

SharePoint training @ $500 for each of 3 staff members (Science Museum of MN),
(completed)

$1,500.00

Full day Excel training at for 12 attendees: Group rate for 8 attendees: $2480 per
(group rate Is $1,240 per half-day sesslon), Cost for 4 additional attendees: $310
(costis $155 each per half day) (Science Museum of Minnesota) (completed)

$2,790

InDesign Training for Management Analysts: 2.5 day training (5 sessions ) x
$159/session X 5 staff = $3975

63,975

One day (two session) InfoPath training for Management Analysts x $145/session
X 5 staff = $1788

51,788

Full day Excel Training (2 sessions) x 3 new VARIP staff x 5156.67/sesslon = 5940

$940

Total Staff Training Expense

510,993

Software licenses

InDesign Software 5550/license x 10 staff = $6050; and Visio Software license:

5160/licanse x 10 staff = $1760

$7,100

DPS-DOC Interagency Agreement - Exhibit A - Amended, FY 2018, March 2018
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Microsoft Excell Training for management analysts

Full day training at Minnesota Science Museum for 12 attendees: Group rate for 8 attendees:

52480 per (group rate is'$1,240 per half-day session), Cost for 4 additional attendees: $310 (cost §3,720
and VARIP staff. Is $155 each per half day).
Total Other Costs §79,105
TofAL 2 $297,405

DPS-DOC Interagency Agreement - Exhibit A - Amended, FY 2018, March 2018
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Interagency Agreement
Amendment #1

State of Minnesota
DPS Contract Number: 83308
DNR Contract Number: 95255

Agreement Start Date: 07/01/2015  Total Agreement Amount: $1,370,010.00
Original Expiration Date: 06/30/2017 Original Agreement: $ 671,760.00
Current Expiration Date: 06/30/2017 ~ Previous Amendment(s) Total. _§ 0.00
Requested Expiration Date: 06/30/2018 This Amendment: $ 698,250.00

This Amendment is between the Minnesota Department of Natural Resources, acting on behalf of its Enforcement
Division ("DNR"), and the Minnesota Department of Public Safety, acling on behalf of the Minnesota State Patrol (‘DPS”).

Recitals

1. DNR and DPS have an interagency agreement identified as SWIFT contract 88308 [DPS] and SWIFT contract 92281
[DNR] (“Original Agreement”) for radie communications dispatching services.

2. DNR and DPS wish to extend the Qriginal Agreement for two (2) additional years and amend the existing service
rates and costs.

3. DNR and DPS mutually agree to amend the Original Agreement as stated below.

Agreement Amendment
In this Amendment, changes le pre-existing Agreement language will use strike-through for deletions and underlining for insertions.

REVISION 1. Clause 1, Term of Agreement, is amended as follows:
1 Term of Agreement
1.1 Effective Date. July 1, 2015, or the date the DNR obtains all required signatures under Minnesota Statutes §
16C.05, subdivision 2, whichever is |ater. !
1.2 Expiration Date. Jurne-30-204F June 30, 2019, or until all obligations have been satisfactorily fulfilled.

REVISION 2. Clause 2, Scope of Work, section 2 2.6 is amended as follows:
2.2.6 A new contract or amendment to the Original Aareement must be written and fully executed before June-30;
2047 June 30, 2019 by the DNR or all services will be stopped as of June-36-204% June 30, 2019.

REVISION 3. Clause 3, Consideration and Payment, is amended as follows:
3 Consideration and Payment
3.1 Consideration for all services performed by DPS pursuant to the Agreement shall be paid by DNR as follows;

3.1.1 Forradio communications dispatch services at a flat rate of $249,500.00 for state fiscal year 2016 (July 1,
2015 through June 30, 2016), and $249,500.00 for state fiscal year 2017 (July 1, 2016 through June 30,
2017), and at a flat rate of $261,975.00 for state fiscal year 2018 (July 1, 2017 through June 30, 2018).
and $261.975 00 for state fiscal year 2019 (July 1, 2018 through June 30, 2019),

3.1.2 For CAD connectivity, an annual feeg of $67,680.00 for state fiscal year 2016, and $67,680.00 for state
fiscal year 2017, $67,680.00 for state fiscal year 2018, and $67,680 00 for state fiscal year 2019. The fee
of $67,680.00 is for CAD connectivity of one hundred and eighty-eight (188) mobile data computers at
$360 each per fiscal year.

3.1.3 Additional services or costs for technical support to resolve technical issues/concerns related to CAD and
Mabile Data Computers to the DPS data network that are not covered under the flat rate referenced in
3.1.1 will be charged, During state fiscal year 2016 and state fiscal year 2017, a ak-the straight time rate
of $63.90 per hour and at the overtime rate of $95.85 when requested and approved by the DNR not to
exceed $15,400.00 annually. During state fiscal year 2018 and slate fiscal year 2019, a straight time rate

of $67 10 per hour and an overtime rate of $100.64 per hour when requested and approved by the DNR
not to exceed $16.170.00 annually

Amendment 1_DPS-DNR Inferagency Agreement_ DPS Contract #88308_DNR Confract #92281



3.1.4 An annual fee of $3,300.00 will be paid for having over forty (40) maobile data computers on the system.

3.2 Terms of Payment. The DNR shall make payment within 30 days after the DPS has presented invoices to
DNR for services satisfactorily performed. DPS shall invoice the DNR annually on December 1% of each state
fiscal year for each state fiscal year's services stated in this Agreement.

The total obligation of DNR for all compensation and reimbursements to DPS under sub-section 3.1.1 through 3.1.4 of
this Agreement will not exceed $335,880.00 for Fiscal Year 2016, and $335,880.00 for Fiscal Year 2017, $348,125.00
for Fiscal Year 2018 and $349,125 00 for Fiscal Year 2019 for a total of $874-766-00 $1,370,010.00 under this

agreement.

REVISION 4. Clause 9, Extension Option, is deleted in its entirety as follows:

-9 Extension Option

TFhere-will-be-no-extension-eption for this contract—A-pew.-contract will-need-te-be-weitten-and-fully-exscuted-belora
Jupe-30-2017-by-the-RDNR-or-all-services will-be-stopped-as-of-June-30-204+

Except as amended herein, the terms and conditions of the Original Agreement and all previous amendments

remain in full force and effect.

1. STATE ENCUMBRANCE VERIFICATION
Individual certifies that funds have been encumbered as
required by Minnesola Statutes §§16A.15 and 16C.05,

signed: VLGN UEL.

Date: A_‘_Z] J l-'
SWIFT PO No.: 3°°‘A 1 Rﬂs (]

2. DEPARTMENT OF PUBLIC SAFETY;
MINNESOTA STATE PATROL
) {;‘7 —
= . ™
Signed: B L e
~  (with delegated authorily)

Title: C TR

Date: g‘ e3-/~7

3. DEPARTMENT OF NATURAL RESOURCES;
ENFORCEMENT DIVISION

Signed:

(with delegated authority)
Title: @b

\/r?

Amendment 1_DPS-DNR Interagency Agreement_ DPS Contract #88308_DNR Contract #92281



DPS Contract # 88308
DNR Contract #: 92281

DNR PO#: 30000 1%

STATE OF MINNESOTA
INTERAGENCY AGREEMENT
DPS-DNR Radio Communications Dispatching Services

This agreement is between the Minnesota Department of Natural Resources — Enforcement Division
(DNR) and the Minnesota Department of Public Safety, State Patrol Division (DPS).

Agreement
1 Term of Agreement
1.1 Effective date: July 1, 2015, or the date the DNR obtains all required signatures under Minnesota
Statutes Section 16C.05, subdivision 2, whichever is later.
1.2 Expiration date: June 30, 2017, or until all obligations have been satisfactorily fulfilled,
whichever occurs first.

2 Scope of Work
2.1 DPS DUTIES
DPS shall:

2.1.1  Operate and maintain a radio communications broadcast system for the primary
purpose of providing dispatching services. Such radio communications broadcast
system shall be made available and accessible by the DPS to law enforcement
personnel of the Enforcement Division of the DNR.

2.1.2  DPS shall provide radio communications dispatching services for the law
enforcement personnel of the Enforcement Division of the DNR as per mutual
agreement of contract protocols. DPS shall implement contract protocols as agreed
to consistently in all dispatch locations. ’

2.1.3  The law enforcement personnel of the Enforcement Division of the DNR and the
law enforcement personnel of the DPS shall have joint use and right to all of the
dispatching services provided.

2.1.4 DPS shall provide dispatch service to the Turn In Poachers anonymous report line
for DNR Enforcement during periods when DNR personnel are unavailable or not
scheduled, including but not limited to non-business hours, holidays and weekends,

2.2 DNR’S DUTIES
DNR shall:

2.2.1 Provide, operate and maintain mobile voice radio communications equipment in
compliance with DPS requirements.

2.2.2  Provide any and all subscriber equipment necessary for DNR s law enforcement
personnel to use the data radio communications system. .

2.2.3  Provide all software licensing and related software maintenance for DNR’s users.

2.2.4 Make payment separate from this agreement for any additional services or costs
incurred to provide access to systems, which are not part of the DPS’s voice radio
communications broadcast system, and are deemed necessary or requested by the
DNR, including but not limited to per device fees for user access to CJIS.

2.2.5 Make payment separate from this agreement for any additional services or costs
incurred to provide access to DPS’s data information network systems, deemed
necessary or requested by the DNR, including but not limited to user software

. licensing, software development, operations and/or maintenance, technical
assistance and hardware, If the DNR requests additional functionality, products or
other changes to support their needs, then DPS will assess the feasibility of
implementing the request including providing itemized estimates of development,
software, support, etc. Both parties must agree to the changes prior to any work

Rev. 5/03 Interagency Agreement : 1
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DPS Contract # 88308 5}};:
DNR Contract #: 92281 e
DNR PO#:_ 3000 0“780_:@ :

being done. .‘(:
2.2.6 A new contract must be written and fully executed before June 30, 2017 by the DNR b
or all services will be stopped as of June 30, 2017.

3 Consideration and Payment

3.1 Consideration for all services performed by DPS pursuant to the Agreement shall be paid by
the DNR as follows:
3.1.1 Forradio communications dispatch services at a flat rate of $249,500.00 for state
fiscal year 2016 (July 1, 2015 through June 30, 2016) and $249,500.00 for state
fiscal year 2017 (July 1, 2016 through June 30, 2017).

3.1.2  For CAD connectivity, an annual fee of $67,680.00_for state fiscal year 2016 and
$67,680.00 for state fiscal year 2017. The fee of $67,680.00 is for CAD connectivity
of one hundred and eighty-eight (188) mobile data computers at $360 each per fiscal
year.

3.1.3 Additional services or costs for technical support to resolve technical issues/concerns
related to CAD and Mobile Data Computers to the DPS data network that are not
covered under the flat rate referenced in 3.1.1 will be charged at the straight time rate
0f $63.90 per hour and at the overtime rate of $95.85 when requested and approved
by the DNR not to exceed $15,400.00 annually.

3.1.4  Anannual fee of $3,300.00 will be paid for having over forty (40) mobile data
computers on the system.

3.2 Terms of Payment. The DNR shall make payment within 30 days after the DPS has presented
invoices to DNR for services satisfactorily performed. DPS shall invoice the DNR annually
on December 1%, of each state fiscal year for each state fiscal year’s services stated in this
agreement. - '

The total obligation of DNR for all compensation and reimbursements to DPS under sub-section 3.1.1
through 3.1.4 of this agreement will not exceed $335,880.00 for Fiscal Year 2016 and $335,880.00 for
Fiscal Year 2017 for a total of $671,760.00 under this agreement.

Conditions of Payment
All services provided by DPS under this agreement must be performed to DNR’s satisfaction, as
determined at the sole discretion of DNR’s Authorized Representative,

Authorized Representative
DNR's Authorized Representative is Lt Col Rodmen Smith, DNR/Enforcement Division, 500
Lafayette Road, St. Paul, MN 55155, (651) 259-5054, or his successor.

DPS' Authorized Representative is Major Bruce Brynell, MSP Headquarters, 445 Minnesota Street,
Suite 130, St. Paul, MN 55101-5130, (651) 201-7145, or his’her successor.

Amendments

Any amendment to this agreement must be in writing and will not be effective until it has been
executed and approved by the same parties who executed and approved the original agreement, or their
successors in office.

Rev. 5/03 Interagency Agreement S 2




10.

11.

DPS Contract # 88308 e
DNR Contract #: 92281 e
DNR PO#: 3300 &7 KOBD

Liability
Each party will be responsible for its own acts and behavior and the results thereof. b

Termination

Either party may terminate this agreement at any time, with or without cause, upon 60 days’ written
notice to the other party. In the event of a termination, the DPS shall be entitled to payment,
determined on a pro rata basis, for work or services satisfactorily performed.

Extension Option v
There will be no extension option for this contract. A new contract will need to be written and fully
executed before June 30, 2017 by the DNR or all services will be stopped as of June 30, 2017.

Coordination and Planning

The DPS Authorized Representative shall provide notice to the DNR Authorized Representative, as
close as possible the thirty (30) days in advance, of meetings, discussions, and sessions that relate to
services, equipment, and/or operation of the communication system that relate to the DNR’s use of the
communications system.

Data Practices i
Both DPS and DNR will comply with the Minnesota Data Practices Act in accordance with this
Agreement and as it applies to all created, gathered, generated, or acquired data.

1. DNR ENCUMBRANCE VERIFICATION 3. MINNESOTA DEPARTMENT OF NATURAL

RESOURCES — ENFORCEMENT DIVISION
Individual certifies that funds have been encumbered as el i .
required by Minn. Stat, §§ 16A.15 and 16C.05. By: /C’%}%V:)f

Signed: & M /VL%/,//\/ / H ,g/g/é(»/( ‘ (with delegated authority) 4

Date: ‘ é/Qﬁ//E

Title: @/{"{Lad;/[aki, A\«g ﬁbﬁ} i é//l/t/éfbj
Date: é@% 5/

2. MN DEPARTMENT OF PUBLIC SAFETY

By:

%

(With delegated authority)

Title: é’i /ud‘f‘
Date: ‘/’/-7 ﬁ//s’

Rev. 5/03 ) . Interagency Agreement - 3




Interagency Agreement
Amendment 1

State of Minnesota

SWIFT Contract Number: 120900
SWIFT Purchase Order Number: 3000045957

Agreement Start Date: 02/10/2017 Total Agreement Amount: $267,405.00
Original Expiration Date: 03/31/2017 Original Agreement: $200,000.00
Current Expiration Date: 03/31/2017 Previous Amendment(s) Total: § 0.00
Requested Expiration Date: 03/31/2018 This Amendment: $ 97,405.00

This Amendment is by and between the Minnesota Department of Public Safety, acting on behalf of the Office of Justice
Programs ("DPS” and the Minnesota Department of Corrections ("DOC").

Recitals

1. DPS and DOC have an interagency agreement identified as SWIFT contract 120900 ("Original Agreement") for
corresponding to VINE and CHOICE requirements.

2, DPS and DOC wish to extend the Original Agreement for one (1) additional year,

3. DPS and DOC mutually agree to amend the Original Agreement as stated below.

Agreement Amendment
In this Amendment, changes to pre-existing Agreement language will use strike-through for deletions and underlining for insertions.

REVISION 1. Clause 1, Term of Agreement, is amended as follows;
1. Term of Agreement
1.1 Effective Date. February 10, 2017 or the date the State obtains all required signatures under Minnesota

Statutes § 16C.05, subdivision 2, whichever is later,
1.2 Expiration Date. March-31,-2017 March 31, 2018 or until all obligations have been satisfactorily fulfilled,
whichever occurs first,

REVISION 2. Clause 3, Consideration and Payment, is amended as follows:

3. Consideration and Payment
The total obligation of DPS for all compensation and reimbursements under this Agreement will not exceed Tweo
Hundred-Thousand-and-00/100-Dollars-($200,000.00)-Two hundred ninety seven thousand four hundred five
and 00/100 dollars ($297,405.00) as identified in and consistent with Exhibit A which is attached and made a

part of this Agreement.

Itemized involces will be filed in arrears, not more cften than monthly, and within 30 days of the period covered by the
invoice for work satisfactorily performed. Final invoice must be received no later than April-30-2047 April 30, 2018.

Except as amended herein, the terms and conditions of the Original Agreement and all previous amendments remain in
full force and effect.

Amendment 1_DPS-DOC IAA_120900



1. STATE ENCUMBRANCE VERIFICATION 3. DEPT. OF PUBLIC SAFETY; OFFICE OF JUSTICE PROGAMS
Individual certifies that funds have been encumbered as

."

ired by Minn. Stat. §§ 16A.15 and 16C.05. -,—: ~

required by Minn. Stat. §§ an By: Lf\\McL&Qﬂlh lZ"-J ﬁ?ﬁ&ﬂj)? LUAON——
-2 th delegated authority

signed: A \UWS

. 12T o TP
o S Title:
il u l‘)&‘! 2 & Date: 8 5" 22 -~ 7

SWIFT PO Number: 3000045967

-7
By:

(With deflegated authorily)
Title: epun A 7S d) 0T

Date: {:/ 5'— 2/7

Amendment 1_DPS-DOC IAA_120900



EXHIBIT A

Budget for the DPS-DOC VINE/MN CHOICE Interagency Agreement

2/10/17 to 3/31/18
A, PERSONNEL
Name/Position Annual salary % of time Number of years Total
Management Analyst $48,912 1.00 1.5 573,368
Management Analyst 548,912 1.00 15 573,368
Student worker (clerical) $29,003 1.00 15 543,505
Safety Tracking Database: Life sentence data entry = 46 hours @
DOC student worleers $14.71/hour; safety planning data entry = 350 @ $14.71/hour; R 510,974
Database: Rj related data entry = 350 hours @14.71/hour.
Total Personnel §201,215
B. FRINGE
Total fringe per year
Name/Position (Match highlighted In blue) ({retirement, % of time Number of years Total
insurance, FICA)*
Management Analyst 822,653 1.00 1.5 $33,980
Management Analyst 522,653 1.00 1.5 533,980
Student worker (clerlcal) 57,414 1.00 1.5 $11,121
Total Fringe $79,080
C. TRAVEL
Purpose of travel Description/computation Costs
) Travel by two DOC/OIP staff to conduct trainings/meetings in 10 separate o
Trainings/meetings with advocates, law enforcement, |jscations around Minnesota . No overnight stay required. $1,100
probation and corrections agents, and county
attorney staff on new natification options through
CHOICE and other enhanced features, Travel by two DOC/OJP staff to conduct tralnings or meetings in 10 separate 44,360
lacations around Minnesota. One night stay required . 4
Total Travel $5,460
E. SUPPLIES
Supply Items Computation Cost
Two sets of promotlonal displays/exhibits, table coverings, and signage: @
Display materials for conferences, presentations, and [$1000-for VINE and $1500 for CHOICE; and dedicated teaining/display computer $3,000
public events with expanded monitor @ $1500. DOC will purchase their own "
supplies/equipment directly and request reimbursement from DPS,
Computers set ups, software licenses, and software Twa Iapt.ops @ $1000 ench; one desktop @ $500; 3 double screen monitor set
N S ups @ 1300 per set; and $200 for each keyboard/mouse/peripherals set up. $8.650
6 g Y Three Enterprise licenses for Adobe Acrobat Pro DC @ $50 for each of 3 staff :
workers, memers; Sharepolnt training @ 5500 for each of 3 staff members,
Total Supplies $11,650
$297,405

TOTAL DOC BILLING TO DPS

DPS-DOC Interagency Agreement - Exhibit A - Amended, FY 2017
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Interagency Agreement

Amendment 2

State of Minnesota

SWIFT Contract Number: 120900
SWIFT Purchase Order Number: 3000045957

. Agreement Start Date; 02/10/2017 Total Agreement Amount; $297,405.00
Original Expiration Date: 03/31/2017 Original Agreement: $200,000.00
Current Expiration Date: - 03/31/2018 Previous Amendment(s) Total: $ 97,405.00
Requested Expiration Date: N/A This Amendment: $0.00

This Amendment is hy and between the Minnesota Deparfment of Public Safety, acting on behalf of the Office of Justice
Programs (“DPS" and the Minnesota Department of Corrections (“DOC").

Recitals

1. DPS and DOC have an interagency agreement identified as SWIFT contract 120900 (“Original Agreement”) for
corresponding to VINE and CHOICE requirements. :

DPS and DOC wish to revise Exhibit A.

DPS and DOC mutually agree to amend the Original Agreement as stated below.

Ll A

Agreement Amendment
In this Amendment, changes to pre-existing Agreement language will use strike-threugh for deletions and underlining for insertions.

REVISION 1. Clause 3, Consideration and Payment, is amended as follows:

3. Consideration and Payment
The total obligation of DPS for all compensation and reimbursements under this Agreement will not exceed Two
hundred ninety seven thousand four hundred five and 00/100 dollars ($297,405.00) as identified in and
consistent with Exhibit-A Exhibit A— Amendment 1' which is attached and made 4 part of this Agreement.

ltemized invoices will be filed in arrears, not more than monthly, and within 30 days of the period covered by the
invoice for work satisfactorily performed. Final invoice must be received no later than April 30, 2018,

Except as amended herein, the terms and conditions of the Original Agreement and all previous amendments remain in
full force and effect.

1. STATE ENCUMBRANCE VERIFICATION 3. DEPT. O PUBLIC SAFETY; OFFICE OF JUSTICE PROGAMS
Individual cettifies that funds have been encumbered as
required by Minn. Stat, §8 16A.15 and 16C.05. f\
oy @W/&f/ mC/V VUAIOAN_~
h delegated authority)
Signed: NOT APPLICABLE ~ NO CHANGE IN FUNDING dz
Title: ﬂ € ,l - 0\) P

Date: Q/ / (1’/ 2...5’/ 7
SWIFT PO Number: 3000045957

Date: q 25-) "7

Amendment 1_DPS-DOC I1AA_120900




2. DEPART OF ECHONS

By:

" (With deleggted authority)

Amendment 1_DPS-DOC IAA_120900




EXHIBIT A - AMENDMENT 1
Budget for the DPS-DOC VINE/MN CHOICE Interagency Agreement
2/10/17 to 3/31/18

5 Rt

Name/Position Annual salary % of time Number of years Total

Management Analyst $48,912 1.00 1.5 $73,368

Management Analyst $48,912 1.00 15 573,368

Management Analyst $50,118 1.00 0.67 $33,412
= e > = L

Purpose of fravel

Name/Position (Match highlighted in blue) 4 (retirvement, % of time Number of years Total

. ' insurance, FICA)* .
Management Analyst $22,653 1.5 $33,980
Management Analyst 322,653 1.5 $33,980
Management Analyst $22,502 0.67 515,001

Trainings/meetings with advocates, law enforcement;
probation and corrections agents, and county attorney
staff on new notificatlon options through CHOICE and
other enhanced features,

Travel by two DOC/OIP staff to conduct trainings/meetings In 10 separate

locations around Minnesota . No overnight stay required. $1,1.00
Average roundtrip mileage per trip' @ 200 miles x $.55/mile x 10 trainings.

Travel by two DOC/QJP staff to conduct trainings or meetingsin 10 separ'ate

locations around Minnesota. One night stay required , :

Average roundtrip mileage per trip @ 400 miles X $.55/mile X 10 events * 2 staff $4,360

e

Supply items Computation Cost
Two sets of promotional displays/exhibits, table coverings, and signage: @

Display materials for conferences, presentations, and {$1000 for VINE and $1500 for CHOICE; and dedicated tralning/display computer $3,000

public events with expanded monitor @ $1500. DOC will purchase their own !
supplies/equipment directly and request reimbursement from DPS,

Computers set ups, software licenses, and software Two laptops @ $1000 each; one desktop @ $500; 3 double screen monitor set

ining for M & Anal 4 stud ups @ 1300 per set; and $200 for each keyboard/mouse/peripherals set up. 48,650
training for Management Analysts and student Three Enterprise licenses for Adobe Acrobat Pro DC @ $50 for each of 3 staff ’
workers, memers; Sharepoint training @ $500 for each of 3 staff members.

DPS-DOC Interagency Agreement - Exhibit A - Amended, FY 2018, August 2017
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Contracted worker

Description

Contracted workers (DOC student workers)

Safety Tracking Database:

Life sentence data entry = 46 hours @ $14.71/hour; Safety planning
data entry = 350 hours @ $14.71/hour (2 student workers at this rate);
Safety planning data entry = 175.15 hours @ $14.23/hour (1 student
worker at this rate)

RJ Database: RJ related data entry = 350 hours @ 14.71/hour.

Microsoft Excell Training for management analysts
and VARIP staff.

Full day training at Minnesota Science Museum for 12 attendees; Group
rate for 8 attendees: $2480 per (group rate is $1,240 per half-day
session). Cost for 4 additional attendees: $310 (cost is $155 each per
half day),

$13,467

$3,720

DPS-DOC Interagency Agreement - Exhibit A - Amended, FY 2018, August 2017
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Interagency Agreement
Amendment 3

State of Minnesota

SWIFT Contract Number; 120900
SWIFT Purchase Order Number: 3000046957

Agreement Start Date: 02/10/2017 Total Agreement Amount; $297,405.00
Original Expiration Date: 03/31/2017 Original Agreement: $200,000.00
Current Expiration Date: 03/31/2018 Previous Amendment(s) Total: _$ 97,405.00
Requested Expiration Date: N/A This Amendment: $0.00

This Amendment is by and between the Minnesota Department of Public Safety, acting on behalf of the Office of Justice
Programs ('DPS” and the Minnesota Department of Corrections (“DOC"),

Recitals

DPS and DOC have an interagency agreement identified as SWIFT contract 120900 ("Original Agreement") for
corresponding to VINE and CHOICE requirements.

DPS and DOC wish to revise the budget identified as Exhibit A— Amendment 1.

DPS and DOC mutually agree to amend the Original Agreement as stated below.

Agreement Amendment

In this Amendment, changes lo pre-existing Agreement language will use sirike-thiough for deletions and undedining for Insertions.

REVISION 1. Clause 3, Consideration and Payment, is amended as follows:

3.

Consideration and Payment

The total obligation of DPS for all compensation and reimbursements under this Agreement will not exceed Two
hundred ninety seven thousand four hundred five and 00/100 dollars ($297,405.00) as identified in and
consistent with Exhibit-A—Amendment-4 Exhibit A - Amendment 2 which is attached and made a part of this

Agreement.

Iltemized Invoices will be filed in arrears, not more than monthly, and within 30 days of the period covered by the
invoice for work satisfactorily performed. Final invoice must be received no later than April 30, 2018.

Except as amended herein, the terms and conditions of the Original Agreement and all previous amendments remain in
full force and effect.

Individusl certiffes that funds have been encumbered as
raquired by Minn. Stat. §§ 16A.16 and 16C,05.

1. STATE ENCUMBRANCE VERIFICATION 3. ?F PUBLIC SAFETY; OFFICE OF JUSTICE PROGAMS

Signed: NOT APPLICABLE = NO CHANGE IN FUNDING

Date;

oo ioN s V] griiss e -

(With’delegatad authority)
Title: @ﬁCCjZK oI7)
Date: F~a2-1 ¥

SWIFT PO Number: 3000045957

Amendment 1_DPS-DOC 1AA_120900




2. DEPART F GORREETI 9

By: 3
(With delegated authority)
Title: MML\ &MM,‘JJ/‘D f?.«f

Date: .&.‘/ {2 2 / Pb"

Amendment 1_DPS-DOC IAA_120900




EXHIBIT A - AMENDMENT 2

Budget for the DPS-DOC VINE/MN CHOICE Interagency Agreement

2/10/17 to 3/31/18
A. PERSONNEL i . !
Name/Position Annual salary % of time Number of years Total
Management Analyst 544,886 1.00 0.92 541,309.08
Management Analyst 541,163 1.00 0.76 531,189.05
Management Analyst 550,118 1.00 0.18 $9,249,60
Total Personnel ; i i $81,748
B. FRINGE
inge per year (reti t, i

Name/Position (Match highlighted In blue) Toretfiluge pary 1"{: :]'mmen AN % of time Number of years Total
Management Analyst $22,653 1.00 0.95 $21,627.31
Management Analyst 516,668 1.00 0.73 512,132,92
Management Analyst $3,938 1.00 0.18 $708.81
Total Fringe ! e $34,469
C. TRAVEL e
Purpose of travel Descriptionfeomputation Costs
Total Travel $0
E. SUPPLIES
Supply items Computation Cost

(1) One Haven promotional display/exhibits, table coverings, and signage $1000
Display materials for conferences, presentations, and |(2) Two Dedicated training/display laptop computers for DOC/Haven @ $1000 each, $12,500
public events (3) Two Tauch Screen 49" Floor Standing Digital Kiosk Displays for two units in DOC VARIP promoting and 12

training on Haven (including tax and shipping) @ 54,500 each
Computers set ups, software licenses, and software Two laptops @ $1000 each; one desktop @ $500; 3 double screen monitor set ups @ 1300 per set; and $200
training for Management Analysts and student for each keyboard/mouse/peripherals set up. Three Enterprise licenses for Adobe Acrobat Pro DC @ $50 for 58,650
workers. each of 3 staff memers; Sharepoint training @ $500 for each of 3 staff members.
Total Supplies ; A o P "1 sa1,150
DPS-DOC Interagency Agreement - Exhibit A - Amended, FY 2018, March 2018 Page 1




G. CONSULTANTS/CONTRACTS

Contracted worker

Description

Videography

Hire consultant to create Instructional and informative videos using professional
actors; videos to be embedded into website for public users of Haven service,
Based on quote from previous work: video company staff hours (all at
$81.50/hour) 142 hours = 511,573, script reviews and project i went @ 20

$18,767

Translation and accessibility expenses

Translate print materials and website language into 5 languages (5500 per
brochure x 9 brochures x 5 languages; $150 per page x 20 pages of web content
converted to information sheets x S languages; 5200 per form x 8 forms % 5
languages ,5 posters *5 languages x $100); and use graphics specialist to ensure

$48,700

Contracted workers (DOC student workers)

Safety Tracking Database:
Life sentence data entry = 46 hours @ 514.71/hour; Safety planning data entry =
350 hours @ $14.71/hour (2 student workers at this rate); Safety planning data

13,467

Total consultants/contracts

entry =175.19 hours @ $14.23/hour {1 student warker at this rate)

$80,934

H. OTHER COSTS

Marketing of Haven

Printing of 9 Haven brochures in English and Spanish @ $1650 per 20,000

£29,700

Printing of two sided Haven pocket cards (English/Spanish), 30,000 ($825 per
10,000)

52,475

Printing of Haven posters in 6 languages, 5100 per 100, 800 total

54,800

Printing web content for binders for county attorney's offices: Photocopying: 6
languages x 87 offices x @ $.15/page 30 pages, plus 87 binders @ $2.50/each

52,567

Promotional items for tabling and training (6000 count of 2 separate promotional
items @ 5.75/item, and 6000 count of 1 promational item @ $1,25/item)

$16,500

Total Marketing

$56,042

Photo subscription

through stock photo licensing vendor,

Cost ta purchase 50 stock photos for Haven website and print materials at average price of $25 per image

$1,250

Training for DOC staff on software tools for data
management, desk top publishing, graphics,
accessibllity, and word processing.

SharePoint training @ $500 for each of 3 staff members (Science Museum of MN),
(completed)

$1,500.00

Full day Excel training at for 12 attendees: Group rate for 8 attendees: $2480 per
(group rate Is $1,240 per half-day sesslon), Cost for 4 additional attendees: $310
(costis $155 each per half day) (Science Museum of Minnesota) (completed)

$2,790

InDesign Training for Management Analysts: 2.5 day training (5 sessions ) x
$159/session X 5 staff = $3975

63,975

One day (two session) InfoPath training for Management Analysts x $145/session
X 5 staff = $1788

51,788

Full day Excel Training (2 sessions) x 3 new VARIP staff x 5156.67/sesslon = 5940

$940

Total Staff Training Expense

510,993

Software licenses

InDesign Software 5550/license x 10 staff = $6050; and Visio Software license:

5160/licanse x 10 staff = $1760

$7,100

DPS-DOC Interagency Agreement - Exhibit A - Amended, FY 2018, March 2018
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Microsoft Excell Training for management analysts

Full day training at Minnesota Science Museum for 12 attendees: Group rate for 8 attendees:

52480 per (group rate is'$1,240 per half-day session), Cost for 4 additional attendees: $310 (cost §3,720
and VARIP staff. Is $155 each per half day).
Total Other Costs §79,105
TofAL 2 $297,405

DPS-DOC Interagency Agreement - Exhibit A - Amended, FY 2018, March 2018
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Interagency Agreement

State of Minnesota

SWIFT Contract Number: 120900
SWIFT Purchase Order Number: 3000045957

This Agreement is between the Minnesota Department of Public Safety, on behalf of the Office of Justice
Programs division (‘DPS") and the Minnesota Department of Corrections (*“DOC").

Agreement
1.  Term of Agreement
1.1 Effective Date. February 10, 2017 or the date the State obtains all required signatures under
Minnesota Statutes § 16C.05, subdivision 2, whichever is later.
1.2 Expiration Date. March 31, 2017 or until all obligations have been satisfactorily fulfilled,
whichever occurs first.

2 Scope of Work
21 DPS shall:
211 Manage the SAVIN Grant from the federal Bureau of Justice Assistance (BJA).
2.1.2  Submit semi-annual progress reports to BJA via the Grants Management System
(GMS).

2.1.3  Develop and manage the grant work plan.

2.1.4  Submit quarterly financial reports to BJA via the GMS.

215  Manage and take the leadership role in the sections of the grant to include: addition
of SMS feature to VINE notification options, coordination of advisory team, and
development and implementation of marketing plan.

2.1.6  Take a leadership role on development and coordination of statewide advisory team.

2.1.7  Participate in the design and execution of MN CHOICE as needed.

2.1.8  Participate in the design and execution of the safety tracking database and victim-

initiated restorative justice database.
2.1.9  Coordinate with DOC on training of CHOICE and VINE requirements.

2,2 DOC shall:

221 Modify the existing COMS interface to provide all additional data elements
necessary for the CHOICE product enhancements under the SAVIN grant.

2.2.2 Take the leadership role on design and implementation of MN CHOICE
enhancements including: case management system, restitution tracking system,
custom user groups, CHOICE functionality enhancements and language
enhancements,

223 Take the leadership on design and implementation of the safety tracking database
and victim-initiated restorative justice database.

224 Take a leadership role on training of constituents on added features of the CHOICE
system and the safety tracking database and victim-initiated restorative justice
database.

2,25 Coordinate with DPS on the development of the statewide advisory committee and
participate on that committee,

226 Hire and supervise a student worker for manual entry of safety-related offender
data, victim information and restorative justice information into the database.

227 Coordinate with DPS on marketing strategies for VINE and CHOICE, including
media campaigns, development of marketing materials and other public relations
activities.

2.2.8 Provide DPS information and/or reports, as needed, on: progress on grant




activities, financial expenditures, and information necessary for required semi-
annual progress reports.

229 Submit to DPS a quarterly financial report of stated salary match no later than thirty
days following the end of the quarter. \

Consideration and Payment
The total obligation of DPS for all compensation and reimbursements under this Agreement will not
exceed Two Hundred Thousand and 00/100 Dollars ($200,000.00).

Itemized invoices will be filed in arrears, not more often than monthly, and within 30 days of the
period covered by the invoice for work satisfactorily performed. Final invoice must be received no
later than April 30, 2017.

Conditions of Payment
All services provided by DOC under this Agreement must be performed to the satisfaction of DPS
as determined at the sole discretion of the DPS Authorized Representative.

Authorized Representatives
The DPS Authorized Representative is the following individual or her successor:

Name: Suzanne Elwell
Address; 445 Minnesota Street
Suite 2300

St. Paul, Minnesota 55101-2139
Telephone Number: 651-201-7312
E-mail Address: Suzanne.elwell@state.mn.us

The DOC Authorized Representative is the following individual or his/her successor:

Name: Lydia Newlin
Address: 1450 Energy Park Drive
Suite 200

St. Paul, Minnesota 55108
Telephone Number: 651-361-7249
E-mail Address: Lydia.Newlin@state.mn.us

If the DOC Representative changes at any time during this Agreement, DOC must notify the DPS
Authorized Representative in writing/e-mail within ten (10) calendar days.

Amendments

Any amendment to this Agreement must be in writing and will not be effective until it has been
executed and approved by the same parties who executed and approved the original agreement, or
their successors in office.

Liability
Each party will be responsible for its own acts and behavior and the results thereof.

Termination

Either party may terminate this Agreement at any time, with or without cause, upon thirty (30) days
written notice to the other party.

Data Practices

Each party must comply with the Minnesota Government Data Practices Act, Minnesota Statutes
Chapter 13, US Code title 18 § 2721, and Minnesota Statutes Chapter 168, as these apply to all
data provided by DPS under this Agreement, and as these apply to all data created, collected,
received, stored, used, and maintained by DOC under this Agreement. The civil remedies of
Minnesota Statutes Chapter 13.08 apply to the release of the data referred to in this clause by either



party.

If DOG receives a request to release the data referred to in this clause, DOC must

immediately notify DPS, DPS will give DOC written instructions concerning the release of the data to

the requesting party before the data is released.

DOC is responsible for providing adequate supervision and training to its employees to ensure

compliance with the Minnesota Government Data Practices Act and all applicable state and federal
laws, and implement security measures to ensure against a data breach. No private or confidential

data collected, maintained, or used in the course or performance of this agreement shall be
disseminated.

- 10, Additional Provision
The parties mutually agree that upon execution of this Agreement, the Interagency Agreement

identified as SWIFT contract number 51271, effective Ju[y 1, 2012 through March 31, 2017 and

corresponding to SWIFT Purchase Order #3000013320, is formally terminated.

1. STATE ENCUNMBRANCE VERIFICATION
Individual certifies that funds have been encumbered as
required by Minn. Stat. §§ 16A.15 and 16C.05.

Signedwgww
Date: \_) &;z,l_l!ZDl/l

SWIFT Purchase Order Number: 3 - 45957

2. DEPART T OF PUBLIC SAFETY; OFFICE OF JUSTICE PROGRAMS

By: ROV e AN Y I Gyt gO
(ﬂﬁi—(belegated authority)

Title: precvw QP
Date: 4;2 ~f =17

o U (with delegated authorlty}

Title:

Date:




SWIFT Contract # 138643

STATE OF MINNESOTA
INTERAGENCY AGREEMENT
AUTHORIZED AGENCY

This agreement is between the State of Minnesota, acting through its Department of Public Safety, Bureau of Criminal
Apprehension ("BCA") and Minnesota Department of Corrections ("Agency").

Recitals
Under Minn. Stat. § 471.59, the BCA and the Agency are empowered to engage in those agreements that are necessary to
exercise their powers. Under Minn. Stat, § 299C.46 the BCA must provide a criminal justice data communications
network to benefit authorized agencies in Minnesota. The Agency is authorized by law to utilize the criminal justice data
communications network pursuant to the terms set out in this agreement. In addition, BCA either maintains repositories
of data or has access to repositories of data that benefit authorized agencies in performing their duties. Agency wants to
access these data in support of its official duties.

The purpose of this Agreement is to create a method by which the Agency has access to those systems and tools for which
it has eligibility, and to memorialize the requirements to obtain access and the limitations on the access.

As of the date this Interagency Agreement is executed, the ORIs listed in Attachment A are the ORIs that are incorporated
by reference and made part of this agreement.

Agreement
1 Term of Agreement
1.1 Effective date: This Agreement is effective on the date the BCA obtains all required signatures under Minn,
Stat. § 16C.05, subdivision 2. ,
1.2 Expiration date: This Agreement expires five years from the date it is effective.

2 Agreement between the Parties
2.1 General access. BCA agrees to provide Agency with access to the Minnesota Criminal Justice Data
Communications Network (CJDN) and those systems and tools which the Agency is authorized by law to access via
the CIDN for the purposes outlined in Minn. Stat. § 299C.46.

2.2 Methods of access.
The BCA offers three (3) methods of access to its systems and tools. The methods of access are:

A. Direct access occurs when individual users at the Agency use Agency’s equipment to access the BCA’s
systems and tools. This is generally accomplished by an individual user entering a query into one of BCA’s
systems or tools.

B. Indirect access occurs when individual users at the Agency go to another Agency to obtain data and
information from BCA’s systems and tools. This method of access generally results in the Agency with indirect
access obtaining the needed data and information in a physical format like a paper report.

C. Computer-to-computer system interface occurs when Agency’s computer exchanges data and information
with BCA’s computer systems and tools using an interface. Without limitation, interface types include: state
message switch, web services, enterprise service bus and message queuing.

For purposes of this Agreement, Agency employees or contractors may use any of these methods to use BCA’s
systems and tools as described in this Agreement. Agency will select a method of access and can change the
methodology following the process in Clanse 2.10.




SWIFT Contract # 138643

2.3 Federal systems access. In addition, pursuant to 28 CFR §20.30-38 and Minn. Stat. §299C.58, BCA may provide
Agency with access to the Federal Bureau of Investigation (FBI) National Crime Information Center.

2.4 Agency policies. Both the BCA and the FBI’s Criminal Justice Information Systems (FBI-CJIS) have policies,
regulations and laws on access, use, audit, dissemination, hit confirmation, logging, quality assurance, screening (pre-
employment), security, timeliness, training, use of the system, and validation. Agency has created its own policies to
ensure that Agency’s employees and contractors comply with all applicable requirements. Agency ensures this
compliance through appropriate enforcement. These BCA and FBI-CJIS policies and regulations, as amended and
updated from time to time, are incotporated into this Agreement by reference. The policies are available at
hitps://beanextest.x.state.mn.us/faunchpad/.

2.5 Agency resources. To assist Agency in complying with the federal and state requirements on access to and use of
the various systems and tools, information is available at https:/sps.x state.mn.us/sites/beaservicecatalog/default.aspx.
Additional information on appropriate use is found in the Minnesota Bureau of Criminal Apprehension Policy on
Appropriate Use of Systems and Data available at https:/dps.mn.gov/divisions/bca/bea-
divisions/mniis/Documents/BCA-Policy-on-Appropriate-Use-of-Systems-and-Data,pdf.

2.6 Access granted.

A. Agency is granted permission to use all current and future BCA systems and tools for which Agency is
eligible. Eligibility is dependent on Agency (i) satisfying all applicable federal or state statutory requirements; (ii)
complying with the terms of this Agreement; and (iii) acceptance by BCA of Agency’s written request for use of a
specific system or tool.

B. To facilitate changes in systems and tools, Agency grants its Authorized Representative authority to make
written requests for those systems and tools provided by BCA that the Agency needs to meet its criminal justice
obligations and for which Agency is eligible.

2.7 Future access. On written request by Agency, BCA also may provide Agency with access to those systems or
tools which may become available after the signing of this Agreement, to the extent that the access is authorized by
applicable state and federal law. Agency agrees to be bound by the terms and conditions contained in this Agreement
that when utilizing new systems or tools provided under this Agreement.

2.8 Limitations on access. BCA agrees that it will comply with applicable state and federal laws when making
information accessible. Agency agrees that it will comply with applicable state and federal laws when accessing,
entering, using, disseminating, and storing data. Each party is responsible for its own compliance with the most
current applicable state and federal laws,

2.9 Supersedes prior agreements. This Agreement supersedes any and all prior agreements between the BCA and
the Agency regarding access to and use of systems and tools provided by BCA.

2.10 Requirement to update information. The parties agree that if there is a change to any of the information
whether required by law or this Agreement, the party will send the new information to the other party in writing
within 30 days of the change. This clause does not apply to changes in systems or tools provided under this
Agreement.

This requirement to give notice additionally applies to changes in the individual or organization serving a city as its
prosecutor. Any change in performance of the prosecutorial function must be provided to the BCA in writing by
giving notice to the Service Desk, BCA.ServiceDesk(@state.mn.us.

2.11 Transaction record. The BCA creates and maintains a transaction record for each exchange of data utilizing its
systems and tools. In order to meet FBI-CJIS requirements and to perform the audits described in Clause 7, there
must be a method of identifying which individual users at the Agency conducted a particular transaction,
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If Agency uses either direct access as described in Clause 2.2A or indirect access as described in Clause 2.2B, BCA’s
transaction record meets FBI-CJIS requirements.

When Agency’s method of access is a computer to computer interface as described in Clause 2.2C, the Agency must
keep a transaction record sufficient to satisfy FBI-CJIS requirements and permit the audits described in Clause 7 to
oceur,

If an Agency accesses data from the Driver and Vehicle Services Division in the Minnesota Department of Public
Safety and keeps a copy of the data, Agency must have a transaction record of all subsequent access to the data that
are kept by the Agency. The transaction record must include the individual user who requested access, and the date,
time and content of the request. The transaction record must also include the date, time and content of the response
along with the destination to which the data were sent. The transaction record must be maintained for a minimum of
six (6) years from the date the transaction occurred and must be made available to the BCA within one (1) business
day of the BCA’s request.

2.12 Court information access. Certain BCA systems and tools that include access to and/or submission of Court
Records may only be utilized by the Agency if the Agency completes the Court Data Services Subscriber
Amendment, which upon execution will be incorporated into this Agreement by reference. These BCA systems and
tools are identified in the written request made by Agency under Clause 2.6 above. The Court Data Services
Subscriber Amendment provides important additional terms, including but not limited to privacy (see Clause 8.2,
below), fees (see Clause 3 below), and transaction records or logs, that govern Agency’s access to and/or submission
of the Court Records delivered through the BCA systems and tools.

2.13 Vendor personnel screening. The BCA will conduct all vendor personnel screening on behalf of Agency as is
required by the FBI CJIS Security Policy. The BCA will maintain records of the federal, fingerprint-based
background check on each vendor employee as well as records of the completion of the security awareness training
that may be relied on by the Agency.

Payment

The Agency agrees to pay BCA for access to the criminal justice data communications network described in Minn.
Stat. § 299C.46 as specified in this Agreement the amount of $59,040.00 per year, a total amount not to exceed
$295,200.00 during the term of this Agreement.

The Agency will identify its contact person for billing purposes, and will provide updated information to BCA’s
Authorized Representative within ten business days when this information changes.

If the Agency chooses to execute the Court Data Services Subscriber Amendment referred to in Clause 2.12 in order
to access and/or submit Court Records via BCA’s systems, additional fees, if any, are addressed in that amendment.

Authorized Representatives
The BCA's Authorized Representative is Dana Gotz, Department of Public Safety, Bureau of Criminal Apprehension,
Minnesota Justice Information Services, 1430 Maryland Avenue, St. Paul, MN 55106, 651-793-1007, or her

SUCCessor.

The Agency's Authorized Representative is Dan Traun, Management Analyst Supervisor, Ficld Services, 1450 Energy
Park Drive, Suite 200, St. Paui, MN 55108, 651-361-7120, or his/her successor. Lon Erickson, Chief Information
Officer, Information Technology, 1450 Energy Park Drive, Suite 200, St Paul, MN 55108, 651-361-7378 or his/her

SUCCessor.

Assignment, Amendments, Waiver, and Contract Complete
5.1 Assignment. Neither party may assign nor transfer any rights or obligations under this Agreement.
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5.2 Amendments. Any amendment to this Agreement, except those described in Clauses 2.6 and 2.7 above must be in
writing and will not be effective until it has been signed and approved by the same parties who signed and
approved the original agreement, their successors in office, or another individual duly authorized.

5.3 Waiver. If either party fails to enforce any provision of this Agreement, that failure does not waive the provision
or the right to enforce it.

5.4 Contract Complete. This Agreement contains all negotiations and agreements between the BCA and the Agency.
No other understanding regarding this Agreement, whether written or oral, may be used to bind either party.

Liability

Each party will be responsible for its own acts and behavior and the results thereof and shall not be responsible or
liable for the other party’s actions and consequences of those actions. The Minnesota Torts Claims Act, Minn. Stat. §
3.736 and other applicable laws govern the BCA’s and the Agency’s liability.

Audits

7.1 Under Minn. Stat. § 16C.05, subd. 5, the Agency’s books, records, documents, internal policies and accounting
procedures and practices relevant to this Agreement are subject to examination by the BCA, the State Auditor or
Legislative Auditor, as appropriate, for a minimum of six years from the end of this Agreement. Under Minn. Stat. §
6.551, the State Auditor may examine the books, records, documents, and accounting procedures and practices of
BCA. The examination shall be limited to the books, records, documents, and accounting procedures and practices
that are relevant to this Agreement.

7.2 Under applicable state and federal law, the Agency’s records are subject to examination by the BCA to ensure
compliance with laws, regulations and policies about access, use, and dissemination of data.

7.3 If Agency accesses federal databases, the Agency’s records are subject to examination by the FBI and Agency will
cooperate with FBI examiners and make any requested data available for review and audit.

7.4 To facilitate the audits required by state and federal law, Agency is required to have an inventory of the equipment
used to access the data covered by this Agreement and the physical location of each.

Government Data Practices

8.1 BCA and Agency. The Agency and BCA must comply with the Minnesota Government Data Practices Act,
Minn, Stat. Ch. 13, as it applies to all data accessible under this Agreement, and as it applies to all data created,
collected, received, stored, used, maintained, or disseminated by the Agency under this Agreement. The remedies of
Minn. Stat. §§ 13.08 and 13.09 apply to the release of the data referred to in this clause by either the Agency or the
BCA.

8.2 Court Records. If Agency chooses to execute the Court Data Services Subscriber Amendment referred to in
Clause 2,12 in order to access and/or submit Court Records via BCA’s systems, the following provisions regarding
data practices also apply. The Court is not subject to Minn, Stat. Ch. 13 (see section 13.90) but is subject to the Rules
of Public Access to Records of the Judicial Branch promulgated by the Minnesota Supreme Court. All parties
acknowledge and agree that Minn. Stat. § 13.03, subdivision 4(e) requires that the BCA and the Agency comply with
the Rules of Public Access for those data received from Court under the Court Data Services Subscriber Amendment.
All parties also acknowledge and agree that the use of, access to or submission of Court Records, as that term is
defined in the Court Data Services Subscriber Amendment, may be restricted by rules promulgated by the Minnesota
Supreme Court, applicable state statute or federal law. All parties acknowledge and agree that these applicable
restrictions must be followed in the appropriate circumstances.

Investigation of alleged violations; sanctions
For purposes of this clause, “Individual User” means an employee or contractor of Agency.

9.1 Investigation. Agency and BCA agree to cooperate in the investigation and possible prosecution of suspected
4
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violations of federal and state law referenced in this Agreement. Agency and BCA agree to cooperate in the
investigation of suspected violations of the policies and procedures referenced in this Agreement. When BCA
becomes aware that a violation may have occurred, BCA will inform Agency of the suspected violation, subject to
any restrictions in applicable law. When Agency becomes aware that a violation has occurred, Agency will inform
BCA subject to any restrictions in applicable law.

9.2 Sanctions Involving Only BCA Systems and Tools.

The following provisions apply to BCA systems and tools not covered by the Court Data Services Subscriber
Amendment. None of these provisions alter the Agency’s internal discipline processes, including those governed by a
collective bargaining agreement.

9.2.1 For BCA systems and tools that are not covered by the Court Data Services Subscriber Amendment, Agency
must determine if and when an involved Individual User’s access to systems or tools is to be temporarily or
permanently eliminated. The decision to suspend or terminate access may be made as soon as alleged violation is
discovered, after notice of an alleged violation is received, or after an investigation has occurred. Agency must report
the status of the Individual User’s access to BCA without delay. BCA reserves the right to make a different
determination concerning an Individual User’s access to systems or tools than that made by Agency and BCA’s
determination controls.

9,2.2 If BCA determines that Agency has jeopardized the integrity of the systems or tools covered in this Clause 9.2,
BCA may temporarily stop providing some or all the systems or tools under this Agreement until the failure is
remedied to the BCA’s satisfaction. If Agency’s failure is continuing or repeated, Clause 11.1 does not apply and
BCA may terminate this Agreement immediately.

9.3 Sanctions Involving Only Court Data Services

The following provisions apply to those systems and tools covered by the Court Data Services Subscriber
Amendment, if it has been signed by Agency. As part of the agreement between the Court and the BCA for the
delivery of the systems and tools that are covered by the Court Data Services Subscriber Amendment, BCA is
required to suspend or terminate access to or use of the systems and tools either on its own initiative or when directed
by the Court. The decision to suspend or terminate access may be made as soon as an alleged violation is discovered,
after notice of an alleged violation is received, or after an investigation has occurred. The decision to suspend or
terminate may also be made based on a request from the Authorized Representative of Agency, The agreement
further provides that only the Court has the authority to reinstate access and use.

9.3.1 Agency understands that if it has signed the Court Data Services Subscriber Amendment and if Agency’s
Individual Users violate the provisions of that Amendment, access and use will be suspended by BCA or Court.
Agency also understands that reinstatement is only at the direction of the Court.

9.3.2 Agency further agrees that if Agency believes that one or more of its Individual Users have violated the terms of
the Amendment, it will notify BCA and Court so that an investigation as described in Clause 9.1 may occur.

Venue
Venue for all legal proceedings involving this Agreement, or its breach, must be in the appropriate state or federal
court with competent jurisdiction in Ramsey County, Minnesota,

Termination
11.1 Termination. The BCA or the Agency may terminate this Agreement at any time, with or without cause, upon 30
days’ written notice to the other party’s Authorized Representative.

11.2 Termination for Insufficient Funding. Either party may immediately terminate this Agreement if it does not
obtain funding from the Minnesota Legislature, or other funding source; or if funding cannot be continued at a level
sufficient to allow for the payment of the services covered here. Termination must be by written notice to the other
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party’s authorized representative. The Agency is not obligated to pay for any services that are provided after notice
and effective date of termination. However, the BCA will be entitled to payment, determined on a pro rata basis, for
services satisfactorily performed to the extent that funds are available. Neither party will be assessed any penalty if
the agreement is terminated because of the decision of the Minnesota Legislature, or other funding source, not to
appropriate funds. Notice of the lack of funding must be provided within a reasonable time of the affected party
receiving that notice.

12 Continuing obligations
The following clauses survive the expiration or cancellation of this Agreement: 6. Liability; 7. Audits; 8. Government
Data Practices; 9. Investigation of alleged violations; sanctions; and 10.Venue.

The parties indicate their agreement and authority to execute this Agreement by signing below.

1. DEPARTMENT OF CORRECTIONS

Name: )U“ f //i-/é’! m/

Signed:

Title:

Date:
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}3,9,/;‘;& )47 (uwrw/m PR

TR

(with délega}eﬁ authority)

RYIYELIY;

2. DEPARTMENT OF PUBLIC SAFETY, BUREAU OF
CRIMINAL APPREHENSION

Name: Cpp/‘{(‘) G(A L" l/‘

&~ (PRINTED)

Signed: .
e e, T

Title: L 7D j/\ b el

(with defegated gfithority)

Date: @6\ ( 29 {g




LEASE NO. 839
FISCAL YEAR: 18-19

DEPARTMENTAL LEASE

LESSOR: DEPARTMENT OF ADMINISTRATION

DEPARTMENT/AGENCY (as LESSEE)
Public Safety

DIVISION/SECTION NAME
Bureau of Criminal Apprehension

BUILDING NAME/ADDRESS
BCA, 1430 Maryland Avenue

TERMS AND CONDITIONS:

1. LEASED PREMISES LESSOR grants and LESSEE accepts the lease of one hundred eighty-one thousand five
hundred thirty-three (181,533) usable square feet of space as shown on the floor plans attached as Exhibit A,
comprised of the following:

Level/Suite No. Square Feet Use
First 50,022 Office
Second 67,182 Office
Third 64,329 - Office
TOTAL 181,533
2. TERM The term of this Lease is two (2) vears, commencing July 1, 2017 and continuing through June 30, 2019. .
3. RENT LESSEE agrees to pay to LESSOR rent in accordance with the rent schedule set forth below:
FY: 18 RATE PER >
SQUARE FEET| squareFooT | > e
ROOMOR |, 5 | w 5 | £5 i 5 AMOUNT FOR
FLOOR o 5 $) 3 zQ x Q LEASE PERIOD
i i O = < =
L O TS O = < o<
O 5 O & g

LEASE PERIOD
- First 50,022 21.00 87,638.50] $262,615.50 1,050,462.00

Second | 67,182 $21.00 $117,568.50] $352,705.50] $1,410,822.00
Third | 64,329 $21.00 $112,575.75 $337,727.25] _$1,350,909.00
TOTAL 181,533 $317,682.75] $953,048.25] _$3,812,193.00
FY: 19 RATE PER
SQUARE FEET | soiare FooT | > N
ROOMOR [ i N u T3 w5 | AMOUNT FOR
s! s)
FLOOR | © < O < Z o LEASE PERIOD
= | 5| E | 8| &% 52
L
s | 2| 6 | B o

First 50,022 . 91,915.43] $275,746.29 1,102,985.16
Second 67,182 $22.05 $123,446.93] $370,340.79] $1,481,363.16
Third 64,329 $22.05 $118,204.54| $354,613.62| $1,418,454.48
TOTAL 181,533 $333,566.90/$1,000,700.70 $4,002,802.80
4, DUTIES OF LESSOR AND LESSEE See Exhibit B.
5. LESSEE ACCEPTANCE The lease of the above-described premises is hereby acknowledged on the terms and

conditions set forth herein. An amendment to this Lease shall be prepared promptly upon any changes in the
terms or conditions of the Lease.
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IN WITNESS WHEREOF, the parties have set their hands on the‘date(s) indicated below intending to be bound thereby.

LESSOR: . ' LESSEE:
STATE OF MINNESOTA DEPARTMENT OF PUBLIC SAFETY

DEPARTMENT OF ADMINISTRATION

COMMISSIONER - gz W
By %MTM | Title QP‘@’

REAL ESTATE STRUCTION SERVICES o .

Date_ T /LQS’//7
Date / ?

STATE ENCUMBRANCE VERIFICATION
APPROVED: i Individual signing certifies that funds have been encumbered as
STATE OF MINNESOTA required by Minn. Stat. §16A.15 and §716C.05.
DEPARTMENT OF ADMINISTRATION / <= .
FACILITIES MANAGEMENT DIVISION By_3 «

\4(:‘ 4 CM M Date 24 33\1 Dald

Title %u”v ;1« M'*ﬁ( - ContractNo.& S Jo 2
v
Date vﬂ) ;
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l. DUTIES OF LANDLORD

A. The Department of Administration, Facilities Management Division (hereinafter referred to as
LANDLORD) shall be responsible for delivery of consistent, quality services to ensure clean, safe
and environmentally sound buildings, grounds and operations by providing the following services:

1. BUILDING MANAGEMENT SERVICES LANDLORD shall designate a Building Manager to manage
the buildings and oversee construction/renovation projects, maintenance/repair, energy
management, environmental, Indoor Air Quality, general office, trash removal, recycling collection
services, and integrated pest management related to the building. The Building Manager shall be
the contact person for all building-related work and concerns. TENANT should contact
651.201.2300 or check website: www. mn.gov/admin/government/buildings-grounds for more

- information. Terms and conditions in items a-f apply only when specific funds have not been
appropriated for this purpose.

a. Construction, Remodeling and Renovation Work LANDLORD shall inform TENANT in advance
and in writing of construction, remodeling or renovation work.

b. Carpet Replacement LANDLORD shall repair or replace worn or damaged carpet according
to funding availability, age and condition of the carpet and/or other building priorities. Carpet
deemed unsafe by LANDLORD shall be repaired or replaced. The carpet is expected to have a
minimum life cycle of twelve (12) years. The quality of carpet to be installed will be
determined by LANDLORD. Selection by TENANT shall be made from LANDLORD sample
selections. If TENANT desires carpet and LANDLORD does not have funding available, TENANT
has the option of funding the purchase. LANDLORD will contract, install and invoice TENANT,
Colors and quality selection must be approved in advance and in writing by LANDLORD to
ensure durability, maintainability and uniformity.

c. Interior Decoration LANDLORD shall paint all interior walls showing wear or damage
according to funding availability, age and condition of the paint and/or other building
priorities. Painting is expected to have a minimum useful life of twelve (12) years under
normal use. LANDLORD financial obligation shall not exceed contract amount. Selection shall
be made by TENANT from LANDLORD sample selections. If TENANT desires a different type of
walla¢reatment, different color or quality of paint, LANDLORD will contract and invoice
TENANT. LANDLORD shall pay a portion at the State Contract rate for semi-gloss or eggshell
paint. Colors and quality selection must be approved in writing by LANDLORD to ensure
durability, maintainability, design integrity, and uniformity.

d. Window Treatments LANDLORD shall repair or replace building exterior envelope window
treatments that are damaged or discolored according to funding availability, age and
condition of the window treatments and other building priorities. Window treatments are
expected to have a minimum useful life of twenty (20) years. The determination is to be
made at the discretion of LANDLORD. Exterior envelope window treatments will be selected
from the State Contract. If TENANT chooses to select a different exterior envelope window
treatment that is not under State Contract, TENANT shall pay the portion above the State
Contract rate. If TENANT desires a different type of window treatment and is willing to fund
the difference, LANDLORD will contract and invoice the TENANT. Colors and quality selection
must be approved in writing by LANDLORD to ensure durability, maintainability and
uniformity. Replacement of any interior window treatments will be the responsibility 'of
TENANT and any related costs shall be borne by TENANT.

e. Ceiling Tiles. LANDLORD shall replace damaged or stained ceiling tiles, determined at
discretion of LANDLORD.

f. ' Leased Premises  To make space suitable for new tenants, LANDLORD shall provide the
treatments and finishes outlined above dependent upon available funding. LANDLORD .
shall also perform minor electrical and mechanical services for general office usage,
determined at the discretion of LANDLORD. LANDLORD shall not fund accommodations or
changes to leased premises in order to meet specialized needs, program requirements of
TENANT or any other ADA accommodations. '

g. Mechanical/Operating Systems and Equipment Repair/Replacement Services LANDLORD
shall provide maintenance engineering, preventative maintenance, repair and/or
replacement services on mechanical/operating systems and equipment within the building
that are LANDLORD-owned and 'under LANDLORD'S custodial control.

Exhibit B




h. Grounds Maintenance Services LANDLORD shall maintain all entrances, sidewalks and
grounds on an as needed schedule to ensure safe entry and egress. This shall include
exterior maintenance of turf, shrubs, trees and plants as well as cleaning and removal of
debris. Every reasonable effort will be made to ensure snow and ice is cleared before and
during normal building operating hours.

i. Integrated Pest Management Services LANDLORD shall provide an integrated pest
management program for control of rodents and insects within the building. TENANT
shall fund any additional pest control services outside of the State Contract. To aide
with pest management, TENANT shall keep all food items in sealed containers.

j.  Keys Allkeys for space in state-owned buildings under the custodial control of
LANDLORD must be provided by LANDLORD. LANDLORD shall provide two (2) keys
for each door with lock hardware within the Leased Premises. TENANT is responsible
for returning all k‘eys issued for the Leased Premises upon termination of the Lease
Agreement. LANDLORD may perform key audit every four (4) years.

k. Security Services In cooperation with the Department of Public Safety/Capitol Security,
LANDLORD shall maintain building perimeter security devices including access control
devices and cameras. In cooperation with the Department of Public Safety/Capitol
Security, LANDLORD shall maintain emergency call stations at exterior locations and
in the tunnel systems.

. Signage LANDLORD shall provide for building directory signage located in the main
building lobby and way finding in public corridors. The quantity and location of signage shall
be at LANDLORD'S discretion.

m. Communication LANDLORD’S Building Manager or designee shall coordinate with
TENANT'S key contact person regarding all Facilities Management managed work scheduled in
a building which could affect building operations. LANDLORD shall provide written notice in
advance of these events and TENANT shall provide communication to tenants. Reasonable
coordination efforts shall be made by LANDLORD with TENANT'’S key contact person to
prevent scheduling conflicts prior to posting bulletins and the commencement of work.

‘n. Insurance LANDLORD insures the building structure only. Ensuring contents is at the
discretion of TENANT,

o. Fire Detection, Alarm and Suppression Systems LANDLORD shall provide preventive
maintenance, repair, replacement, testing and inspection of fire suppression systems in
accordance with the local jurisdiction requirements. Specialized fire and alarm detection
systems are the responsibility of the TENANT.

p. Access to LANDLORD Space LANDLORD shall lock and secure all LANDLORD'S electrical
closets, rooms and vaults, janitorial/maintenance closets and mechanical rooms. LANDLORD
shall have access to all space in case of emergency.

g. Solid Waste LANDLORD shall remove solid waste from buildings on a daily basis.

UTILITY SERVICES

a. Heating and Cooling LANDLORD warrants that the Leased Premises are served by heating
and cooling facilities sufficient to maintain the Leased Premises within the acceptable range of
temperature identified below, under all but the most eéxtreme weather conditions, assuming
optimal use TENANT of all thermostats and other climate control devices such as the opening -
or closing of blinds, doors and vents, within the Leased Premises. LANDLORD may provide
TENANT with written instructions defining said optimal use. For purposes hereof, the
acceptable ranges of temperature are as follows:

(i} From October 1 through April 30, between 70.5 degrees and 74.5 degrees. Temperature

settings must be lowered to 60°F to 62°F during periods outside of working hours.

(i) From May 1 through September 30, between 72.0 degrees and 76.0 degrees. Temperature
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settings will be increased to 85°F during periods outside of working hours.

{iii)  Uniess established to the contrary through a pre-approved written agreement, heating
and cooling systems are set to operate as defined above. Building heating and cooling
systems are not intended to be used for heating and cooling areas with TENANT-owned
equipment or TENANT needs for extended hours of operation. If TENANT has TENANT-
owned equipment or TENANT requires additional heating or cooling beyond the
established hours of operation or for a normal “office” environment setting use, a written
‘agreement shall be entered into with LANDLORD and the cost for the additional hours of
operation or specialized use shall be the responsibility of TENANT. TENANT will be billed

by LANDLORD for the extended hours of operation.

Water/Sewage LANDLORD shall provide the Leased Premises with adequate water and
sewage facilities sufficient to serve its design population capacity.

Ventilation LANDLORD shall provide ventilation to the Leased Premises as outlined

ASHRAE (American Society of Heating, Refrigeration and air Conditioning Engineers, [nc.)
Standard 62.1-2013. All supply air shall be filtered in accordance with ASHRAE Standard 52.2-
2012 Atmospheric Dust Spot Efficiency Rating. Air filters will be replaced by the TENANT as
required by the application and the needs of the system. U nless established to the contrary
through a pre-approved written agreement, air-handling systems will operate as required

to maintain occupied space temperatures between 7:00 a.m. until 5:00 p.m., Monday through
Friday, excluding State holidays.

. Electrical

(i) LANDLORD shall provide the Leased Premises with electrical infrastructure it’s design
population capacity sufficient to maintain the Leased Premises with adequate electrical
supply based on normal office usage of the equipment configuration at the start of this
lease at the discretion of LANDLORD. TENANT- owned equipment, purchased and
installed by TENANT, or purchased and installed on behalf of TENANT through a major
construction or renovation project and/or TENANT’S need for extended hours of
operation which require specialized electrical operation, are considered special program
needs and shall be the direct responsibility of TENANT at TENANT’S cost. All TENANT
equipment installation to be approved in accordance with the provisions of this lease
with LANDLORD to ensure proper installation of powered equipment. TENANT shal! be
billed by LANDLORD on a fee-for-service bases based on actual electrical usage for the
extended hours of operation or specialized use.

(i)  LANDLORD shall provide electric power for TENANT. Power quality is utility grade
with no special filtering for harmonics or fluctuations. Power is imported from a
utility and LANDLORD cannot guarantee continuous availability. If TENANT has a
need for continuous, uninterruptible, or specific power quality needs, it shall be
TENANT’S responsibility to provide and maintain filtering or standby equipment as
necessary. Installation of this equipment must be approved in advance and in
writing by LANDLORD.

(iii) The LANDLORD is required by code to perform scheduled preventive maintenance
activities to ensure safe, reliable and efficient electrical service to a building. Routine
power interruptions are required to perform this work and will be scheduled on a

" campus wide basis over the course of the calendar year. The frequency and length of
interruptions will vary between buildings due to the size of the building and amount of
equipment within the building. In coordination with the TENANT, the LANDLORD will
schedule work during “off hours”, nights and weekends in an effort to minimize
disruption to TENANT activities at the same time working within the limitations of
available manpower and available equipment. In the event of an emergency situation of
the LANDLORD reserves the right to interrupt electrical services as required during
normal business hours.

(iv) For non-scheduled power outages, every effort shall be made by LANDLORD to restore
electrical power in cooperation with the respective utility companies as soon as
reasonably possible.




3. REDUCTION, REUSE, RECYCLING, AND SUSTAINABILITY

a. Pursuant to Minnesota Statutes, Section 16B.24, Subdivision 6 (d), LANDLORD
shall provide for common area recycle, compost and trash containers.

b. LANDLORD shall provide general recycling services limited to the collection of common
area recycling containers. LANDLORD will transport TENANT provided collection containers
from the Leased Premises to a holding area. LANDLORD shall return container to the common
recycling areas in the Leased Premises. '

"¢ LANDLORD is not responsible for confidential recycling.

4. JANITORIAL SERVICES The following janitorial services shall be provided by LANDLORD:

a. Office Cleaning

Daily:

Weekly:

Monthly:

Semi-Annual:

Annually:

Empty common area recycle receptacles; replace liners.

Vacuum carpeted main traffic aisles, moving furniture, as necessary. Return
furniture to original position.

Pick up litter in remainder of other carpeted areas.

Spot clean‘carpeting.

Spot clean partitions/door glass.

Vacuum all carpeted areas.

Dust mop hard surface main traffic aisles.

Dust exposed areas on desks/credenzas/work surfaces.
Dust mop hard surface areas.

Wet mop hard surface areas.

Detail/dust areas below 6 feet.

Spot clean walls and doors.

Dust door frames.

Dust accessible exterior window blinds, where applicable,
Clean ceiling vents (under 12 feet).

Clean-carpeted traffic aisles.

Clean carpet. May be extraction, tip cleaning or rotary shampooing.

NOTE: Detail dusting in an office setting shall be done only in accessible areas. LANDLORD shall
not move personal items and electronic equipment to clean or dust and shall trash only waste
receptacles and items marked “trash.”

b. Lobby/Entrance Cleaning

Daily:-

Weekly:

Empty/spot clean common area recycle receptacles.
Sweep hard surface floors.

Wet mop hard surface floors.

Clean walk-off mats.

Clean door glass; spot clean adjacent glass.

Vacuum carpet.

Clean entire interior and exterior of elevators.
Sweep/vacuumy/wet mop non-enclosed stairways.
Check/spot clean directories. :

Detail/dust areas below 6 feet.

Spot clean plate glass windows.

Clean and/or polish stairway handrails.

Clean thresholds. )
Check/arrange and spot clean public area furniture.
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Clean kick plates, push plates, and door frames.
Spot clean walls.

As Needed: Scrub and coat hard surface floors.
Strip, seal and finish hard surface floors.
Buff/burnish accessible hard surface floors.
Clean carpet.

¢. Hard Surface Floor Care - Common Areas

Daily: ~ Dust mop wall to wall..
Spot mop spills/splashes.

Weekly: Wet mop/auto scrub floor surfaces.
Buff/burnish floors.

As Needed: Heavy scrub and recoat floor finish.
Strip, seal and finish hard surface floors.

d. Hard Surface Floor Care — Work Areas

e.

f.

g.

. Daily: Dust accessible areas.
Wet mop other areas.

Weekly: Dust mop wall to wall.
Wet mop/auto scrub wall to wall.
Buff/burnish accessible floor areas.

As Needed: Heavy scrub and recoét floors.
Strip, seal and finish.

Restroom Cleaning

Daily: Check, resupply stock.
Clean mirrors.
Clean stock dispenser. ;
Empty trash and organics containers, including sanitary disposal
units; clean receptacles.'
Clean and sanitize toilets, urinals, sinks and countertops.
Clean stainless steel and chrome.
Spot clean doors, both sides.
Spot clean walls with special emphasis around dispensers, sinks and urinals.
Wet mop floor with sanitizing detergent.

Monthly: Machine scrub floors.
Sanitize waste receptacles.

Semi Annually: Wall to wall deep clean cycling, including all walls, partitiohs, fixtures and
floors.

Shower room/stall cleaning

Daily: Inspect, touchup and wipe down fixtures.
Remove hair and other debris on finishes and fixtures.

Weekly: Power wash shower room-walls and floors with disinfectant cleaner.
Clean and disinfect all shower room fixtures.

Miscellaneous Cleaning
Daily: Sanitize drinking fountains.

Spot check interior stairwells.
Remove unapproved posters or outdated posters/bulletins.




Weekly: Dust hallway fixtures, i.e., pictures, fire extinguishers.

As Needed:  Wet mop hard surface stairwell risers and landings.
Clean ceiling light diffusers and exhaust fans in elevator cars.
Clean janitorial closets.
* Dust stairwell railings.
Vacuum upholstered furniture.

B. The Department of Administration, Real Estate and Construction Services (RECS) shall be responsible for:

1. Allocation and inventory of state-owned space under the custodial control of the Facilities
Management Division.

2. Preparation and processing of lease documents.

IIl. DUTIES OF TENANT

A. TRANSEFERABILITY TENANT shall not assign nor in any manner transfer this Lease or any
interest therein, nor sublet said Leased Premises or any parts thereof.

B. DESIGNATED STAFF PERSON TENANT will designate at least 1 key contact person who shall be
responsible for coordinating building related questions, concerns and general communications with
LANDLORD'S Building Manager. This will include but not be limited to building surveys, LANDLORD
initiated building postings, construction/renovation projects, recycling, reuse and sustainability
issues, and to communicate with LANDLORD on postings of work which may affect the building
tenants or building operations. TENANT will also designate at least 1 key contact person who shall
be responsible and can be contacted by LANDLORD or Capitol Security after normal business hours
in the event of an emergency.

C. REDUCTION, REUSE, RECYCLING, AND SUSTAINABILITY
1. TENANT agrees to:

a. Ensure TENANT'S employees, contractors and visitors recycle all recyclable materials as
designated in accordance with Minn. Stat. §115A.15. Training and education for recycling is the
responsibility of the TENANT.

b. Ensure shipments of recyclables do not contain contaminating materials.

¢. Use recycling containers and equipment only for designated recycling purposes.

d. Direct general waste and recycling questions to LANDLORD’S Building Manager or designee.

e. Recycle confidential materials.

f. Transfer recycling materials from desk side containers to common area collection containers.

g. Provide a designated Champion for recycling communications and compliance.

h.  TENANT shall notify LANDLORD of recyclable collection through other than LANDLORD contract
vendors.

D. HAZARDOUS WASTE
1. f TENANT is a generator of hazardous waste as defined in the Minnesota Pollution Control Agency
Hazardous Waste Rules, Chapters 7001, 7045 and 7046, and/or any local jurisdiction’s hazardous waste
management ordinance(s), it shall obtain a license to generate the hazardous waste and provide
LANDLORD with a copy of its license agreement no later than thirty (30) days after the execution of this

Lease. TENANT shall also provide LANDLORD with a copy of its annual Hazardous Waste Report each
year thereafter.



2. In the event TENANT vacates Leased Premises, TENANT shall have a closure inspection conducted
by the local jurisdiction’s public or environmental health unit and the results of such inspection shall be
forwarded by TENANT to LANDLORD no later than thirty (30) days from the date TENANT vacated the
Leased Premises. Any hazardous waste violations or other issues identified in the closure inspection
shall be remedied by TENANT at TENANT’S expense.

E. ELECTRONIC DEVICES AND FURNITURE TENANT is responsible for TENANT’S owned electronic
equipment, appliances, and office furniture, recycling or disposal. Disposél of these items is at
TENANT’S expense. TENANT shall report the cumulative weight of electronics that are recycled each
calendar year to the LANDLORD by the 15™ of January the subsequent calendar year for which the
recycling took place.

F. WASTE PREVENTION, ENERGY CONSERVATION AND USE OF UTILITY SERVICES Heating, ventilation and
air conditioning, electrical, water and sewage (please refer to DUTIES OF LANDLORD , 2. Utility Services,

parts a & b).

1. TENANT agrees to conserve energy and natural resources by turning off lights, appliances and office
electronics when not in use. LANDLORD may provide TENANT with instructions defining optimal use.

2. TENANT shall be responsible for utility costs for utilities requested for program needs beyond those
provided as part of this agreement or outside normally established hours of operation. This includes
ventilation with additional cooling or heating outside normally established hours of operation and
electricity for significant computer room loads, UPS systems or major appliances if determined by
LANDLORD to be beyond those provided for in this agreement, either during or outside normal building
operating hours.

a. TENANT shall promptly reimburse. LANDLORD upon receipt of invoice for utility services.

G. USE OF LEASED PREMISES

1. TENANT agrees not to use the Leased Premises in any way which, in the judgment and discretion of
LANDLORD, poses a hazard to building occupants, the Leased Premises or the building in part or whole,
nor shall TENANT use the Leased Premises so as to cause damage, annoyance, nuisance or
inconvenience to other building occupants. Open flames, including candles is prohibited.

2. TENANT agrees to not use any stairwells, stairwell landings, loading dock areas, electrical, low
voltage and mechanical equipment rooms or janitorial closets under the custodial control of LANDLORD
as storage areas. If access to any locked electrical/low voltage or janitorial/maintenance closet is
needed by TENANT, TENANT shall contact 651.201.2300 to request access.

3. TENANT agrees to consider all common areas in the buildings not located within the Leased
Premises including entrances, lobbies, stairwells and landings as public, common spaces and shall only
use them for State-approved events and shall comply with Minnesota Rules Chapter 1235.0100 to
1235.0600, Rules Governing Public Rallies. All rules of conduct for users of public space will apply for
the use of such space. These rules of conduct are subject to change. Public, common spaces shall not
be used by TENANT, TENANT’S staff or private vendor(s) for solicitation or sales. Contact 651.201.2300
for more information regarding special events and rules governing them.

“ 4. TENANT agrees to consider conference rooms not leased as part of the Leased Premises are under
the custodial control of LANDLORD, as public, common spaces and shall only use them for State-
sponsored events, Such public conference rooms shall not be used by TENANT, TENANT'S staff or private

vendor(s) for solicitation or sales.

5. TENANT agrees to receive all goods delivered to the building related to TENANT or Leased
Premises at the loading dock and promptly transporting to owned leased space. TENANT shall be
responsible for the safe-guarding and security of these delivered goods.

TENANT agrees that, at no time, shall LANDLORD be held accountable for the loss of aﬁy delivered
goods nor shall the loading dock be used for storage or as a holding area.

6. TENANT agrees to maintain the Leased Premises in a reasonably safe, clean and sanitary
condition in compliance of all applicable codes.

7. TENANT to ensure all doors and windows remain closed when not in use in order to ensure

a balanced HVAC system, reduce dust and pollen in the building and to prevent birds, squirrels,
‘ 7




and other pests from entering.

8. ' TENANT is responsible for all interior ADA accommodations.

. EQUIPMENT REPAIR/REPLACEMENT SERVICES

1. TENANT-owned program equipment purchased and installed by TENANT or purchased and installed
on behalf of TENANT through a major construction or renovation project that is related to TENANT’S
programs or operation shall be the responsibility of TENANT to maintain, repair, replace or remove.
Any structural or other damage to the Leased Premises resulting from TENANT'S equipment shall be
remedied by TENANT at TENANT’S expense. At the discretion of LANDLORD, any of TENANT
equipment shall be removed at the time TENANT vacates the Leased Premises and the Leased Premises
shall be returned to its original condition at TENANT’S expense. LANDLORD may, at its discretion,
following the execution of an written agreement, be contracted to maintain, service, repair and
replace such TENANT'S equipment at TENANT’S cost on a fee-for- service basis through LANDLORD’S
Repair and Other Jobs activity.

2. Specialized fire suppression, fire detection, and alarm systems supporting TENANT-owned
equipment shall be the responsibility of TENANT to maintain, repair, replace and inspect per local
jurisdiction requirements. TENANT may contract with LANDLORD for maintenance, repair and
inspection services of TENANT’'S equipment at TENANT’S cost on a fee for services basis through
LANDLORD’S Repair and Other Jobs activity. If TENANT chooses to contract separately, TENANT must
provide inspection report as required.

3. TENANT shall ensure that equipment owned by TENANT such as lieberts, dry coolers, etc. is properly
installed and maintained to ensure maximum efficiency.

KEYS Additional keys needed by TENANT beyond those provided by LANDLORD shall be

obtained from LANDLORD on a fee-for-service basis through LANDLORD’S Repair and Other Jobs
activity. TENANT is responsible for returning all keys issued for the Leased Premises upon termination
of the Lease. Cores belonging to lost keys shall be replaced by LANDLORD at TENANT expense.

SECURITY SERVICES TENANT shall be responsible for maintaining all non-perimeter security
devices or sensors in the Leased Premises including panic devices, emergency call boxes, access control
devices, and cameras.

SIGNAGE
1. ldentification of space within leased premises is the responsibility of the TENANT.

2. TENANT shall not post nor permit any signs to be placed in the Leased Premises that are visible from
the exterior of the Building, through the windows or visible from the halls or other common areas of the
Building, unless prior written approval for the signs has been secured from the LANDLORD.

BUILDING MANAGEMENT SERVICES  TENANT will pay all invoices when previously agreed in writing in
accordance with DUTIES OF LANDLORD, A.1. Building Management Services as it pertains to carpet,
interior decoration and window treatments.

. COMMUNICATION TENANT shall submit TENANT initiated building postings to LANDLORD’S
Building Manager for approval. Approved posting will be distributed to the building’s bulletin
holders. :

. MODIFICATIONS TO LEASED PREMISES

1. TENANT shall contact LANDLORD to initiate any work that will affect the physical and/or
operational characteristics of the Leased Premises. Such work may include but not be limited to:
construction, remodeling, renovation, security systems, as well as modular furniture and
communications/data cabling installations. Detailed plans for all such work shall be developed and
approved by LANDLORD or their designee. Implementation of the work shall be performed either by:

a. Licensed contractor, as authorized by LANDLORD, under contract with the LANDLORD.

b. Licensed contractor, as authorized by LANDLORD, under contract with TENANT. Such
contracts must be approved by LANDLORD prior to contract execution. Said contractor
must follow all applicable codes and licensure requirements.



2. Atthe time TENANT vacates the Leased Premises, TENANT shall, at LANDLORD’S option be
responsible for restoration of the Leased Premises which have been modified by the TENANT since July
1, 2009. The Leased Premises shall be returned to its original condition by LANDLORD at TENANT’S
expense.

PERSONAL PROPERTY UL certified appliances such as, but not limited to, toasters, microwaves,
refrigerators, coffee makers are only allowed in designated common areas as designated by LANDLORD.
Personal items such as space heaters humidifiers, bicycles, segways (allowed if needed for disability
accommodation) or animals (including pets but not including ADA animals), are not allowed.inside
LANDLORD managed facilities.

. CONTENT LIABILITY AND INSURANCE Liability for damages to TENANT property is at TENANT'S
discretion and cost, including damage from building system failures.

. PLANTS TENANT shall ensure that all plants are properly maintained. TENANT will be responsible for
any damages as a result of plants.

. EMERGENCIES TENANT is responsible for all emergency communications, including evacuation
plans, routes, drills, etc.







DEPARTMENTAL LEASE

LEASE NO. 654

FISCAL YEAR: 18-19

LESSOR:

DEPARTMENT OF ADMINISTRATION

DEPARTMENT/AGENCY (as LESSEE)
Public Safety

BUILDING NAME/ADDRESS
Administration, 50 Sherburne Avenue

DIVISION/SECTION NAME
Capitol Complex Security

TERMS AND CONDITIONS:

1. LEASED PREMISES LESSOR grants and LESSEE accepts the lease of six thousand five hundred and twenty-

five (6,525) square feet of space on the ground, first and third floors, as shown on the plan attached as Exhibit A,
comprised of the following:

LEASE PERIOD

e —
449 $22.75 $12,226.23] $36,678.69 $146,714.76

Level/Suite No. Square Feet Use
Ground 6,449 Office
First 69 Office
Third 7 Office
TOTAL 6,525
2. TERM The term of this Lease is two (2) years, commencing July 1, 2017 and continuing through June 30, 2019.
3. RENT LESSEE agrees to pay to LESSOR rent in accordance with the rent schedule set forth below:
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LEASE PERIOD

7/1/17 - 6/30/18 Ground 6
First 69 $22.75 $130.81 $392.43 $1,569.72
Third 7 $22.75 $13.27 $39.81 $159.24
“|ITOTAL 6,525 $12,370.31 $37,110.93 $148,443.72
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7/1/18 - 6/30/19 Ground 6,449 $23.90 $12,844.26| $38,532.78 $154,131.12
First 69 $23.90 $137.43 $412.29 $1,649.10
Third 7 $23.90 $13.94 $41.82 $167.30
TOTAL 6,525 $12,995.63] $38,986.89 $155,947.52
4, DUTIES OF LESSOR See Exhibit B.
5. LESSEE ACCEPTANCE The lease of the above-described premises is hereby acknowledged on the terms and

conditions set forth herein. An amendment to this Lease shall be prepared promptly upon any changes in the
terms or conditions of the Lease.
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IN WITNESS WHEREOF, the parties have set their hands on the date(s) indicated below intending to be bound thereby.

LESSOR: LESSEE:

STATE OF MINNESOTA DEPARTMENT OF PUBLIC SAFETY
DEPARTMENT OF ADMINISTRATION

COMMISSIONER

— By N “*G&.M\J\ ¢ M{;s Wi
By / %4 Tite __ L ¢

REAL ESTATE WNSTRUCTION SERVICES %[ ol
~ Date (YL
Date ;/ / 17
APPROVED: STATE ENCUMBRANCE VERIFICATION
STATE OF MINNESQTA ' Individual signing certifies that funds have been encumbered as
DEPARTMENT OF ADMINISTRATION required by Minn. Stat. §16A.15 and §16C.05.

FACILITIES MANAGEMENT DIVISION ﬁ \L
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n
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. DUTIES OF LANDLORD

A. The Department of Administration, Facilities Management Division (hereinafter referred to as
LANDLORD) shall be responsible for delivery of consistent, quality services to ensure clean, safe
and environmentally sound buildings, grounds and operations by providing the following services:

1. BUILDING MANAGEMENT SERVICES LANDLORD shall designate a Building Manager to manage
the buildings and oversee construction/renovation projects, maintenance/repair, energy
management, environmental, indoor Air Quality, general office, trash removal, recycling collection
services, and integrated pest management related to the building. The Building Manager shall be
the contact person for all building-related work and concerns. TENANT should contact
651.201.2300 or check website: www. mn.gov/admin/government/buildings-grounds for more
information. Terms and conditions in items a-f apply only when specific funds have not been
appropriated for this purpose.

a. Construction, Remodeling and Renovation Work LANDLORD shall inform TENANT in advance
and in writing of construction, remodeling or renovation work.

b. Carpet Replacement LANDLORD shall repair or replace worn or damaged carpet according
to funding availability, age and condition of the carpet and/or other building priorities. Carpet
deemed unsafe by LANDLORD shall be repaired or replaced. The carpet is expected to have a
minimum life cycle of twelve (12) years. The quality of carpet to be installed will be
determined by LANDLORD. Selection by TENANT shall be made from LANDLORD sample
selections. If TENANT desires carpet and LANDLORD does not have funding available, TENANT
has the option of funding the purchase. LANDLORD will contract, install and invoice TENANT.
Colors and quality selection must be approved in advance and in writing by LANDLORD to
ensure durability, maintainability and uniformity.

¢. Interior Decoration LANDLORD shall paint all interior walls showing wear or damage
according to funding availability, age and condition of the paint and/or other building
priorities. Painting is expected to have a minimum useful life of twelve (12) years under
normal use. LANDLORD financial obligation shall not exceed contract amount. Selection shall
be made by TENANT from LANDLORD sample selections. If TENANT desires a different type of
wallitreatment, different color or quality of paint, LANDLORD will contract and invoice
TENANT. LANDLORD shall pay a portion at the State Contract rate for semi-gloss or eggshell
paint. Colors and quality selection must be approved in writing by LANDLORD to ensure
durability, maintainability, design integrity, and uniformity.

d. Window Treatments LANDLORD shall repair or replace building exterior envelope window
treatments that are damaged or discolored according to funding availability, age and
condition of the window treatments and other building priorities. Window treatments are
expected to have a minimum useful life of twenty (20) years. The determination is to be
made at the discretion of LANDLORD. Exterior envelope window treatments will be selected
from the State Contract. If TENANT chooses to select a different exterior envelope window
treatment that is not under State Contract, TENANT shall pay the portion above the State
Contract rate. If TENANT desires a different type of window treatment and is willing to fund
the difference, LANDLORD will contract and invoice the TENANT. Colors and quality selection
must be approved in writing by LANDLORD to ensure durability, maintainability and
uniformity. Replacement of any interior window treatments will be the responsibility of
TENANT and any related costs shall be borne by TENANT.

e. Ceiling Tiles LANDLORD shall replace damaged or stained ceiling tiles, determined at
discretion of LANDLORD.

f. Leased Premises  To make space suitable for new tenants, LANDLORD shall provide the
treatments and finishes outlined above dependent upon available funding. LANDLORD
shall also perform minor electrical and mechanical services for general office usage,
determined at the discretion of LANDLORD. LANDLORD shall not fund accommodations or
changes to leased premises in order to meet specialized needs, program requirements of
TENANT or any other ADA accommodations.

‘8. Mechanical/Operating Systems and Equipment Repair/Replacement Services LANDLORD
shall provide maintenance engineering, preventative maintenance, repair and/or
replacement services on mechanical/operating systems and equipment within the building
that are LANDLORD-owned and under LANDLORD’S custodial control.

Exhibit B




Grounds Maintenance Services LANDLORD shall maintain all entrances, sidewalks and
grounds on an as needed schedule to ensure safe entry and egress. This shall include
exterior maintenance of turf, shrubs, trees and plants as well as cleaning and removal of
debris. Every reasonable effort will be made to ensure snow and ice is cleared before and
during normal building operating hours.

Integrated Pest Management Services LANDLORD shall provide an integrated pest
management program for control of rodents and insects within the building. TENANT
shall fund any additional pest control services outside of the State Contract. To aide
with pest management, TENANT shall keep all food items in sealed containers.

Keys All keys for space in state-owned buildings under the custodial control of
LANDLORD must be provided by LANDLORD. LANDLORD shall provide two (2) keys
for each door with lock hardware within the Leased Premises. TENANT is responsible
for returning all keys issued for the Leased Premises upon termination of the Lease
Agreement. LANDLORD may perform key audit every four (4} years.

Security Services In cooperation with the Department of Public Safety/Capitol Security,
LANDLORD shall maintain building perimeter security devices including access control
devices and cameras. In cooperation with the Department of Public Safety/Capitol
Security, LANDLORD shall maintain emergency call stations at exterior locations and

in the tunnel systems.

Signage LANDLORD shall provide for building directory signage located in the main

building lobby and way finding in public corridors. The quantity and location of signage shall
be at LANDLORD’S discretion.

Communication - LANDLORD’S Building Manager or designee shall coordinate with
TENANT'S key contact person regarding all Facilities Management managed work scheduled in
a building which could affect building operations. LANDLORD shall provide written notice in
advance of these events and TENANT shall provide communication to tenants. Reasonable
coordination efforts shall be made by LANDLORD with TENANT’S key contact person to
prevent scheduling conflicts prior to posting bulletins and the commencement of work.

Insurance LANDLORD insures the building structure only. Ensuring contents is at the
discretion of TENANT.

Fire Detection, Alarm and Suppression Systems LANDLORD shall provide preventive
maintenance, repair, replacement, testing and inspection of fire suppression systems in
accordance with the local jurisdiction requirements. Specialized fire and alarm detection
systems are the responsibility of the TENANT.

Access to LANDLORD Space LANDLORD shall lock and secure all LANDLORD’S electrical
closets, rooms and vaults, janitorial/maintenance closets and mechanical rooms. LANDLORD
shall have access to all space in case of emergency.

g. Solid Waste LANDLORD shall remove solid waste from buildings on a daily basis.

a.

UTILITY SERVICES

Heating and Cooling LANDLORD warrants that the Leased Premises are served by heating

~ and cooling facilities sufficient to maintain the Leased Premises within the acceptable range of

temperature identified below, under all but the most extreme weather conditions, assuming
optimal use TENANT of all thermostats and other climate control devices such as the opening
or closing of blinds, doors and vents, within the Leased Premises. LANDLORD may provide
TENANT with written instructions defining said optimal use. For purposes hereof, the
acceptable ranges of temperature are as follows:

(i) From October 1 through April 30, between 70.5 degrees and 74.5 degrees. Temperature
settings must be lowered to 60°F to 62°F during periods outside of working hours.

(i) From May 1 through September 30, between 72.0 degrees and 76.0 degrees. Temperature
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settings will be increased to 85°F during periods outside of working hours.

(iii) Unless established to the contrary through a pre-approved written agreement, heating
and cooling systems are set to operate as defined above. Building heating and cooling
systems are not intended to be used for heating and cooling areas with TENANT-owned
equipment or TENANT needs for extended hours of operation. If TENANT has TENANT-
owned equipment or TENANT requires additional heating or cooling beyond the
established hours of operation or for a normal “office” environment setting use, a written
agreement shall be entered into with LANDLORD and the cost for the additional hours of
operation or specialized use shall be the responsibility of TENANT. TENANT will be billed
by LANDLORD for the extended hours of operation.

Water/Sewage LANDLORD shall provide the Leased Premises with adequate water and
sewage facilities sufficient to serve its design population capacity.

Ventilation LANDLORD shall provide ventilation to the Leased Premises as outlined

ASHRAE (American Society of Heating, Refrigeration and air Conditioning Engineers, Inc.)
Standard 62.1-2013. All supply air shall be filtered in accordance with ASHRAE Standard 52.2-
2012 Atmospheric Dust Spot Efficiency Rating. Air filters will be replaced by the TENANT as
required by the application and the needs of the system. U nless established to the contrary
through a pre-approved written agreement, air-handling systems will operate as required

to maintain occupied space temperatures between 7:00 a.m. until 5:00 p.m., Monday through
Friday, excluding State holidays.

. Electrical

(i) LANDLORD shall provide the Leased Premises with electrical infrastructure it’s design
population capacity sufficient to maintain the Leased Premises with adequate electrical
supply based on normal office usage of the equipment configuration at the start of this
lease at the discretion of LANDLORD. TENANT- owned equipment, purchased and
installed by TENANT, or purchased and installed on behalf of TENANT through a major
construction or renovation project and/or TENANT'S need for extended hours of
operation which require specialized electrical operation, are considered special program
needs and shall be the direct responsibility of TENANT at TENANT’S cost. All TENANT
equipment installation to be approved in accordance with the provisions of this lease
with LANDLORD to ensure proper installation of powered equipment. TENANT shall be
billed by LANDLORD on a fee-for-service bases based on actual electrical usage for the
extended hours of operation or specialized use.

(ii) LANDLORD shall provide electric power for TENANT. Power quality is utility grade
with no special filtering for harmonics or fluctuations. Power is imported from a
utility and LANDLORD cannot guarantee continuous availability. If TENANT has a
need for continuous, uninterruptible, or specific power quality needs, it shall be
TENANT'’S responsibility to provide and maintain filtering or standby equipment as
necessary. Installation of this equipment must be approved in advance and in
writing by LANDLORD.

(ili) The LANDLORD is required by code to perform scheduled preventive maintenance
activities to ensure safe, reliable and efficient electrical service to a building. Routine
power interruptions are required to perform this work and will be scheduled on a
campus wide basis over the course of the calendar year. The frequency and length of
interruptions will vary between buildings due to the size of the building and amount of
equipment within the building. In coordination with the TENANT, the LANDLORD will
schedule work during “off hours”, nights and weekends in an effort to minimize
disruption to TENANT activities at the same time working within the limitations of
available manpower and available equipment. In the event of an emergency situation of
the LANDLORD reserves the right to interrupt electrical services as required during
normal business hours.

(iv) For non-scheduled power outages, every effort shall be made by LANDLORD to restore
electrical power in cooperation with the respective utility companies as soon as
reasonably possible. :




3. REDUCTION, REUSE, RECYCLING, AND SUSTAINABILITY

a. Pursuant to Minnesota Statutes, Section 16B.24, Subdivision 6 (d), LANDLORD
shall provide for common area recycle, compost and trash containers.

b. LANDLORD shall provide general recycling services limited to the collection of common
area recycling containers. LANDLORD will transport TENANT provided collection containers
from the Leased Premises to a holding area. LANDLORD shall return container to the common
recycling areas in the Leased Premises.

¢. LANDLORD is not responsible for confidential recycling.

. 4. JANITORIAL SERVICES The following janitorial services shall be provided by LANDLORD:

a. Office Cleaning

Daily: Empty common area recycle receptacles; replace liners.
Vacuum carpeted main traffic aisles, moving furniture, as necessary. Return
furniture to original position.
Pick up litter in remainder of other carpeted areas.
Spot clean carpeting.
Spot clean partitions/door glass.

Weekly: Vacuum all carpeted areas.
Dust mop hard surface main traffic aisles.
Dust exposed areas on desks/credenzas/work surfaces.
Dust mop hard surface areas.
Wet mop hard surface areas.
Detail/dust areas below 6 feet.

Monthly: Spot clean walls and doors.

Semi-Annual: Dust door frames.
Dust accessible exterior window blinds, where applicable.
Clean ceiling vents (under 12 feet).
Clean-carpeted traffic aisles.

Annually: Clean carpet. May be extraction, tip cleaning or rotary shampooing.

NOTE: Detail dusting in an office setting shall be done only in accessible areas. LANDLORD shall

not move personal items and electronic equipment to clean or dust and shall trash only waste
receptacles and items marked “trash.”

b. Lobby/Entrance Cleaning

Daily: Empty/spot clean common area recycle receptacles.
Sweep hard surface floors.
Wet mop hard surface floors.
Clean walk-off mats.
Clean door glass; spot clean adjacent glass.
Vacuum carpet.
Clean entire interior and exterior of elevators.
Sweep/vacuum/wet mop non-enclosed stairways.
Check/spot clean directories.

Weekly: Detail/dust areas below 6 feet.
Spot clean plate glass windows.
Clean and/or polish stairway handrails.
Clean thresholds.
Check/arrange and spot clean public area furniture.
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Clean kick plates, push plates, and door frames.
Spot clean walls.

As Needed: Scrub and coat hard surface floors.

Strip, seal and finish hard surface floors.
Buff/burnish accessible hard surface floors.
Clean carpet.

¢. Hard Surface Floor Care — Common Areas

Daily:

Weekly:

As Needed:

Dust mop wall to wall.
Spot mop spills/splashes.

Wet mop/auto scrub floor surfaces.

Buff/burnish floors.

Heavy scrub and recoat floor finish.
Strip, seal and finish hard surface floors.

d. Hard Surface Floor Care — Work Areas

Daily:

Weekly:

As Needed:

Dust accessible areas.
Wet mop other areas.

Dust mop wall to wall.
Wet mop/auto scrub wall to wall.
Buff/burnish accessible floor areas.

Heavy scrub and recoat floors.
Strip, seal and finish.

e. Restroom Cleaning

Daily:

Monthly:

Check, resupply stock.

Clean mirrors.

Clean stock dispenser. :

Empty trash and organics containers, including sanitary disposal
units; clean receptacles.

Clean and sanitize toilets, urinals, sinks and countertops.

Clean stainless steel and chrome.

Spot clean doors, both sides.

Spot clean walls with special emphasis around dispensers, sinks and urinals.
Wet mop floor with sanitizing detergent.

Machine scrub floors.
Sanitize waste receptacles.

Semi Annually: Wall to wall deep clean cycling, including all walls, partitions, fixtures and

floors.

f. Shower room/stall cleaning

Daily:

Weekly:

Daily:

Inspect, touchup and wipe down fixtures.
Remove hair and other debris on finishes and fixtures.

Power wash shower room walls and floors with disinfectant cleaner.
Clean and disinfect all shower room fixtures.

Miscellaneous Cleaning

Sanitize drinking fountains.
Spot check interior stairwells.
Remove unapproved posters or outdated posters/bulletins.




Weekly: Dust hallway fixtures, i.e., pictures, fire extinguishers.

As Needed: Wet mop hard surface stairwell risers and landings.
Clean ceiling light diffusers and exhaust fans in elevator cars.
Clean janitorial closets.
Dust stairwell railings.
Vacuum upholstered furniture.

B. The Department of Administration, Real Estate and Construction Services (RECS) shall be responsible for:

1. Allocation and inventory of state-owned space under the custodial control of the Facilities
Management Division.

2. Preparation and processing of lease documents.

1. DUTIES OF TENANT

A. TRANSFERABILITY TENANT shall not assign nor in any manner transfer this Lease or any
interest therein, nor sublet said Leased Premises or any parts thereof.

B. DESIGNATED STAFF PERSON TENANT will designate at least 1 key contact person who shall be
responsible for coordinating building related questions, concerns and general communications with
LANDLORD’S Building Manager. This will include but not be limited to building surveys, LANDLORD
initiated building postings, construction/renovation projects, recycling, reuse and sustainability
issues, and to communicate with LANDLORD on postings of work which may affect the building
tenants or building operations. TENANT will also designate at least 1 key contact person who shall
be responsible and can be contacted by LANDLORD or Capitol Security after normal business hours
in the event of an emergency.

C. REDUCTION, REUSE, RECYCLING, AND SUSTAINABILITY

1. TENANT agrees to:

“a. Ensure TENANT'S employees, contractors and visitors recycle all recyclable materials as
designated in accordance with Minn. Stat. §115A.15. Training and education for recycling is the
responsibility of the TENANT.

b. Ensure shipments of recyclables do not contain contaminating materials.

c. Use recycling containers and equipment only for designated recycling purposes.

d. Direct general waste and recycling questions to LANDLORD’S Building Manager or designee.

e. Recycle confidential materials.

f. Transfer recycling materials from desk side containers to common area collection containers.

g. Provide a designated Champion for recycling communications and compliance.

h. TENANT shall notify LANDLORD of recyclable collection through other than LANDLORD contract

vendors.
D. HAZARDOUS WASTE

1. If TENANT is a generator of hazardous waste as defined in the Minnesota Pollution Control Agency
Hazardous Waste Rules, Chapters 7001, 7045 and 7046, and/or any local jurisdiction’s hazardous waste
management ordinance(s), it shall obtain a license to generate the hazardous waste and provide
LANDLORD with a copy of its license agreement no later than thirty (30) days after the execution of this

Lease. TENANT shall also provide LANDLORD with a copy of its annual Hazardous Waste Report each
year thereafter.



2. In the event TENANT vacates Leased Premises, TENANT shall have a closure inspection conducted
by the local jurisdiction’s public or environmental health unit and the results of such inspection shall be
forwarded by TENANT to LANDLORD no later than thirty (30) days from the date TENANT vacated the
Leased Premises. Any hazardous waste violations or other issues identified in the closure inspection
shall be remedied by TENANT at TENANT'S expense.

E. ELECTRONIC DEVICES AND FURNITURE TENANT is responsible for TENANT’S owned electronic
equipment, appliances, and office furniture, recycling or disposal. Disposal of these items is at
TENANT’S expense. TENANT shall report the cumulative weight of electronics that are recycled each
calendar year to the LANDLORD by the 15" of January the subsequent calendar year for which the
recycling took place.

F. WASTE PREVENTION, ENERGY CONSERVATION AND USE OF UTILITY SERVICES Heating, ventilation and
air conditioning, electrical, water and sewage {please refer to DUTIES OF LANDLORD , 2. Utility Services,
parts a & b).

1. TENANT agrees to conserve energy and natural resources by turning off lights, appliances and office
electronics when not in use. LANDLORD may provide TENANT with instructions defining optimal use.

2. TENANT shall be responsible for utility costs for utilities requested for program needs beyond those
provided as part of this agreement or outside normally established hours of operation. This includes
ventilation with additional cooling or heating outside normally established hours of operation and
electricity for significant computer room loads, UPS systems or major appliances if determined by
LANDLORD to be beyond those provided for in this agreement, either during or outside normal building
operating hours.

a. TENANT shall promptly reimburse LANDLORD upon receipt of invoice for utility services.
G. USE OF LEASED PREMISES

1. TENANT agrees not to use the Leased Premises in any way which, in the judgment and discretion of
LANDLORD, poses a hazard to building occupants, the Leased Premises or the building in part or whole,
nor shall TENANT use the Leased Premises so as to cause damage, annoyance, nuisance or
inconvenience to other building occupants. Open flames, including candles is prohibited.

2. TENANT agrees to not use any stairwells, stairwell landings, loading dock areas, electrical, low
voltage and mechanical equipment rooms or janitorial closets under the custodial control of LANDLORD
as storage areas. If access to any locked electrical/low voltage or janitorial/maintenance closet is
needed by TENANT, TENANT shall contact 651.201.2300 to request access.

3. TENANT agrees to consider all common areas in the buildings not located within the Leased
Premises including entrances, lobbies, stairwells and landings as public, common spaces and shall only
use them for State-approved events and shall comply with Minnesota Rules Chapter 1235.0100 to
1235.0600, Rules Governing Public Rallies. All rules of conduct for users of public space will apply for
the use of such space. These rules of conduct are subject to change. Public, common spaces shall not
be used by TENANT, TENANT’S staff or private vendor(s) for solicitation or sales. Contact 651.201.2300
for more information regarding special events and rules governing them.

4. TENANT agrees to consider conference rooms not leased as part of the Leased Premises are under
the custodial control of LANDLORD, as public, common spaces and shall only use them for State-
sponsored events. Such public conference rooms shall not be used by TENANT, TENANT’S staff or private
vendor(s) for solicitation or sales.

5. TENANT agrees to receive all goods delivered to the building related to TENANT or Leased
Premises at the loading dock and promptly transporting to owned leased space. TENANT shall be
responsible for the safe-guarding and security of these delivered goods.

TENANT agrees that, at no time, shall LANDLORD be held accountable for the loss of any delivered
goods nor shall the loading dock be used for storage or as a holding area.

6. TENANT agrees to maintain the Leased Premises in a reasonably safe, clean and sanitary
condition in compliance of all applicabie codes.

7. TENANT to ensure all doors and windows remain closed when not in use in order to ensure
a balanced HVAC system, reduce dust and pollen in the building and to prevent birds, squirrels,
7




and other pests from entering.
8. TENANT is responsible for all interior ADA accommodations.

. EQUIPMENT REPAIR/REPLACEMENT SERVICES

1. TENANT-owned program equipment purchased and installed by TENANT or purchased and installed
on behalf of TENANT through a major construction or renovation project that is related to TENANT’S
programs or operation shall be the responsibility of TENANT to maintain, repair, replace or remove.
Any structural or other damage to the Leased Premises resulting from TENANT’S equipment shall be
remedied by TENANT at TENANT’S expense. Atthe discretion of LANDLORD, any of TENANT
equipment shall be removed at the time TENANT vacates the Leased Premises and the Leased Premises
shall be returned to its original condition at TENANT’S expense. LANDLORD may, at its discretion,
following the execution of an written agreement, be contracted to maintain, service, repair and
replace such TENANT'S equipment at TENANT’S cost on a fee-for- service basis through LANDLORD’S
Repair and Other Jobs activity.

2. Specialized fire suppression, fire detection, and alarm systems supporting TENANT-owned
equipment shall be the responsibility of TENANT to maintain, repair, replace and inspect per local
jurisdiction requirements. TENANT may contract with LANDLORD for maintenance, repair and
inspection services of TENANT’S equipment at TENANT’S cost on a fee for services basis through
LANDLORD'S Repair and Other Jobs activity. If TENANT chooses to contract separately, TENANT must
provide inspection report as required.

3. TENANT shall ensure that equipment owned by TENANT such as lieberts, dry coolers, etc. is properly
installed and maintained to ensure maximum efficiency.

KEYS Additional keys needed by TENANT beyond those provided by LANDLORD shall be

obtained from LANDLORD on a fee-for-service basis through LANDLORD’S Repair and Other Jobs
activity. TENANT is responsible for returning all keys issued for the Leased Premises upon termination
of the Lease. Cores belonging to lost keys shall be replaced by LANDLORD at TENANT expense.

SECURITY SERVICES TENANT shall be responsible for maintaining all non-perimeter security

devices or sensors in the Leased Premises including panic devices, emergency call boxes, access control
devices, and cameras.

SIGNAGE
1. Identification of space within leased premises is the responsibility of the TENANT.

2. TENANT shall not post nor permit any signs to be placed in the Leased Premises that are visible from
the exterior of the Building, through the windows or visible from the halls or other common areas of the
Building, unless prior written approval for the signs has been secured from the LANDLORD.

BUILDING MANAGEMENT SERVICES  TENANT will pay all invoices when previously agreed in writing in
accordance with DUTIES OF LANDLORD, A.1. Building Management Services as it pertains to carpet,
interior decoration and window treatments.

. COMMUNICATION TENANT shall submit TENANT initiated building postings to LANDLORD’S

Building Manager for approval. Approved posting will be distributed to the building’s bulletin
holders.

. MODIFICATIONS TO LEASED PREMISES

1. TENANT shall contact LANDLORD to initiate any work that will affect the physical and/or
operational characteristics of the Leased Premises. Such work may include but not be limited to:
construction, remodeling, renovation, security systems, as well as modular furniture and
communications/data cabling installations. Detailed plans for all such work shall be developed and
approved by LANDLORD or their designee. Implementation of the work shall be performed either by:

a. Licensed contractor, as authorized by LANDLORD, under contract with the LANDLORD.

b. Licensed contractor, as authorized by LANDLORD, under contract with TENANT. Such
contracts must be approved by LANDLORD prior to contract execution. Said contractor
must follow all applicable codes and licensure requirements.



2. Atthe time TENANT vacates the Leased Premises, TENANT shall, at LANDLORD’S option be
responsible for restoration of the Leased Premises which have been modified by the TENANT since July
1, 2009. The Leased Premises shall be returned to its original condition by LANDLORD at TENANT’S
expense.

PERSONAL PROPERTY UL certified appliances such as, but not limited to, toasters, microwaves,
refrigerators, coffee makers are only allowed in desighated common areas as designated by LANDLORD.
Personal items such as space heaters humidifiers, bicycles, segways (allowed if needed for disability
accommodation) or animals (including pets but not including ADA animals), are not allowed inside
LANDLORD managed facilities.

. CONTENT LIABILITY AND INSURANCE Liability for damages to TENANT property is at TENANT'S
discretion and cost, including damage from building system failures.

. PLANTS TENANT shall ensure that all plants are properly maintained. TENANT will be responsible for
any damages as a result of plants.

. EMERGENCIES TENANT is responsible for all emergency communications, including evacuation
plans, routes, drills, etc.







Interagency Agreement

State of Minnesota
SWIFT Contract No: /24 ¢

SWIFT Purchase Order No: 4. ’

This agreement is between the Minnesota Departments of Public Safety, Driver and Vehicle
Service Division (DPS) and the Minnesota Department of Administration, Facilities Management
Divisions (Central Mail).

Agreement

1. Term of Agreement
1.1. Effective Date: July 1, 2017, or the date the State obtains all required signatures under
Minnesota Statues Section 16C.05, Subdivision 2, whichever is later.
1.2, Expiration Date: June 30, 2019, or until all obligations have been satisfactorily fulfilled,
whichever occurs First,

2. Scope of Work
2.1. Central Mail will receive print jobs from MN.IT Services (MN.IT) for the production and
processing of postcards for DPS. The print jobs will be printed and delivered to the
United States Postal Services (USPS) within a timeframe agreed to by both parties.
2.2.Under this agreement, the DPS agrees to reimburse Central Mail for the cost of the
printing and processing for mail of all postcards for the DPS,

3. Central Mail’s responsibilities include:

3.1, Arranging for the timely delivery of stock from the DPS warehouse to Central Mail,

3.2, Completing the postcard printing jobs by the agreed upon times.

3.3. Assisting with redesign or modifications that are needed throughout the agreement
period to ensure compliance to USPS design standards and to achieve the lowest
possible postage rates.

3.4. Performing all required address hygiene to achieve the lowest possible postage rates.
National Change of Address (NCOA) will be done for the disability and Driver’s license
renewal postcards.

3.5. Suppressing the printing and mailing of any Disability and Driver's License/ldentification
Card renewal postcards that are non-Minnesota addresses.

3.6. Track the number of postcards that have been printed within the billing period.

3.7.Provide an exception report of the postcards deemed undeliverable.

3.8.Provide a monthly report that itemizes the volume of each postcard printed for each
day.

3.9.Bill DPS monthly with an itemized invoice for the volume of printing completed and
production processes, including address hygiene and presort zip code sorting, based on
the rates agreed upon in this document.
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4, DPS’s responsibilities include:
4.1, Defining the print requirement for each job
4,2, Coordinating the timely transmission of the necessary print output files from MNIT or
DPS to Central Mail, to enable the printing of the jobs.
4.3, Providing the preprinted postcard stock.
4.4, Reimbursing Central Mail, upon the receipt of the monthly bill for services provided
under this agreement:

Both parties to this agreement agree that any additions to the scope of the project will require
an executed amendment to this agreement.

5. Consideration and Payment

5.1. DPS will compensate Central Mail for the printing jobs completed and according to the
agreed upon rates in the attached rate sheet, Attachment A, which is hereby attached
and incorporated into this agreement. The total obligation of DPS for all compensation
and reimbursements to Central Mail is not to exceed $150,000.00.

5.2. Itemized invoices will be billed in arrears, monthly, and within 15 days of the period
covered by the invoice for work satisfactorily performed. Final invoices must be
received no later than July 30, 2018 and July 30, 2019.

6. Conditions of Payment
6.1. All services provided by Central Mail, under this agreement, must be performed to DPSs
satisfaction, as determined at the sole discretion of DPS’s Authorized Representative,

7. Authorized Representative _
7.1.DPS’s Authorized Representative is Dan Stluka, Driver and Vehicle Services Program
Director, 445 Minnesota St, Saint Paul MN 55101 651-201-7598, or his/her successor
7.2.Central Mail’'s Authorized Representative is Catherine Cheesebrow, Central Mail
Supervisor, 395 John Ireland Blvd G-60 Saint Paul MN 55155 651-296-3802, or his/her

SUCCEssOor,

8. Liability
8.1. Each party is responsible for its own acts and behavior and results thereof.

8. Termination

9.1.Either party may terminate this agreement at any time, with or without cause, upon 30
days written notice to either party.
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1. STATE ENCUMBERANCE VERIFICATION
Individual certifies that funds have been encumbered
as required by Minn. State §§16A.15 and 16C.05,

Signed: . e
Date: K/S//&OW

2. Departm;ent of Administration 3. Department of ic Safety
By: M/Waﬁ() By: @d@
(with delegated authority) (wnth delegated authority)
Title: gégﬂ wngMM Title: Diwn M Olsin
Date: 7-28-77 Date: 3/5///’}
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- SERVICE
Setup / Data Import

$51.00

ATTACHMENT A
RATE SHEET

Address Standardization, CASS, NCOA

$15.00 per 1,000

Address Application

$17.50 per 1,000

Presort

$0.01 per piece

Comments:

1. Setup and Data Import fee is charged once per week, per job
2. Address Standardization, CASS and NCOA are only charged for mail pieces that achieve

automation rate.
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STATE OF MINNESOTA
INTERAGENCY AGREEMENT BETWEEN THE
MINNESOTA DEPARTMENT OF PUBLIC SAFETY AND
OFFICE OF THE ATTORNEY GENERAL
FY 2018 and FY 2019

WHEREAS, pursuant to Minnesota Statutes Chapter 8, the Attorney General shall provide legal
services to state agencies, boards and commissioners; and

WHEREAS, pursuant to Minn, Stat. § 8.15, subd. 3, the Attorney General is authorized to enter
into agreements with executive branch and quasi-state agencies including the Minnesota
Department of Public Safety (“DPS”) to provide legal services; and

WHEREAS, DPS needs legal services in order to administer and deliver its driver services
programs in Minnesota;

NOW, THEREFORE, IT IS AGREED:

1.

Scope: DPS agrees to transfer to the Attorney General’s Office (AGO) in FY 2018 and
FY 2019 an amount equal to the costs of legal services directly billed to it for legal
services provided by the AGO. The billings will be based on the actual hours of service
provided. The billings for actual hours of service provided will be based on hourly rates
of $131.00 for attorney services and $83.00 for legal assistant and investigator services.
Payments under this agreement shall be for legal services related to the following client
codes: 0708, 0709, 0710, 0712, 0713, 0714, 0715, 0717, 0806, 0807, and 0811,

Provision of Services: The Attorney General shall provide legal services to DPS in
accordance with Minnesota Statutes, Section 8.06, except those duties, if any, delegated
to DPS or provided by outside counsel under Section 8.06. The scope of legal services to
be provided includes all matters pertaining to the DPS’s official duties, including
representation in litigation or other legal proceedings, provision of legal advice and
assistance, and provision and other legal needs as may be necessary, Pursuant to Section
8.06, the Attorney General may authorize outside counsel to be employed to provide
legal services to DPS,

Availability: Upon request, the Attorney General agrees to make her representative(s)
available to meet with DPS to review priorities for legal services,

Terms of Payment: DPS shall process payments to the AGO for legal services provided
to it. The amount of payment(s) will be based on monthly billings for actual services
provided at the rates agreed upon in paragraph (1) of this Agreement.




In addition, DPS will pay for legal costs and expenses associated with the provision of
legal services as provided in paragraph (7) of this Agreement, Invoices from thitd parties
for these costs and expenses will be forwarded by the AGO to DPS for payment,
Transfer Mechanism: Monthly payments shall be made by DPS to the AGO based on
billings for hours of service provided for legal work, The payment(s) shall be made
within 30 days of the date of the monthly billing, The first monthly billing to DPS under
this Agreement will cover the period of time commencing July 1, 2017,

Reporting: Hours of legal services provided under this Agreement will be recorded by
the AGO staff for inclusion in the AGO payroll system. The AGO will provide DPS with
a report of all hours of service provided under this Agreement on a monthly basis.
Monthly, the AGO will provide a billing report to DPS including the total number of
hours identifiable by case and a requested payment amount. The first monthly billing
report to DPS under this Agreement will cover the period of time commencing July I,
2017.

Each monthly report will include data from either two (2) or three (3) complete pay
periods, from the end date of the preceding report through the last full pay period of the
month in which the report is produced. The AGO will provide each report to DPS no
later than six (6) weeks after the end of the period covered by the report.

Legal Costs and Expenses: DPS will pay for legal costs and expenses associated with
providing legal services under this Agreement. For purposes of this Agreement, such
legal costs and expenses will include, but are not limited to, the costs of filing legal
documents, the hiring of expert witnesses and court reporters, and extraordinary travel
expenses (e.g., out-of-state travel or air travel within the State of Minnesota).

Amendments: Any amendments to this Agreement shall be made in writing and
executed as an amendment to the Agreement, including the mutual consent of both
parties to the amendment.




9. Authorized Agent: The authorized agent of the Attorney General’s Office for purposes
of this Agreement is Ray Smith, Director of Finance. DPS’s authorized agent for
purposes of this Agreement is Larry Freund.

APPROVED:

DEPARTMENT OF PUBLIC SAFETY OFFICE OF THE. ATTORNEY
' GENERAL
By: ﬁ-«"v‘—\w
L By: Dﬂ‘{/”/ VT . Z/_ r)gn/L
Title: Q/{F © J
Date: & [13 ]2

Title: Deputy Attorney General

Date: /Y - 27

MINNESOTA MANAGEMENT AND
BUDGET ) :

. ™., | ' )
Title: Lé({’u{’»/ CZ}V”AM.ES‘S/}J%(’

Date: (’Z s / ("




At MnDOT Contract No. 1002179
) TRANSPORTATION ontract No

AMENDMENT NO, 1 TO MnDOT CONTRACT NO. 1602179

Confract Start Date: January 12, 2016 Original Contract Amount: $2,622,311.00
Original Contract Bxpivation Date; August 31, 2018 Previous Amendmetit(s) Total: N/A,

Current Contract Expiration Date: August 31, 2018 Current Amendment Amount: $2,474,175.80
New Cortract Bxpirvation Date: June 30, 2020 " Total Armended Contract Amount: $5,006,486.80

Federal Project Number: N/A.

State Project Number (SP); 88162038

Trunk Highway Nomber (TH): I-358L, 1-35W, 1-394
Project Identification: MuPASS Enforcement Team

This amendment is by and between the State of Minnesots, through its Conmmissioner of Transpottation (“S’tate”) and the
Minnesota Department of Public Safety, acting through the Minnegota State Patrol (“MSP*),

RECITALS

1, State has a contract with MSP identified as MnDOT Contract Number 1002179 (“Original Contract”) to provide
enrforcement of violators using the MuPASS Janes during peak hours.

2. State is expanding its MuPASS network on I-35W and I-35E, Additional froopels are needed fo pt owde enforcement for
the additional mileage, The contract is being extended to provide continuous service theough June 2020,

3, . State and MSP are willing to amend the Original Contract ag stated below,

CONTRACT AMENDMENT .
Unless otherwise noted, in this amendment, deleted coniract terms will be stevekeout and the added contract terms will be

holded and underlined.

REVISION 1, Subarticles 1.2-1.3 are amended as follows:
1.2 Expiration Date; This Agreement will expite on Aupust34-2018 June 30, 2020
1.3 Exhibits: Bxhibits A-theough-C A, B-1 and C are attached and {ngorporated into this Agreement

REVISION 2. Subarticles 2.1,1-2,1.2 are amended as follows:
21,1 Fous Six Minnesota State Patrol Troopers (FTH)
One Minnesota State Patrol Stationt Sergeant (FIE)

One Minnesota State Patrol Lieutenant (FTE)
2.1.2  The six gight members of the Minnesota State Patrol will be assigned to 2 fulltime MuPASS Enforcement Team.

The Team will work Monday throngh Friday (day or afternoon shift; 40-hour work weelk) defined as follows:
Day shift: 5:00am — 1:00pm
Afternoon shift:  1:00pm — 9:00pm

REVISION 3, Subarticle 2,2.2 is amended as follows: .
2,22 FTE compensation and benefits of one Lieutenant, one Station Sergeant and foue gix Troopers ,

* Regular salaries compensation and overtime as needed.
s Includes pay for sick, vacation and holiday, with the exception of severance for these gix elglt desipnated

employees

REVISION 4. Subarticle 2.2.4 is amended as follows:
224  Uniforms and equipment (following MSF issuance policy) for the sk eipht FTE positions

RIEVISION 5. Subarticle 2,2.7 is amended as follows:
22,7 Freeway pay for all sk elght Team membets

ik ANt i) YAS sreb g AR i it it M 4
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REVISION 6. Subarticie 2.4,1 is amended as follows;
2.4.1 Ensute a fully operational Team of one Lieutenant, one Station Sergeaut, forr gix troopers and backdill any
vacated positions,

REVISION 7. Subaxticles 3.2-3,5 are amended as follows:

3.2 MSP will not bill MoDQT for expenses in Exhibit 8 B-1, Part I Costs inourred will be char ged directly to
MuDOT’s budget under the Interagency Request for State Bmployee Services, Exhibit C, MSP will provide a
monthly schedule showing which troopers are assigned to each corridor, MSP will promptly correct any etroneous
char ges to MaDOT’s budget.

3.3 MSP will submit invoices for expenses in Exhibit B B-1, Part 2 using the ﬁ'equency noted, MSP will create and
enter an invoice in SWIFT, MnDOT will make payment using the bilateral netting process in SWIFT,

3.4 Budget categories in Exhibit B B-1 should not exceed their amonnt without written mutual agreement between
parties to move an amount between categories.

3.5 The total obligation of Mo/DOT for all compensation and reimbursements to MISP under this Agresment will not
exceod $2:622:31+ $5,096,486,80,

REVISION 8. Subarticles 5.1-5.3 are amended as follows:
5.1 MnDGT’s Authorized Representative will be:

Name: MadeHagen Josh Hebert
Title: SenierConssliant Administrater Contract Administrator
Address: Minnesota Department of Transportation

1500 West County Road B-2
Roseville, MN 55113

Telephone:  (6513234-7686 (651) 234-7688

Hax; (651) 2347689

BE-Mail: metlehapen@state-mnus joshua hebert@state.mu.us
5.2 MaDOT’s Project Manager will be:

Name: MeoprisLulee; B, Xiet Ly, P.E, (or his successor)

Title: MnPASS Operations Engineer

Address: Minnesota Department of Transportation

1500 West County Road B-2
Roseville, MN 35113
Telephone:  (651) 2347028 -

E-Matl: MOLLis, atesmasns el tiv@state, mn.us
5.3 MSP’s Authorized Representative will be;
Natne: Eieutenant-Jason-Bastell Paul Strieker (or his suCoess or)
Thile: Lieutenant
Address: Minnesota State Patrol
Disirict 2500
2005 North Lilac Drive

Golden Valley, MIN 55422
Telephone:  (763) 279-4561 (763) 279-4565
E-Mail: jasensbarteli@stateannus paulstricker@state, mu.us

The Original Contract and any previous amendments are incorporated into this amendment by reference. Except as amended
herein, the terms and conditions of the Original Contract and any pravious amendment remain in full force and effect,

REMAINDER OF PAGE INTENTTONALLY LEFT BLANK.
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Contract Start Date: July 1, 2017 Total Contract Amount; , $806,000.00

Original Contract Expiration Date: -June 30,2019 Original Contract: $706,000.00
Current Contract Expiration Date; June 30,2019 Previous Amendment(s) Total:  $0.00
Requested Contract Expiration Date; This Amendment; $100,000.00

This amendment is by and between the Minnesota Department of Public Safety (DPS), State Patrol Division, 445
Minnesota Street Suite 130, St Paul, MN 55101 and the Department of Military Affairs (DMA), Veterans Service Building,
20 West 12" Street, St Paul, MN 55155.

Recitals

1. The State has a contract with the Contractor identified as SWIFT contract number 119633 dated July 1, 2019 ("Original
Contract’) to provide access to Camp Ripley facilities.

2. Agreement is being amended to increase the amount of money that State Patrol can spend during the fiscal year,
3. The State and the Contractor are willing to amend the Original Contract as stated below.

Contract Amendment

In this Amendment, changes to pre-existing Contract language will use strike-threugh for deletions and underlining for
insertions.

REVISION 1. Clause 3 “Consideration of Payment” is amended as follows:
(c)  Total Obligation. The total obligation of the State for all compensation and reimbursements to the
Contractor under this contract will not exceed $706:600:66 $806:000.00.

1. STATE ENCUMBRANCE VERIFICATION 3. DEPARTMENT OF PUBLIC SAFETY, STATE PATROL
Individual certifies that funds have been encumbered as Individual certifies the applicable provisions of Minn, Stat.
required by Minn, Stat. §§16A.15 and 16C.05. §16C.08, subdivisions 2 and 3 are reaffirmed.

Signed: VQ?/\ | By, =T :

Date: l / 23 / ( ﬁ Title: é%gg%%ated authorty)

{ /
SWIFT Contract No. 128349 Date: ,/*,'?3 -2

2, DEPARTMENT OF MILITARY AFFAIRS

The Contractor certifies that the appropriate person(s) have
executed the contract on behalf of the Contractor as required
by applicable articles, bylaws, resolutions, or ordinances.
KERR.DONALD.JOHN,11389 Digltally signed by

y: arnan KERR.DONALDJOHN.1138993198

ater 20101 37 08:46:04+06/00°
Tite:  Executive Director
Date: 22 January 2019

By:

Title: ) Distribution:
Agency

Date: Contractor

Stale's Authorized Representative - Photo Copy

Rev, 7/18




Interagency Agreement

State of Minnesota
SWIFT Contract No.: 0000000000000000000119633

This agreement is between the Minnesota Departments of Public Safety (DPS), State Patrol Division, 445
Minnesota St Suite 130, St Paul 55101 and Department of Military Affairs (DMA), Veterans Service
Building, 20 west 12t Street, St Paul, MN 55155.

Agreement

1

2

Term of Agreement

1.1 Effective date: July 1, 2017, or the date the State obtains all required signhatures under
Minnesota Statutes Section 16C.05, subdivision 2, whichever is later.

1.2 Expiration date: June 30, 2019, or until all obligations have been satisfactorily fulfilled,
whichever occurs first.

Scope of Work

This agreement will provide for the use of grounds and facilities at Camp Ripley for training related
activities by DPS to be scheduled in advance for appropriate services required by DPS for each
training event. Upon satisfactory negotiation by DPS and DMA, DMA will provide a written quote to
DPS. Based on the written quote (ATS Form 112), DPS will encumber the money, sign and return the
guote with the Purchase Order number to DMA for the use of the negotiated grounds and facilities
and in advance of each use of the grounds and facilities at Camp Ripley.

DPS shall obtain all necessary permits and licenses required for its activities. DPS shall obtain
adequate insurance coverage for persons and property associated with activities conducted pursuant
to this agreement.

DPS shall be responsible for internal security of personnel and property within the areas assigned to
it. DPS shall accept full responsibility for the conduct of all DPS employees and other individuals
invited by DPS admitted to Camp Ripley pursuant to this agreement. DPS shall immediately report
any violations of laws, ordinances, rules or regulations, including the Camp Ripley Regulations, to the
Camp Ripley Security Force at the Main Gate or Building 2-99, Ext. 7339.

In the event that any pkoperty of the United States or State of Minnesota is damaged or destroyed by
the DPS at Camp Ripley, DPS shall pay an amount sufficient to compensate for the loss sustained by
the United States or the State of Minnesota by reason of damages to, or destruction to government

property.

No liability for loss of DPS’s personal property resulting from fire, tornado, civil disorder, theft or any
cause whatsoever is the responsibility of DMA, except as may be attributed to DMA’s negligence,
acts of omissions as determined by a court of law.

DPS shall vacate the grounds and facilities assigned to it and restore the grounds and facilities to as
good order and condition as that existed upon arrival.

No smoking is allowed on the Camp Ripley Premises pursuant to Minn Stat. 16B.24, Subd. 9
All notices, or communications between DPS and DMA shall be deemed sufficiently given or

rendered if in writing/email and delivered to either party personally or sent by registered or certified
mail addressed to the authorized Representatives, or their successor, under this agreement.




Consideration and Payment
DPS will pay DMA for use of grounds and facilities according to each Purchase Order for each event.
Payment will be made as a Vendor Payment to the Camp Ripley Mess Fund.

The total obligation of Departments of Public Safety (DPS), State Patrol Division for all compensation
and reimbursements to Department of Military Affairs (DMA) under this agreement will not exceed
$706,000.00.

Conditions of Payment

All services provided by DMA under this agreement must be performed to DPS's satisfaction, as
determined at the sole discretion of DPS's Authorized Representative.

Authorized Representative

DPS’s Authorized Representative is Kelly Mager, Lieutenant, Minnesota State Patrol Training &
Development Section, 15000 Highway 115, Building 06-078 EMTC, Little Falls, MN 56345, 320-232-
2030, or his/her successor.

DMA's Authorized Representative is Scott St. Sauver, Colonel, Office of the Post Commander, 15000
Highway 115 Camp Ripley, Little Falls, MN 56345, 320-616-2699, or his successor.

Amendments :

Any amendment to this agreement must be in writing and will not be effective until it has been
executed and approved by the same parties who executed and approved the original agreement, or
their successors in office.

Liability
Each party will be responsible for its own acts and behavior and the results thereof.
Termination

Either party may terminate this agreement at any time, with or without cause, upon 30 days' written
notice to the other party.

Distribution:
Agency
Agency

Date: % — o S /

1. STATE ENCUMBRANCE VERIFICATION 3. DEPARTMENT OE LIC SAFETY
Individual certifies that funds have been encumbered as
required by Minn. Stat. §§ 16A.15 and 16C.05. By

) Mg/ . A A ’F\Vﬁ delegated authority)
Signed:__Y e TN (L'/) Mo 0 »
U Tite:  CAIOP

Date: // 9’Lj// 7

2. DEPARTMENT OF MILITARY AFFAIRS

Digitally signed by KERR.DONALD.JOHN.1138993198
KER R' DO NA L D'J O H N . 1 1 3 89 DN: c=US, 0=U.S, Government, ou=DoD, ou=PKi,

By: 93 'I 98 ou=USA, cn=KERR,DONALD.JOHN.1138993198

- - Bate:2017.01.19 11:48:07 -06'00'
(With delegated authority)

Title: Executive Director
Date: 19 January, 2017
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SERVICES

Acknowledgement: Comprehensive IT Service Level Agreement

We mutually agree that the MN.IT Comprehensive Service Level Agreement (SLA) for MN.IT
Services is a reasonable representation of the Agency’s current IT activity, using the standard
terms and definitions in the SLA document.

The services and service costs described in the SLA are “as is” at the time of [T consolidation,
based on FY11 financial data and preliminary FY12 financial data, and that are inclusive of all
IT. We understand that the agreement will be updated with final FY12 financial data when it
becomes available, and any preliminary FY13 financial data, to more accurately reflect MN.IT
Services anticipated FY13 IT spend.

We understand the need for and commit to regular consultation (at least quarterly) between
MN.IT Services and agency leadership to review on-going service levels, performance metrics,
new project and/or service needs and MN.IT Services budget priorities.

Moy Wi (g P71l

Mary Ellison : Paul B. Meekin

Depﬁty Commissioner MN.IT Services @ DPS CIO
MN Dept. of Public Safety MNL.IT Services

June 28, 2012 June 28, 2012

MN.IT Services
658 Cedar Street, Saint Paul MN 55155
mn.gov/mnit
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Service Level Agreement

A service level agreement is a negotiated agreement that records the common understanding
about services, priorities, responsibilities, guarantees and warranties between two parties,
where one is the customer and the other is the service provider. The purpose of the
Comprehensive IT Service Level Agreement (Agreement or SLA) is to spell out the relationship
and expectations of the consolidated executive branch IT organization — the Office of Enterprise
Technology, d/b/a MNLIT Services — and each of its individual executive branch agencies.

‘While the Agreement is timed to meet the statutory mandate for the Office of Enterpriée
Technology to “enter into a service-level agreement with each state agency” by July 1, 2012,
this Agreement, in fact, is more substantive than many service level agreements in the
information technology industry and goes beyond the expectations of the state law.

Documenting a Cooperative Relationship -

The SLA is, by nature and intent, the articulation of a vital cooperative relationship between
information technology and the state government business that it serves. It is a living document
that serves as a tool for defining expectations, roles and responsibilities, processes and
procedures that will help the very diverse and complex executive branch make the transition to
and function successfully within a centralized IT environment.

As the first iteration of this documentation at the beginning of the first full year of consolidated IT
management, this Agreement focuses primarily on documenting the “as is” state of IT services,
setting a baseline for the service definitions, service levels, service costs and attributes that
currently exist and are, in fact, “inherited” by the central agency from the individual management
of IT and IT budgets at the agency level.

The goal of this document is to:

» Define services in terms that make sense to the agencies

» Match the dollars, at the agency level, currently spent on IT with the services
currently received ' ‘ :

s |dentify the processes by which agency business leadership can, with help from
MN.IT Services, make business decisions and set priorities for information
technology :

« Clarify roles so that agencies know what IT delivers and who does what

! Minnesota Laws 201 1, First Special Session chapter 10, article 4, section 6

MN.IT SERVICES: Information Technology for Minnesota Government 6/19/12




COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

 Quantify metrics and accountability so that agency business leadership knows that
the documented expectations are being met.

To reinforce the nature of this Agreement as a planning tool'and a covenant between two
entities that co-exist under the jurisdiction of the executive branch and the leadership of the

~ Governor of Minnesota, this Agreement is a document that requires neither a signature nor a
“lock” on its content. :

While the Agreement documents a set of expectations and warranties by which the individual
agency customers of this ne_W' organization can measure service performance, it is also — more
importantly - a vital planning tool for the agencies to set priorities and work with MN.IT Services
in order to establish services and systems that have a high business value and meet the ever-
changing program needs of the agency and its citizen customers.

For MN.IT Services, this document represents an opportunity to articulate and confirm its
understanding of agency needs and expectations. It also serves as a baseline by which MN.IT
can begin to normalize and standardize roles, service levels, budgets, processes and
procedures as it brings together many highly diverse and heretofore individually managed [T
operations. It also allows the newly centralized organization to identify centers of excellence,
investment priorities, gaps and issues, and opportunities for leveraging resources and
economies of scale.

In sum, this Agreement serves as-the very beginning of a fluid and ongoing cooperative
relationship that promises effective information technology management and enhanced
government innovation to meet complex agency business needs in the decades ahead.

Substantiating Documentation

MN.IT Services intends to use four documents as the foundation for the direction of the State’s
IT program and the parameters of the Agency’s goals and service management practices:

* This comprehensive Agreement focuses on the “nuts and bolts” of agency
expectations and service accountability.

+ The State of Minnesota Information and Telecommunications Systems and Services
Master Plan that articulates the higher-level business goals and ambitions for
technology at the State.

» The Agency Centralized IT Reference Model that sets the foundational direction for
agency-based service delivery and customer relationships and facilitates MN.IT
Services’ ability to deliver consistent IT services and maintain accountability and
responsiveness to all agencies, regardless of the diversity of business, resources
and physical location.

o The Minnesota IT Governance Framework, that outlines the governance processes
by which IT direction and priorities are set and how agencies participate and provide
input. '

MN.IT SERVICES: Information Technology for Minnesota Government  6/19/12
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Section 1: Service
Agreement
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Copyright (c) 2012 Minnesota Office of Enterprise Technology. Please distribute with caution; this
document may contain not public data under Minnesota Statutes chapter 13, including possible security
information pursuant to Minnesota Statutes section 13.37, and is also copyright protected. Upon
receiving a third-party request, including those pursuant to the Minnesota Government Data Practices Act
(Minnesota Statutes chapter 13), immediately contact MN.IT Services.

MNL.IT SERVICES: Information Technology for Minnesota Government 6/19/12



COMPREHENSIVE IT SERVICE LEVEL AGREEMENT -

Introduction

The aim of this Agreement is to provide a basis for close co-operation between the Office of
Enterprise Technology (d/b/a MN.IT Services or MN.IT) and Department of Public Safety
(Agency), for support services to be provided by MN.IT to the Agency, thereby ensuring
timely, cost effective and efficient support services are available to Agency end users.

The primary objective of this document is to define the service delivery items that will govern
the relationship between MN.IT and the Agency. The SLA documents the required
business facing information technology (IT) services that support the existing Agency
business processes at the existing service levels. This SLA determines the IT service
delivery performance baseline from which any desired future changes will be negotiated.

This SLA, and all appendices which are incorporated herein by reference, supersede in their
entirety any previous agreements between the Office of Enterprise Technology and the
Agency relating to Laws of Minnesota 2011, First Special Session chapter 10, article 4 (the
IT Consolidation Act). This SLA is authorized by and implements the requirements set forth
in the IT Consolidation Act. This SLA is intended to serve as a transitional agreement
delineating the parties’ responsibilities until superseded by future amendments.

For purposes of this SLA, “information technology” is defined as the acquisition, storage,
communication, and processing of information by computers, telecommunications,
applications and other software. This information includes, but is not limited fo business
data, voice, images, and video. IT provides businesses with business process automation,
productivity tools and information delivery services to help execute the business strategy.
Specific components of IT include, but are not limited to, all enterprise and agency-specific
(unique) applications (business application sofiware and related technical support services),
system software, networks, databases, telecommunications, data centers, mainframes,
servers, desktops and monitors/laptops/mobile computing devices, output devices such as
printers, electronic mail, office systems, reporting, and other standard software tools,
helpdesk, upgrades, security and continuity, and maintenance and support of these
systems.

The success of this SLA and the cooperative relationship created is dependent on each
party understanding and fulfilling their responsibilities and generating an environment
conducive to the achievement and maintenance of targeted service levels.

MN.IT SERVICES: Information Technology for Minnesota Government 6/19/12 5




COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Objectives of Service Level Agreements

+ To create an environment that is conducive to a cooperative relationship between
MN.IT and the Agency to ensure the effective support of end users who conduct state
government business

» To document the responsibilities of all parties taking part in the Agreement

« To ensure that the Agency achieves the provision of a high quality of service for end
users with the support of MN.IT

s To define the start of the Agreement and the process for reviewing and amending the
SLA '

» To define in detail the services to be delivered by MN.IT and the level of service and
anticipated costs that can be expected by the Agency, thereby reducing the risk of
misunderstandings - :

« To provide a common understanding of service requirements/capabilities and of the
principles involved in the measurement of service levels/objectives

« To provide the parties to the SLA a single, easily referenced document that addresses
the objectives as listed above

Agreeing Parties

The Office of Enterprise Technology (d/b/é MN.IT Services or MN.IT)
Department of Public Safety (Agency)

Agreement Schedule

Start Date: July 1, 2012

Review Process

This Agreement will be reviewed no less frequently than annually on a mutually agreed upon
date, by the Agency and MN.IT. The review will include an evaluation of the services
provided and service levels required by the Agency as of the date of the review. To the extent
reasonably necessary to meet the business needs of the Agency, the parties to this SLA agree
to use best efforts to amend the SLA to change and update the Agreement to reflect the
Agency’s business needs.

MN.IT SERVICES: Information Technology for Minnesota Government  6/19/12
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Contact Details

The following contacts are responsible for the monitoring and maintenance of this Agreement.
Please refer to Section 2 for how to make operational requests.

Name Phone Email address
Agency Primary | Mary Ellison 651/201-7173 mary.ellison@state.mn.us -
Contact: .
MN.IT Services Paul Meekin ’ 651/201-7750 , paul. meekin@state.mn.us
Contact

Responsibilities

MNL.IT and the Agency will establish a cooperative relationship to achieve efficiencies and
improve the delivery of technology services in state government and o citizens, in which
MNLIT will act as the IT service provider and the Agency will act as the customer.

In consideration of the mutual promises set forth in this SLA, MN.IT and the Agency agree to
all terms in this SLA, including as follows:

In conjunction with state agencies and others stakeholders, MN.IT will establish and maintain
a formal governance process (Minnesota IT Governance Framework) that includes agency
business participation and incorporates agency input into overall IT strategy and direction.

All Agency-based IT-related employees are accountable to the Agency-based chief
information officer (C10) and, through the Agency-based ClO, report to the State CIO or
designee. All Agency-based IT-related employees are MN.IT employees, buf the Agency will
continue to provide a portion of the support services, as agreed upon and as needed.
(Hereinafter Agency-based IT-related employees are referred {o as Agency-based MN.IT
employees.)

MN.IT reserves and may exercise, during the term of the SLA, the right to assume the salary
and other costs, provision of support services and administrative responsibility for
Agency-based MN.IT employees for the purposes of complying with the IT Consolidation Act
and improving Agency IT services, reassigned roles and/or service consolidation. it is
anticipated that some of these changes will commence in fiscal year 2013.

MN.IT’s oversight authority includes, but is nof limited to, IT-related planning activities,
budget management, purchasing, policy development, policy implementation, and direction of
Agency-based MN.IT employees. MN.IT’s oversight authority does not extend to the non-IT
portions of the Agency’s business operations.
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Pursuant to Minnesota Statutes section 16E.016, MN.IT has the authority and is responsible
for the provisioning, improvement, and development of all Agency IT systems and services
as directed and delegated by MN.IT to the Agency-based CIO. In performing these duties,
MN.IT will take into consideration all of the Agency’s concerns and requests, as reasonably
required to address the Agency’s business needs.

All IT-related funds remain under the control of the Agency for accounting and administrative
purposes, and MN.IT will direct and delegate authority for the management of those funds to
the Agency-based CIO. All IT-related resources, regardless of funding source, constitute the
Agency budget for IT (IT Budget). The Agency’s total IT Budget includes, but is not limited
to, budgets/funds for: Agency-based MN.IT employee salaries and fringe benefits; IT-related
hardware, software, equipment, and asset maintenance; [T-related space rental,
maintenance, and utilities; and IT-related professional internal and external services and all
other IT-related contracts. The IT Budget includes, but is not limited to, the resources
supporting the Agency | T-related activity or service components in all Agency divisions or
units. The IT Budget will be considered to constitute the full and complete Agency budget for
all IT activity at the Agency. The IT Budget does not include Agency resources that are
outside the IT Budget.

MNL.IT, through the Agency-based CIO and in consultation with the Agency, and the Agency
chief financial officer (CFO), agrees to manage existing Agency-based IT resources
consistent with this SLA. MN.IT intends to comply with all legal restrictions and requirements
on those resources, if any.

MNL.IT Services Roles and Responsibilities

MNL.IT will exercise all authority and responsibilities in a manner that assures the best interests
of the State and the Agency it serves while meeting the intent of the IT Consolidation Act as
interpreted by the State CIO.

MNLIT is responsible for:”

« Managing all IT strategic planning and establishing the State’s IT direction in the form
of policies, standards, guidelines and directives.

» Developing and determining delivery strategies for all executive branch state agency IT
activity and services consistent with the Minnesota IT Governance Framework.

+ Managing IT resource deployment at the executive branch level based on strategic
planning, service delivery strategies, Agency and executive branch business needs.
and legal restrictions and requirements on IT resources and IT resource funding.

« Performing an agreed upon portion of human resources services for the Agency-based
CIO and Agency-based MN.IT employees. MN.IT has authority with regard to
IT-related employment including, but not limited to, hiring, discharging, transferring,
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and promoting the Agency-based CIO and Agency-based MN.IT employees. MN.IT
has the responsibility to respond to and address disputes, disciplinary actions and
grievances related to MN.IT employees.

o Delegating appropriate authority to the Agency-based CIO and providing direction and
guidance to the Agency-based ClO in Agency IT business operations including, but not
limited to, IT-related planning, budgets, purchasing, service strategy, policy
development and implementation, and personnel management of Agency-based MN.IT
employees. , :

_ o Determining responsibility, role, and compensation for the Agency-based CIO; creating
a position description, completing performance appraisals of the Agency-based CIO
and implementing performance-related measures including performance management,
in consultation with the Agency. )

« Providing guidance on the roles and responsibilities of MN.IT, the Agency-based CIO
and the Agency related fo the management and responses to data requests made
under Minnesota Statutes chapter 13 for Agency data or information that resides on
MN.IT-managed technology equipment. Agency data or information that resides on
MN.IT-managed technology equipment is subject to Minnesota Statutes chapter 13
and MN.IT will comply accordingly. v

« Prompily notify Agency, through the Agency-based CIO, of a known or suspected IT
security breach of Agency’s not public data. MN.IT will work with Agency to comply
with notice and regulatory requirements under Minnesota Statutes chapter 13 and
other applicable state and federal laws, rules and regulations. MN.IT and )
Agency-based CIO will work to identify the deficiency that led to the breach and to
correct, mitigate and remediate the deficiency, which may require additional resources.
Additional details regarding the requirements and coordination of IT security data

. breaches are included in the Enterprise Information Security Incident Management
Standard (available on the MN.IT website).

« Working with Agency-based ClO and Agency regarding implementation of a MN.IT
employee training program to satisfy applicable federal and state requirements for
Agency data access and handling, if any. Additional details regarding the
requirements and coordination of data training are included in the Enterprise
Information Security Training and Awareness Standard (available on the MN.IT
website).

« Implementing and maintaining appropriate IT internal controls for all IT-related
business in accordance with MN.IT, Agency, and MMB policies, standards, and
guidance. MN.IT is not responsible for maintaining internal controls for Agency non-IT
related business.

« MN.IT, through the Agency-based CIO, will work in good faith with Agency to comply
with all applicable state and federal laws, rules and regulations. Additional
Agency-specific legal or regulatory requirements may be located in Appendix A. If the
Agency is not in compliance at the time of transition (July-August 2012) then additional
resources may be required to bring the Agency into compliance.
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The Agency-based Chief Information Officer Roles and
Responsibilities

The Agency-based CIO represents MN.IT at the Agency and has delegated oversight over all
Agency-based MN.IT resources and employees. The Agency-based CIO has the authority
and responsibility to: '

Manage the centralized reporting structure for all Agency-based MN.IT employees in
consultation with the Agency and under the direction of MN.IT.

Manage the Agency IT Budget, including the determination of service delivery
strategies for IT services.

Hire and manage Agency-based MN.IT employees, in coordination with human
resources personnel, including, but not limited to, managing the work direction,
selection, evaluation, reallocation, reclassification, promotion, recognition, and
coaching; administering disciplinary actions when necessary; and responding to any
disputes or grievances filed by MN.IT employees.

Manage and approve all [T purchasing consistent with Minnesota Statutes Chapter
16C and other applicable laws, and in consultation with the Agency.

Represent the Agency’s strategic IT direction, planning, business needs and priorities
to MNLIT. .

Comply with and implement at the Agency all MNLIT IT policies, standards, guidelines,
direction, strategies, and decisions.

Comply with and implement at the Agency all Agency policies, standards, guidelines,
direction, strategies, and decisions, unless in confiict with MNL.IT IT policies, standards,
guidelines, direction, strategies, and decisions.

Report directly to and be held accountable by MN.IT for IT operational direction
including, but not limited to, IT-related planning activities, budget management,
purchasing, policy development, policy implementation and management of
Agency-based MN.IT employees.

Manage the oversight and authority for Agency {T-related activities - including, but not
limited to, performance and functionality of Agency IT systems and applications - in a
manner that supports statewide direction and policies established by MN.IT; enables
appropriate technology, methodology, and industry best practices as directed by
MN.IT; and advances the vision, mission, goals, and business needs of the Agency.
Assist Agencies, as requested, with the prompt fulfillment of requests made pursuant
to Minnesota Statutes chapter 13 for Agency data or information that resides on
MN.IT-managed technology equipment. The responsibilities of MN.IT, the
Agency-based CIO, and the Agency related to these requests are further delineated in
the Office of Enterprise Technology’s data practices requests guidance document
(issued Jan 3, 2012, revised April 3, 2012).

Notify MN.IT of a known or suspected IT security breach of Agency’s not public data,
and promptly notify Agency of a known or suspected IT security breach of Agency’s
not public data. Agency-based CIO will work with MN.IT and Agency to comply with
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notice and regulatory requirements under Minnesota Statutes chapter 13 and other
applicable state and federal laws, rules and regulations. Agency-based CIO will work
with MNLIT to identify the deficiency that led to the breach and to correct, mitigate and
remediate the deficiency. Additional details regarding the requirements and
coordination of IT security data breaches are included in the Enterprise Information
Security Incident Management Standard (available on the MN.IT website).

¢ Consult and coordinate with MN.IT and the Agency regarding implementation of a
MN.IT employee training program to satisfy applicable federal and state requirements
for Adency data access and handling, if any. Additional details regarding the
requirements and coordination of data training are included in the Enterprise
Information Security Training and Awareness Standard (available on the MN.IT
website).

« Work in good faith with MN.IT and Agency to comply with all applicable state and
federal laws, rules and regulations. Additional Agency-specific legal or regulatory
requirements may be located in Appendix A.

Alt Agency-based CIO decisions made and discretion exercised pertaining to this SLA ére
subject to the authority of MN.IT.

The Agency Roles and Responsibilities

In matters related to this SLA, the Agency is responsible for the following:

« Maintaining the Agency-based CIlO in a role within the Agency that directly
communicates with the Commissioner, Deputy Commissioner, or equivalent
incumbent.

« Including the Agency-based CIO as a regular attendee of Agency executive team
meetings to provide IT-related reports and ensure that the MN.IT IT strategy suppons
the business needs of the Agency.

+ Communicating with the Agency-based ClO regarding all important Agency IT
developments.

= Affording the Agency-based CIO with the authority appropriate to.an Agency employee
that will enable the Agency-based ClO to manage the [T Budget on the Agency’s
behalf in cooperation with Agency. This includes, but is not limited to, Agency IT
purchasing authority and hiring selection for Agehcy-baéed MN.IT employees.

« Determining and communicating new service requirements to the Agency-based CIO
based on program needs, including, but not limited to, changes in service volumes and
IT projects, identifying funds for new services, and initiating a change to this SLA
and/or the IT Budget, as prescribed by the SLA and this Section.

« Providing input to the State CIO on performance appraisals and performance
managemént'for the Agency-based CIO.

« Continuing to perform all financial accounting services for the Agency’s total IT
Budget, including, but not limited to, providing the Agency-based CIO with regular
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financial reporting sufficient to plan, manage and commit funding for Agency IT
services, as well as fiscal operations and functions related to the Agency-based CIO
and Agency-based MN.IT employees.

+ Continuing to perform a portion of the human resources services related to the
Agency-based CIO and Agency-based MN.IT employees, as needed and agreed upon
by the parties to this SLA. Any legal matters involving an Agency-based MN.IT
employee initiated prior to this SLA continue to be the Agency’s responsibility in all
respects. ) ‘ B

e Continuing to perform a portion of the other administrative services, including
responding to data requests under the Minnesota Government Data Practices Act
(Minnesota Statutes chapter 13) and legislative functions, as needed and agreed upon
by the parties to this SLA. : ‘

+ As the “responsible authority” for Agency data or information, the Agency must
respond to requests made pursuant to Minnesota Statutes chapter 13 for Agency data
or information that resides on MN.IT-managed technology equipment. The
responsibilities of MNL.IT, the Agency-based CIO, and the Agency related to these
requests are further delineated in the Office of Enterprise Technology’s data practices
requests guidance document (issued Jan 3, 2012, revised April 3, 2012).

« Notifying Agency-based CIO of any suspected or known IT security breach of
Agency’s not public data. Agency will work with MN.IT to comply with notice and
regulatory requirements under Minnesota Statutes chapter 13 and other applicable
state and federal laws, rules and regulations. Agency is responsible for providing any
required notifications under Minnesota Statutes section 13.055 and other applicable
state and federal laws, rules and regulations. Additional details regarding the
requirements and coordination of IT security data breaches are included in the
Enterprise Information Security Incident Management Standard (available on the MN.IT
website). '

« Working with Agency-based ClO and MN.IT regarding implementation of a MN.IT
employee training program to satisfy applicable federal and state requirements for
Agency data access and handling, if any. Additional details regarding the
requirements and coordination of data training are included in the Enterprise
Information Security Training and Awareness Standard (available on the MN.IT
website).

» Working in good faith with MN.IT and the Agency-based CIO to comply with all
applicable state and federal laws, rules and regulations. Additional Agency-specific
legal or regulatory requirements may be located in Appendix A. If the Agency is not in
compliance at the time of transition (July-August 2012) then additional resources may
be required to bring the Agency into compliance.

Acceptance, Amendments, and Termination

MN.IT’s provision of services under this SLA and the Agency’s use of those services
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constitutes acceptance by both parties of all terms in this SLA.

Any amendment to this Section 1, Appendix A , or Appendix B, or termination of this SLA,
must be in writing and will not be effective until it has been approved by the State CIO and the
Agency Primary Contact identified above. Either party may request an amendment to this
Section in writing, with full documentation of purpose and justification.

To make a change to the IT Budget, the Agency’s CFO must provide notice, and a reason for
the change, to MN.IT’s CFO and the Agency-based ClO, and MN.IT's CFO will consult with
MMB. A change to the IT Budget may also require a change to the SLA.

Except for Section 1 and Appendices A and B, any other changes to the SLA, including
service levels, must be in writing and will not be effective until approved by the State CIO, or
designee, and the Agency Primary Contact identified above, or designee. The State CIO, or
designee, and the Agency Primary Contact identified above, or designee, may agree to
establish a more efficient process to change the SLA (othér than Section 1 and Appendices A
" and B) but alt changes must be in writing. A change in service levels may also require a
change to the iT Budget, which must follow the process in the preceding paragraph.

Dispute Resolution

The parties agree to cooperate with each other in the performance of the duties and
responsibilities under this SLA. Each party to this SLA will make every effort to avoid disputes
by clearly documenting communications and engage the applicable chain of command, as
necessary. If the parties are unable to reach an agreement with respect to any dispute related
to the services, terms and provisions of this SLA, the Agency’s Primary Contact and the
State’s C1O will meet to determine further action.

Liability

Each party shall be responsible for claims, losses, damages and expenses which are
proximately caused by the wrongful or negligent acts or omissions, including lack of funding,
of that party or its agents, employees or representatives acting within the scope of their duties.
Nothing herein shall be construed to limit either party from asserting against third parties any
defenses or immunities (including common law, statutory and constitutional) it may have or be
construed to create a basis for any claim or suit when none would otherwise exist. This
provision shall survive the termination of this Agreement.

MN.IT SERVICES: Information Technology for Minnesota Government 6/19/12
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Additional Provisions

The terms of this SLA are not meant to supersede or violate any applicable bargaining unit
contracts, state laws, or federal laws. If any provision of this SLA is determined to be
unenforceable, then such provision will be modified to reflect the parties' intention. All
remaining provisions of this SLA shall remain in full force and effect.

Law to Govern

This Agreement shall be governed by the laws of the State of Minnesota. Venue for all legal
proceedings arising out of this Agreement, or breach thereof, shall be in the state or federal
court with competent jurisdiction in Ramsey County, Minnesota.

Assignment

Neither MNL.IT nor the Agency shall assign or transfer any rights or obligations under this SLA
without the prior written consent of the other party. This provision must not be construed to
limit MN.IT’s ability to use third party contractors or products to meet its obligations under this
SLA. ‘
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Copyright (c) 2012 Minnesota Office of Enterprise Technology. Please distribute with caution; this
document may contain not public data under Minnesota Statutes chapter 13, including possible security
information pursuant to Minnesota Statutes section 13.37, and is also copyright protected. Upon

receiving a third-party request, including those pursuant to the Minnesota Government Data Practices Act
(Minnesota Statutes chapter 13), immediately contact MN.IT Services.
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Customer Service

Customer Relations

Agency-based MN.IT Chief Information Officer (CIO)

The Agency-based ClO has been and will continue to be an integral part of the Agency
management team and the primary agency pariner for the development of IT plans and the
manager of IT solutions that meet the Agency’s business needs. Working with Agency business
leaders, MN.IT’s Agency-based CIO will plan, design, create and maintain IT solutions and work
with the Agency to meet service levels, budgets and priorities.

Specifically, the MN.IT Agency-based CIO:

¢ lLeads technology planning, needs assessment, design, and procurement of IT for the
Agency

» Partners with Agency business leaders to design create and maintain appllcatlons to
meet business requirements

» Manages delivery and ongoing operational support of iT at the Agency level

e Provides and reviews with Agency leadership all service level reporting.

MN.IT Services Account Team

Each MN.IT customer also has a desighated Account Team for those services that are provided
centrally by MNL.IT Services. The Account Team is comprised of a primary and backup Account
Manager to work with the Agency-based ClO on provisioning and sourcing the central services

the Agency needs.

Specifically, the Account Manager

» Provides consultation; needs assessment; analysis and deS|gn of cost-effective centraily
provided solutions to meet business needs

o Leverages the full resources of MN.IT’s technical expertise to deliver centrally provided
solutions to Agency business needs and/or to source them from private partners

¢ Develops proposals and service agreements for utility and other MN.IT centrally
provided services

« Provides service level reporting and rewews Jomtly with the Agency-based ClO, on
utility and other MNL.IT centrally provided services.
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The Agency-based CIO and Account Manager are integral parts of the MN.IT team working to
bring the Agency the best technology to meet the Agency’s needs at the best price performance
possible. :

Service Level Reporting

Reporting

Recurring service performance reports will be run against the service level targets defined in
Section 4. This performance report will be in the form of a monthly IT dashboard with the
following attributes:

e Availability

o Capacity

¢ Service Support
* Recoverability

Reviews

Service reviews will be conducted on a bi-monthly basis and facilitated by the Agency-based
CIO through the service level management process.

Requesting Support for MN.IT Services

While every Agency-based office currently manages individual processes and procedures for
the support of Agency-based IT services, MN.IT Services, in this document, sets forth standards
for service management based on the standard for current centrally delivered services. These
standards apply to all service desks, regardless of location, unless otherwise noted.

Following the standards in this section, are the processes and exceptions that are currently in
effect at the Agency. '

Agency-based ClOs, as a group, are working to define common service management
processes that will bring all MN.IT services into alignment with enterprise-wide standards in the
future. This SLA will be amended by the Agency-based ClO as changes are made to the
specific procedures at the Agency.

MNLIT Service Desk

The MNL.IT Service Desk acts as the central point of contact for all IT services. ltis the focal
point for reporting all service incidents and for all service requests. The MN.IT Service Desk is a
skilled, 24x7 on-site operation that performs the first line support for all IT services, fulfilling a
large percentage of incidents and requests without escalation.

MN.IT SERVICES: Information Technology for Minnesota Government 6/19/12
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Definitions

Incident: An incident is any event which is not part of the standard operation of service and-
which causes, or may cause, an interruption or a reduction in the quality of that IT service.

Service Request: A user request for support, delivery, information, advice, documentation, or a
standard change. Service requests are not service disruptions.

Service Desk Activity

Ownership, monitoring, and fracking of all incidents and requests: 100% logging of
incidents/ requests; request managed throughout their lifecycle.

Customer-facing first level support for all services: Response to all submitted incidents &
requests through incoming calls, email, online and system monitoring alerts in a prompt &
efficient manner; provision of customer status.

Escalation: Intensify the response to the incident or request; Coordinate handoff to second-line
or third-party support groups, if necessary.

Communications: Communication of planned and unplanned service outages.

Critical Success Factors
The purpose for and criteria for measuring the success of the Service Desk include:

o Maintaining IT service quality —as documented in individual Service Level Agreements

¢ Maintaining customer satisfaction — per customer survey metrics

¢ Resolving incidents within established service times — See Service Level Objectives
in table below

o Fulfilling requests within established service times — See Service Level Objectives
in table below

Prioritization

All incidents and service requests will be assessed and assigned a priority based on two
criteria: urgency and impact. Priority drives the incident resolution and request fulfillment
process and associated procedures.
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Critical-1

Any incident that has “massive impact,” and
is highly visible, impacts a significant
number of users, a major agency,
application or service and has no
redundancy or alternate path.

2 Hours (24x7)

High-2

Any incident that impacts a significant
number of users, a major agency application
or service, but has redundancy, or an
alternate path or bypass.

8 Hours (24x7)

Medium-3

Any incident that impacts a limited number
of users with a resource or service down or
degraded.

2 Business Days*®

Low-4

Any incident that impacts a small number or
a single user in which a resource or non-
critical service is down or degraded and a
deferred fix or maintenance is acceptable.

5 Business Days*

*Business Day = Monday — Friday 8:00 AM - 5:00 PM

Critical-1 Procedures

The MN.IT Service Desk follows Critical-1 escalation and notification procedures 24 hours a
day, seven days a week, 365 days a year.

A master incident ticket serves as the source document-throzlghbut the event and this ticket
number is referenced in all updates regarding the incident.

Critical-1
Incident is
identified

Agency is notified that a Email sent to Critical-1 Within 20 minutes of

Critical-1 incident is in progress | distribution list

Service Desk ACD
(Automated Call
Distributor) is updated

Critical incident being =
identified
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MN.IT Central Service Desk Contact Information

During a The Service Desk updates Email to‘ the Critical-1 Every hOL_lr, on the hour
Critical-1 Age_ncy re;gu'larly vyhile the distribution list or as pertinent
Incident Critical-1 incident is occurring Service Desk ACD information becomes
available
message updated
Critical-1 Agency is notified of resotution E.ma'il to the'CriticaI-1 Within '10 minutes of
Incident is distribution list resolution
resolved Service Desk ACD
message updated.

. Problem Management holds an | A Root Cause Analysis Within 2 business days
After-Action | after-action meeting within 3 (RCA) report is emailed | of the after-action
Analysis and | pysiness days to review the to the Critical-1 meeting.

Agency root cause and define process | distribution list.
follow-up improvements that can mitigate
or prevent future occurrences

(See following pages for information on the Agency-based MN.IT Service Desk)

Business Hours

24 X7 x 365

Contact Name

MN.IT Service Desk

Phone Number

651-297-1111

Email Address

Service.Desk@state.mn.us

Web Site and Service Catalog

www.MN.gov/oet

Scheduled Maintenance and Changes for MN.IT Se.Nices

To ensure the stability, service levels, and availability of services, MN.IT Services uses change

windows to implement planned changes and maintenance that carry a risk of or are known to
impact a service. Requests for maintenance or changes are planned, reviewed, authorized,
scheduled and controlled to ocour during these windows in order to ensure that they are
successful and fully completed within the scheduled change window.

Each request for maintenance or change is:

o Planned to ensure prior testing, where possible, proper time estimates, successful
change validation testing, and allowance for time to back out the change if problems
cannot.be resolved.

MNL.IT SERVICES: Information Technology for Minnesota Government
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» Reviewed to ensure the plan is appropriate, complete and doesn’t conflict with other
changes.

e Authorized after having had proper levels of approvals, risk assessments, and plans.

» Scheduled to avoid conflicts with other changes, mitigate risks and minimize disruption
o business.

» Controlled to ensure proper process, resources, and execution.

e Logged/tracked to ensure that changes are documented in order fo facilitate review and
control.

Following these procedures ensures the highest success rate with appropriate risk, and
minimizes the potentiai for any interruption in service. In the event the authorized work cannot
be successfully completed in the scheduled window, it will be backed out, the service /
technology infrastructure will be returned to the previous baseline, the cause for failure will be
determined, an implementation plan will be updated, and the change will be authorized for a
subsequent window.

Scheduled Maintenance / Change Windows

MNL.IT will provide Agency a 5-day advance notice of Scheduled Maintenance. All prescheduled
systems maintenance, unless otherwise agreed upon in advance by Service Operations, shall
be during the time specified in the scheduled maintenance/change window as follows:

Monday thru Friday: 2:00AM to 6:00AM
Saturday: 2:00 AM to 12:00 PM (NOON)

The service unavailability for scheduled maintenance windows is excluded from uptime
(availability) calculations. The maintenance is performed during the time specified in the
scheduled maintenance/change window.

Emergency Maintenance and Changes

Emergency changes are typically to resolve an ongoing service outage or degradation or
address an emerging security vulnerability, in which case the risks and potential business
impact are so high that it is not prudent to wait for the next regularly scheduled change window.

Under certain unforeseen circumstances, MN.IT may need to perform emergency maintenance
or changes, such as security patch installation or hardware replacement. If MN.IT is unable to
provide customers with advanced notice in cases of emergency maintenance, MN.IT will
provide after-the-fact follow-up for the event.
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MN.IT @ Department of Public Safety Service Desk

The MN.IT@ Department of Public Safety Service Desk has the following eXceptions to the standards
jdentified in Section 2: Service Operations.

General Information

Contact Information

Service Desk Name BCA Service Desk

Business Hours 7:00 AM - 4:30 PM

Contact Name BCA Service Desk

Phone Number 651/793-2500

Email Address bca.servicedesk@state.mn.us

Web Site and Service Catalog hitps://sps.x.state.mn.us/sites/bcaservicecatalog/default. aspx
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Prioritization

MN.IT@ Department of Public Safety Service Desk uses the following prioritization criteria:

Priority Level Definition Incident Resolution and Request Fulfilment
Service Level Objectives

Critical (P1) "Service Down: AFIS, Time to Engage: 15 minutes
BiolD, CCH, eCharging, Time to Resolve: 2 hours
Hot Files, LEMS, Livescan, LME, NCIC, Ticket update interval: 30 minutes
NLETS, PsPortals,
Telephone voice service, VPN service"

. Down: Archive Services, CCH Agency . } .
High (P2) Interface, DANCO, IBIS 2-Finger , ISS, Time fo Engage: 15 minutes
. Time to Resolve: 4 hours

Statute Service, Ticket update interval: 2 hours
Degraded: CCH, AFIS, eCharging, Hot Files, '
LEMS, NCIC, NLETS, PsPortals,
Telephone voice service,
VPN Service

Medium (P3) Down: ACISS, Catalog of Services, CJTE Time to Engage: 2 hours or next bus. day
Registration, CIBRS, CJRS, DNR, Duty Officer Time to Resolve: 4 business hours
Application, Ticket update interval: 2 business hours
Infolmage, LPR, Meth Web, Mideo Caseworks,
Missing Persons, MRAP, MROD, POR, PTS,
Public CCH, Questioned Identity, Suspense
Web, .

Low (P4) Biarant Services Time to Engage: Next business day
Automated Pawn System, BCA Time to Resolve: 40 business hours
Insider/Intranet, CJIR, CRM, Crime Scene App, Ticket update intervali: 1 business day
Supplemental Reporting.
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Critical-1 Procedures

MN.IT@ Department of Public Safety Service Desk uses the following Critical-1 Procedures:

the incident ticket.

Stages Activity Agency Communications Notification Objectives
Critical-1 Ticket is to be assigned within 15 Customer notifications will be Update every 30 minutes
Incident is minutes of notification automatically generated (via
identified E-mail) based on information in

During a
Critical-1
Incident

Critical-1
Incident is
resolved

After-Action
Analysis and
Agency
follow-up

Scheduled Maintenance / Change Windows

All prescheduled systems maintenance, unless otherwise agreed upon in advance by Service
Operations, shall be during the time specified in the scheduled maintenance/change window as

follows:

Monday thru Friday: Varies - See maintenance schedule on BCA SharePoint

Saturday:

Sunday:

.

The service unavailability for scheduled maintenance windows is excluded from uptime (availability)

calculations. The maintenance is performed during the time specified in the scheduled

maintenance/change window.
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MN.IT @ Department of Pubiic Safety Service Desk

The MN.IT@ Department of Public Safety Service Desk has the following exceptions to the standards
identified in Section 2: Service Operations. ’

General Information

Contact Information

Service Desk Name MSP Service Desk

Business Hours 8:00 AM - 4:30 PM M-F
Contact Name MSP Service Desk

Phone Number - 651/201-7111

Email Address Patrol. Techs.DPS@state.mn.us
Web Site and Service Catalog

Scheduled Maintenance / Change Windows

All prescheduled systems maintenance, unless otherwise agreed upon in advance by Service
Operations, shall be during the time specified in the scheduled maintenance/change window as
follows:

Monday thru Friday: Tuesday 9:00 - 11:00 am
Saturday:

Sunday:

The service unavailability for scheduled maintenance windows is excluded from uptime (availability)
calculations. The maintenance is performed during the time specified in the scheduled
maintenance/change window.
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MN.IT @ Department of Public Safety Service Desk

The MN.IT@ Department of Public Safety Service Desk has the following exceptioné to the standards
identified in Section 2: Service Operations.

General Information

Contact Information

Service Desk Name

Tech Supbort

Business Hours

7:30 AM- 4:30 PM (M-F)

Contact Name

OTSS Tech Support

Phone Number

651/201-7777

Emailb Address

got.it request@state.mn.us

Web Site and Service Catalog

hitp://dps-web.dps.state.mn.us/Pubportal/View_Community_OTSS.asp
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Prioritization

MN.IT@ Department of Public Safety Service Desk uses the following prioritization criteria:

Priority Level Definition Incident Resolution and Request Fulfiliment
Service Level Objectives
Critical Enterprise Impact OR Single User - Totally Within 4 hours of receipt
’ unable to work ‘
. Multiple Users — Unable to perform . .
High Within 1 day of receipt
9 non-immediate but critical system function OR y P
Single User - Mostly productive. Unable to
perform critical function s
Medium Single User ~ Fuily productive but unable to Within 2 days of receipt
perform non-immediate business function.
Low Unable to complete occasional non-critical Within 10 days of receipt, scheduled
business function
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Critical-1 Procedures

MN.IT@ Department of Public Safety Service Desk uses the following Critical-1 Procedures:

Stages Activity Agency Communications Notification Objectives
Critical-1 Email sent to Critical-1
Incident is distribution list
identified Service Desk HEAT Ticket is
updated
During a E.ma.il to‘ the.Critical-1
Critical-1 distribution list
. Service Desk HEAT Ticket
Incident 1
message updated
Critical-1 E.ma'il to‘ the.Critica!-1
Incident is dlstrxputzon list .
Service Desk HEAT ticket
resolved )
updated )
After-Action Problem Management holds an A PIR (Post implimentation Within 5 business days of
Analysis and after-action meeting within 5 Review) is given to the manager | the after-action meeting.
Agency business days to review the root of the system to share with the
follow-up cause and define process business as needed
improvements that can mitigate
or prevent future occurrences

Scheduled Maintenance / Change Windows

All prescheduled systems maintenance, unless otherwise agreed upon in advance by Service
Operations, shall be during the time specified in the scheduled maintenance/change window as

follows:

Monday thru Friday: Wednesday 8:00 - 11:00 PM

Saturday:

Sunday:

The service unavailability for scheduled maintenance windows is excluded from uptime (availability) -
calculations. The maintenance is performed during the time specified in the scheduled
maintenance/change window. ' )
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Introduction

MN.IT Services provides a wide range of technology solutions to agencies. These solutions can
be grouped into four broad categories:

1. Standard IT Services
Information technology solutions that facilitate day-to-day agency business
operations. Examples include email, web sites, and telephone service. These
services are listed in this section.

2. Agency Applications
Information technology solutions and Agency business applications that support
Agency specific business requirements and related Agency business programs.
These services are listed in Section 4.

o~

3. Projects and Initiatives
Services that deliver a specific outcome. These services are listed in-Section 5.

4. Enabling IT Services , '
IT solutions that enable the delivery of Standard IT Services and Business Services.
Examples include local area networks, firewalls, and help desk services. These
services are listed in Appendix D.

Standard IT Services

This section provides an overview of each Standard IT Service area and sets specific
expectations regarding the performance parameters, delivery, and support of each service. The
following Standard IT Services are described in detail on the following pages:

s Connectivity and Mobility - wireless access within state locations, virtual private
network (VPN) access fo state networks, and cellular service plans and devices.

o Enterprise Unified Communications and Collaboration - email accounts, email
archiving, BlackBerry, ActiveSync, SharePoint, instant messaging, audio/video/net
conferencing.

+ Facility Services - audio-visual equipment and design services for conference rooms,
training facilities, and laboratory areas.

( o Security Services - user identity management, access control, auditing, password
policies, forensics, and incident management. '
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s Voice Services - "classic" and voice over IP (VOIP) telephones, long distance, foll free
numbers, calling cards, and other telephone-related services.

» Web Management - web server management, content delivefy and migration, user
interface design, information architecture, accessibility, and search.

s Workstation Management - operating systems, hardware, software, accessories,
peripherals, and security services related to desktop and laptop computers.

Support Hours and Service Avaiiability

MNLIT Services’ definition of service levels are designed to give agencies clear expectations for
the quality of the services MN.IT provides. The following service documentation outlines the
standard service levels for each MN.IT Standard Service, with exceptions noted for any
anomalies at the individual agency level. These anomalies will be based on available resources
and/or particular Agency business needs that have been identified by the Agency. The
documented service levels and exceptions as described in this section reflect the “as is” level of
service for Standard IT Services. A

The support hours and level of service availability associated with each service are typically
indicators of how critical the service is to agencies. In addition, the complexity and configuration
of specific Standard IT Services will vary with each implementation. In most cases, the cost of a
service is directly related to the level of service availability and reflects the resources necessary
to achieve the desired level of service. Delivering a high level of support and availability
requires that all resources associated with the service are available at equal levels. For
example, a web hosting service depends on many factors including staffing hours, electrical
power, networking, hardware, and software. If any one of these items is only available 99% of
the time, then the overall service availability cannot exceed 99%. Different service availability
levels can be described as follows:

e 99.9% - Maximum of 8 hours, 45 minutes of downtime per year. This level requires 24 x
7 staffing, “High Availability” (HA) system design, and redundant components.

e 99.5% - Maximum of 43 hours, 48 minutes of downtime per year. This level requires
having staff “on call,” spare parts, and/or maintenance contracts for parts delivery.

* 99.0% - Maximum of 87 hours 36 minutes of downtime per year. This level requires
having staff “on call,” well-defined system recovery procedures, and business hour
staffing. ' : :

» Measuring a service availability level is very different from measuring reliability. A
particular piece of equipment may operate 99.9% of the time - until it fails. If it takes 48
hours to implement a replacement when it fails, the service availability metric cannot
exceed 99.5%.
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In some cases, MN.IT Services contracts with external vendors to deliver services. The service
metrics and availability for the contracted services reflect the reported and/or measured
capabilities provided by the vendor.

In all cases, MN.IT staff provides support for contracted Standard IT Services. Agencies can
call the MN.IT Service Desk 24 hours a day, seven days a week. The support hours for
individual Standard IT Services may vary (and are listed in the following sections).

Depending on the stated service availability level, MN.IT staff may record the service request,
but the information presented for each of these service areas sets a baseline level of
expectations for service delivery. ‘

When individual MN.IT services are mapped {o specific Agency business requirements and
Agency capabilities, the service metfrics and key deliverables may be modified.
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Connectivity and Mobility

Service Description Overview

MN.IT’s Connectivity and Mobility services consist of 1) wireless access; 2) VPN remote access;
and 3) cellular service plans and devices. This section provides a high-level description of these
services.

+ Wireless access: Allows laptops, tablets and other wireless capable devices to access
MN.IT-managed wireless networks operating within State locations. This service can
provide connections that are temporary (“guest” access for visitors while on-site) or can
be subscribed for regular wireless network access. Guest wireless is configured for
public internet access. Subscribed regular wireless access can be public internet access
or connected to an internal (non-public) secure network.

o VPN Remote Access: A virtual private network (VPN) is a network that uses an internet
based connection, to provide remote end users with secure access to their
organization's network. A VPN user typically experiences the central network in a
manner that is identical to being connected directly to the central network (e.g., access
to files share and printers).

o Cellular Service Plans and Devices: MN.IT Services provide a number of cellular-based
services to end users. Mobile devices range in size and weight and come in a number of
form factors including cell phones, smart phones, tablets and pagers. Also included in
this category are mobile “hotspots” which create a small area of Wi-Fi coverage off a
cellular network connection, thus allowing nearby Wi-Fi devices to connect to the
internet.

Service Metrics

Support Hours

e \Wireless Access: normal business hours
s VPN Remote Access: 24 x 7 x 365 _
" e Cellular Service Plans and Devices: normal business hours

Service Availability

Wireless Access

Service availability for Wireless Access is 99.9% and excludes time to perform routine or
scheduled maintenance. Wireless Access service availability is calculated as follows:

[Applicable days in calendar month x 24 x 60] minus [Minutes of outage in calendar month] x 100

Applicable days in calendar month x 24 x 60
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Scheduled downtime means those times where MNL.IT Services notifies agencies of periods of
Downtime for Scheduled Maintenance at least five days prior to the commencement of such
Downtime. There will be no more than fifteen hours of Scheduled Downtime for Wireless Access
per calendar year, and no more than two hours per month. Scheduled Downtime is not
considered Downtime for purposes of this SLA, and will not be counted towards any Downtime
Periods.

Downtime period is a period of ten consecutive minutes of Downtime. Intermittent Downtime for
a period of less than ten minutes will not be counted towards any Downtime Periods.

Scheduled Downtime will be announced every month and be available to agencies. if a
Scheduled Downtime conflicts with other activities/operations of a Agency, the Agency can
request an alternate date for the Scheduled Downtime thru the MNL.IT Service Desk. MN.IT
Services will work with agencies to find a date that balances the needs/priorities of all.

VPN Remote Access

Service availability for Virfual Private Network (VPN) remote access is 99.9% and excludes time
to perform scheduled maintenance. VPN remote access service availability is calculated as

~ follows:

[Applicable days in calendar month x 24 x 601 minus [Minutes of outage in calendar month] x 100

Applicable days in calendar month x 24 x 60

Scheduled Downtime means those times where MN.IT Services notifies agencies of periods of
Downtime for Scheduled Maintenance at least five days prior to the commencement of such
Downtime. There will be no more than fifteen hours of Scheduled Downtime for VPN per
calendar year, and no more than two hours per month. Scheduled Downtime is not considered
Downtime for purposes of this SLA, and will not be counted towards any Downtime Periods.

Downtime Period is a period of ten consecutive minuteé of Downtime. Intermittent Downtime for
a period of less than ten minutes will not be counted towards any Downtime Periods.

Scheduled Downtime will be announced every month and be available to agencies. If a
Scheduled Downtime conflicts with other activities/operations of a agency, the agency can
request an alternate date for the Scheduled Downtime thru the MN.IT Service Desk. MN.IT
Services will work with agencys to find a date that balances the needs/priorities of all.

Incident Response Levels

The incident response levels associated with Connectivity and Mobility services match those
identified in the Service Desk “Incident Management Quick Reference.” The following table lists
examples of service incidents and the priority levels associated with them.
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Priority 4: Low

¢ Wireless Access — implement wireless access in a new location
« VPN Remote Access — software installation and/or token replacement

¢ Cellular Service Plans and devices — new device order

Priority 3: Medium

+ Wireless Access — wireless access for an individual user is non-functional
« VPN Remote Access — VPN access for an individual user is non-functional
« Cellular Service Plans and devices — replacement device order

Priority 2: High

« Wireless Access — access for a group of users is non-functional
» VPN Remote Access — VPN service is non-functional for multiple users
» Cellular Service Plans and devices — localized service outage

Priority 1: Critical

s Wireless Access - access for a large group of users is non-functional
» VPN Remote Access — VPN service is non-functional for all users
¢ Cellular Service Plans and devices — widespread service outage

Service Level Objectives

The table below contain the Service Level Objectives for services within Connectivity and
Mobility.

Service Availabiiity

Table 2. Service Level Objectives for Wireless Access

99.9% availability*
*not including Downtime for
scheduled maintenance

Measures the wireless infrastructure
service availability

Customer Satisfaction

Measures how the customer 80% positive approval rating through

Support Resolution

Service Response

perceives the value customer surveys
Priority 4. Low - 5 business days
Measures the speed of incident Priority 3: Medium - 2 business days
resolution by MN.IT Services Priority 2: High - 8 hours
' * | Priority 1: Critical - 2 hours
Measures the speed of request 30 minutes for "guest” access; 2
resolution by MN.IT Services business days for all other requests
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Table 3. Service Level Objectives for VPN Remote Access

99.9% availability*
*not including Downtime for scheduled
maintenance

Measures the VPN Remote Access

Service Availability service availability

_ o ", .
Customer Satisfaction Measgres how the customer 80% positive approval rating through
perceives the value customer surveys
Priority 4: Low - 5 business days
Support Resolution Measures the speed of incident Priority 3: Medium - 2 business days
PP resolution by MN.IT Services Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Measures the speed of request 2 business days

Service Response resolution by MN.IT Services

,

Measures how the customer 80% positive approval rating through

Customer Satisfaction )
perceives the value customer surveys

Priority 4. Low - 5 business days

Support Resolution Measures the speed of incident Priority 3: Medium - 2 business days
PP resolution by MN.IT Services Priority 2: High - 8 hours
Priority 1: Critical - 2 hours
. : Measures the speed of request 5 to 7 business days after Purchase
Service Response

resolution by MN.IT Services Order (PO) creation

Reporting

Reports for Connectivity and Mobility services are created monthly and made available o
agencies. Specific reporting deliverables are listed below:

Wireless Access

« Service Availability (monthly): Percent of service availability for the month
» Service Availability (12-month average): Average percent of service availability for the
_ prior 12 months ‘

VPN Remote Access

» Service Availability (monthly): Percent of service availability for the month
» Service Availability (12-month average): Average percent of service availability for the
prior 12 months
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Cellular Service Plans and Devices

o Number of devices (monthly): Number of cellular devices within the business

MN.IT SERVICES: Information Technology for. Minnesota Government 6/19/12

39



,.,\

COMPREHENSIVE [T SERVICE LEVEL AGREEMENT

Enterprise Unified Communications and Collaboration

Service Description Overview

Enterprise Unified Communication and Collaboration (EUCC) services dellvered by MN.IT
Services contain four distinct service offerings:

EUCC Email

EUCC SharePoint (Web Collaboration)
EUCC Instant Messaging

Audio, Video and Net Conferencing

A high-level description of these services is included here.

EUCC Emall

Email Service: EUCC Email is a single Enterprise Email and calendaring system that
integrates existing state directories to preserve a single sign-on authentication. The
EUCC Email service provides a “Standard” mailbox storage size of 5 Gigabytes (GB) per
user.

BlackBerry Gateway: Support the interface to the email system which utilizes the
BlackBerry gateway.

Email Storage: Agencies can increase the standard mailbox storage size o 25 GBon a
per-user basis, by changing the mailbox type from “Standard” to “Executive” (thus
providing 20 GB of additional storage to the standard mailbox). Changing the mailbox -
type will result in additional storage fees. The user is responsible for managing his/her
mailbox within the assigned mailbox storage maximum.

Email Archiving: Email archiving is the management and long-term storage of important
emails - including attachments - independent from an individual user's mailbox.
Depending on specific business and legal requirements for data retention, each Agency
may choose to utilize the archiving service differently.

EUCC SharePoint

Collaboration: EUCC SharePoint provides a flexible, web-based solution that includes
tools and services to help users manage information, collaborate effectively, share
documents, search for mforma’non define workflow process, and develop custom
applications. :

Integration: The EUCC SharePoint environment leverages the state’s infréstructure of
co-located Domain Controllers to provide all users with integrated single sign-on, cross-
organization information sharing, and full Microsoft Office connectivity.

Administration: Agencies receive full Administrator control of their Site Collections.
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s Secure Access: SharePoint web applications deliver confent via 128-bit SSL encryption.

o “Connect’” site collections are intended for cross-organizational sites composed of users
from multiple organizations.

» ‘“Inside” site collections are intended for intranet sites governed by a single organization.
+ “People” sites provide My Sites functionality for all SharePoint users.

» Site Collections: The EUCC SharePoint service can provide both “Standard” 20 GB and
“Extra Large” 200 GB site collections on the “Inside” and “Connect” web applications.
Personal sites (My Sites) are supported with a storage limit up to 5 GB/user.

' Storage: Agencies are allocated 250 MB per user, aggregated across the Agency’s
organization. Additional storage is available for a fee.

EUCC Instant Messaging

o Instant Messaging: Instant Messaging (IM) is a growing communications method for
short, "bursty" conversations which are too time-consuming for email. Instant Messaging
enables users within organizations and across organizations to communicate in a faster,
more real-time conversation, thus enhancing efficiency. EUCC IM also has the ability to
facilitate person-to-person or group audio, video and net conferences. These conference
functions use the audio components of PCs and can be enhanced with USB video
cameras and audio headsets. As an added benefit, instant messaging is tightly
integrated with EUCC Email which allows users to determine the "presence” of other
users. Presence indicates a person's availability to establish communication (away,
available, busy, in a meeting, efc.)

o Instant Messaging Federation: Instant messaging federation enables separate Office
Communications Server installations to communicate with each other. All federated
communications are encrypted between the IM systems using access proxy servers.
MN.IT Services has no control over encryption after messages are passed to the
federated partner’s network.

Audio, Video and Net Conferencing

o Audio Conferencing: An audio conference account with MNL.IT provides agencies with
access to a suite of conferencing solutions. This service includes options that allow the
participants to dial-in to a designated central number or be a part of Operator-Assisted

. calls. Audio conferences can be reservation-less (agencies are given a permanent )
conference code that can be used at any time) or reserved; reservation-less
conferencing is the typical user tool, whereas reserved conferences are generally for
large and/or high-profile events. Toll, toll-free, dial-in and dial-out calling options are
also available, as are recording, transcription and other advanced services.

s Video Conferencing: Video conferencing services are supported by MN.IT at several
operational levels: :

MN.IT SERVICES: Information Technology for Minnesota Government 6/19/12



COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

o Video Conference Room Support Services: MN.IT staff work collaboratively with
the Agency to support their conference planning, connection set-up and
participant training (to provide basic operational support during calls such as
positioning cameras, or muting microphones).

o Desktop Video Client Accounts can be installed on PCs and some mobile
devices and registered to MN.IT infrastructure to enable person to person calls,
person to video conference room calls, or group (multi-site) calls.

o Video Conference Network Services help agencies deploy and operate rooms or
PC clients with a suite of video conferencing network services including Quality
of Service (QoS) network management, statewide dialing plan, conference
scheduling systems, bridging, event recording, and streaming options.

e Net Conferencing: A net conference account with MN.IT provides agencies with access
to a set of conferencing solutions that support a wide variety of use cases, event
configurations and needs. Net conferencing accounts are available in two ways: by
subscription, or by per-minute usage. The per-minute usage capability is part of the
contracted audio conferencing service.

o Subscription services provide access to specialized net conferencing
environments {o support meetings, training, large events, and technical support
needs, with presenter and participant options tailored to unique requirements of
the different situations. , '

o Per-minute usage services are used only for the meeting tools, which tend to be
more than adequate for the typical user who does not run or stage training, large
events or do technical support for end-users.

During a net conference of any type, audio usage charges may also apply if using the
integrated audio services available with the net conference account. Recording and
editing functions are also available.

Note: EUCC Instant Messaging also provides net conferencing services. See EUCC
Instant Messaging within this document for additional information. :

Service Metrics

Support Hours

Support hours for EUCC Email, EUCC SharePoint and EUCC Instant Messaging services are
provided 24 x 7 x 365.

Support hours for Audio, Video and N'et Conferencing services ére provided during normal
business hours.
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Service Availability

Service availability for all Enterprise Unified Communication and Collaboration services is
99.9%. This exciudes time to perform routine or scheduled maintenance. EUCC service
availability is calculated as follows:

[Applicable days in calendar month x 24 x 60] minus [Minutes of outage in calendar month] x 100

Applicable days in calendar month x 24 x 60

Scheduled downtime means those times where MN.IT Services notifies agencies of periods of
Downtime for Scheduled Maintenance at least five days prior to the commencement of such
Downtime. There will be no more than fifteen hours of Scheduled Downtime per-calendar year,
and no more than two hours per month. Scheduled Downtime is not considered Downtime for
purposes of this SLA, and will not be counted towards any Downtime Periods.

Downtime period is a period of ten consecutive minutes of Downtime. Intermittent Downtime for
a period of less than ten minutes will not be counted towards any Downtime Periods.

Scheduled Downtime will be announced every month and be available to agencies. If a
Scheduled Downtime conflicts with other activities/operations of an agency, the Agency can
request an alternate date for the Scheduled Downtime thru the Service Desk. MN.IT services
will work with agencies to find a date that balances the needs/priorities of all.

Service availability is focused on the following elements within each EUCC setrvice area.

o EUCC Email: Service availability includes Outlook Web Application (OWA), the full
Outlook Client, Microsoft ActiveSync service and BlackBerry services.

o EUCC SharePoint: Service availability includes one or more SharePoint 2010 site
collections. Agencies select their own site collection administrators who in turn define
and delegate the specific features and permissions available to their users. Most
SharePoint 2010 Standard and Enterprise features are available for use within site
collections. Some EUCC SharePoint features and functionality must be enabled through
a change request process managed by MN.IT Services. Details about individual EUCC
SharePoint features are contained in the "EUCC SharePoint Service Description”
document.

o EUCC Instant Messaging: Service availability includes Communicator Web Access, the
Microsoft Lync Instant Messaging client.

o Audio, Video and Net Conferencing: Service availability includes audio conferencing,
video conference network infrastructure and net conferencing.
Incident Response Levels

The incident response levels associated with Enterprise Unified Communication and
Collaboration services match those identified in the Service Desk “Incident Management Quick
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Reference.” The following table lists examples of service incidents and the priority levels
associated with them.

Table 5: Incident Response Levels for Enterprise Unified Communication and
Collaboration

o EUCC Email - Delegation assignment; Free/busy not updating

o EUCC SharePoint — Alert notification not working for individual users
Priority 4: Low ¢ EUCC Instant Messaging — audio and video hardware issue for individual users

» Audio, Video and Net Conferencing — software incompatibitity on individual user
workstation

« EUCC Email — Mobile device not sending/receiving messages; user cannot login
EUCC SharePoint — Individual user cannot access SharePoint site.

Priority 3: Medium |® EUCC Instant Messaging — IM, desktop sharing, presence or login not working
for individual users

Audio, Video and Net Conferencing — Cannot start audio, video, or net
conference

+ EUCC Email — access or functionality for a group of users is non-functional
» EUCC SharePoint — access or functionality for a group of users is non-functional

Priority 2: High « EUCC Instant Messaging — access or functionality for a group of users is non-
functional

Audio, Video and Net Conferencing — access or functionality for a group of users
is non-functional

» EUCC Email — access for a large group of users is non-functional
« EUCC SharePoint — access for a large group of users is non-functional
Priority 1: Critical o EUCC Instant Messaging - access for a large group of users is non-functional

« Audio, Video and Net Conferencing — access for a large group of users is non-
functional

Service Level Objectives

The tables below contain the Service Level Objectives for the specified EUCC services.

Table 6: Service Level Objectives for EUCC Email Services

99.9% availability*
*not including Downtime for
scheduled maintenance

e

Measures service availability.
Combined with other metrics, gives
an end-to-end view of EUCC as a
managed service

Service Availability
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S

Customer
Satisfaction

Measures how the customer
perceives the value

80% positive approval rating through
customer surveys

Support Resolution

Measures the speed of incident
resolution by the MNLIT Service
Desk

Priority 4: Low - 5 business days

Priority 3: Medium - 2 business days
Priority 2: High - 8 hours
Priority 1: Critical - 2 hours

Service Response

Measures the speed of request
resolution by the MNLIT Service
Desk

All requests will be entered as
“Medium” with 2 business days for
resolution, unless specifically listed.
Requests can be escalated on a
case-by-case basis.

BlackBerry device -

In the event a BlackBerry device is

Escalated cases will be done within 1

disable/wipe lost or stolen, it can be disabled and | hour of request; all others are
requests remotely “wiped”. completed in 1 business day.

» Measures the amount of time it takes | 90% of messages received in less
Mail Flow to deliver a synthetically generated than 90 seconds

message

Service Availability

Measures service availability.

Table 7: Service Level Objectives for EUCC SharePoint Services

SRe¥ LRl A Y

Combined with other metrics, gives
an end-to-end view of EUCC as a
managed service

99.9% availability*

0

*not including Downtime for
scheduled maintenance

Customer
Satisfaction

Measures how the customer
perceives the value

80% positive approval rating through
customer surveys

Support Resolution

Measures the speed of incident
resoiution by the MN.IT Service
Desk

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Service Response

Measures the speed of request
resolution by the MN.IT Service
Desk )

All requests will be entered as
“Medium” with 2 business days for
resolution, unless specifically listed.
Requests can be escalated on a
case-by-case basis.
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Customers have continuous access to
all SharePoint sites for which they
have appropriate permissions. Does
not include scheduled downtime
within pre-established maintenance
windows

Determined by automated
monitoring that attempts to render
SharePoint sites every minute.

SharePoint Site
Access request

Table 8: Service Level Objectives for EUCC Instant Messaging Services

e e e e T S o = =
Measures service availability. 99.9% availability*
Combined with other mefrics, gives *not including Downtime for
an end-to-end view of EUCC as a scheduled maintenance

managed service

Service Availability

Customer Measures how the customer 80% positive approval rating through
Satisfaction perceives the value customer surveys

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Measures the speed of incident
Support Resolution | resolution by the MN.IT Service

Desk Priority 1: Critical - 2 hours
: . All requests will be entered as
Measures the speed of request “Medium” with 2 business days for -
Service Response | resolution by the MN.IT Service | resolution, unless specifically listed.
Desk Requests can be escalated on a

case-by-case basis.

Table 9: Service Level Objectives for Audio, Video and Net Conferencing
Services

99.9% availability*
Service Availability | Measures service availability. *not including Downtime for
scheduled maintenance

Customer Measures how the customer | 80% positive approval rating through
Satisfaction perceives the value customer surveys

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Measures the speed of incident
Support Resolution | resolution by the MN.IT Service

Desk. Priority 1: Critical - 2 hours

Measures the speed of request All requests will be entered as
Service Response | resolution by the MN.IT Service “Medium” with 2 business days for

Desk resolution, unless specifically listed.
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case-by-case basis.

Reporting

Reports for EUCC services are created monthly and made available to agencies. Specific
reporting deliverables are listed below:

EUCC Email

e Service Availability (monthly): Percent of service availability for the month.

« Service Availability (12-month average): Average percent of service availability for the
prior 12 months. :

= Percentage of Spam and Virus detected: Percent of email from the internet which are
rejected because they contained spam or a virus.

o Number of Mailboxes: Total number of mailboxes in EUCC Email.

o Number of BlackBerry devices: Total number of BlackBerry devices connecting to
EUCC Email.

e Number of Acti\}eSync devices: Total number of ActiveSync devices connecting to
EUCC Email. .

o Email Volume (total): Total number of emails received from the internet.

o Email Volume (spam/virus rejected): Total number of emails rejected from the internet
because they contained spam or a virus.

EUCC SharePoint

o Service Availability (monthly): Percent of service availability for the month.
e Service Availability (12-month average): Average percent of service availability for the
prior 12 months.

EUCC Instant Messaging

s Service Availability (monthly): Percent of service availability for the month.
e Service Availability (12-month average): Average percent of service availability for the
prior 12 months.

Audio, Video and Net Conferencing

o Service Availability (monthly): Percent of service availability for the month.
s Service Availability (12-month average): Average percent of service availability for the
prior 12 months.

MN.IT SERVICES: Information Technology for Minnesota Government - 6/19/12

47



o~

COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Facility Services

Service Description Overview

MN.IT Service's portfolio of Facility Information Technology Services (FIT Services) supports
business requirements for the provisioning and management of IT equipment and services in
areas such as:

e Common areas — including reception areas, lobbies, elevator areas and hallways

e Conference rooms — including specialized meeting spaces such as board rooms,
collaboration spaces, video conference rooms, press conference rooms or
demonstration areas

e Training rooms and laboratory areas

FIT Services are focused on:

Facility IT Operations - MN.IT staff supports hardware, software, network, security, and
programming features of audio-visual (A/V) technology used to meet Agency business
requirements.

Facility IT Design and Development - MN.IT staff works collaboratively with Agency business
units and/or vendor-partners to analyze needs, goals, and budget in order to define the best

facility IT solutions for the Agency.

In support of its services, MN.IT will develop and maintain Minnesota standards and vendor
contracts for A/V products in major categories that can be used when selecting the facility’s IT
products. MN.IT will- also maintain professional service contracts with vendors that specialize in
design and development of A/V systems. '

Service Mefrics

Support Hours

FIT Service Support is provided during normél business hours.

Service Availability -

Due to the wide variety of service components, FIT Service availability is not measured on an
overall basis. Availability metrics are defined for individual FIT components based upon Agency
business requirements. :

Incident Response Levels

The incident response levels associated with FIT Services match those identified in the Service
Desk “Incident Management Quick Reference.” The following table lists examples of service
incidents and the priority levels associated with them.
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Table 10: Incident Response Level Examples for FIT Services

Epe e

« The service is not operational for one or more users outside of the hours of

Priority 4: Low o
availability.

o A major function of the service is reported as non-operational during Downtime
Priority 3: Medium Period.
o Enhancement requests

s A minor function of service is not operational for one or more users (who can
continue to use other service functions).

Priority 2: High o A user has questions about the service functionality or needs assistance in
using the service.

o A user needs administrative assistance.

» The service is not operational for multiple users during scheduled availability.

Priority 1: Critical |, A major function of the service is not operational for multiple users during the
hours that the service is scheduled for availability.

Service Level Objectives

The tables below contain the Service Level Objectives for the FIT Operational Services.

Measures service availability.
Service Availability *Does not include downtime for Does not apply
scheduled maintenance

Measures how the customer 80% positive approval rating through

Customer Satisfaction .
perceives the value. customer surveys

Priority 4: Low - 5 business days
Measures the speed of incident Priority 3: Medium - 2 business days
response by the Service Desk. Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Support Resolution
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Table 12: Service Level Objectives for FIT Design and Development Services
= = = e
2 e o 2 Sane = s
Measures the time necessary to respond
2 business days to a typical inquiry regarding the
capabilities and availability of
professional services staff.

Service Response

80% positive approval rating | Measures how the customer perceives

Customer Satisfaction through customer surveys the value

Reporting

MN.IT staff for FIT services will develop and support a FIT service reporting process that
reflects the needs and resources of the Agency.
Reporting for FIT Design and Development will include:

o Project Hours: Project hours completed and project hours remaining.
e Project Deliverables: Project management tracking via deliverable reporting.
» Project Status/Schedule: Overall project management status and schedule adherence.

MNL.IT SERVICES: Information Technology for Minnesota Government  6/19/12

50




COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Security Services

Service Description Overview
The Security Services delivered by MN.IT Services contain three distinct service offerings:

e Access Control o Systems )
s Security Incident Response and Forensics.
o Security Awareness and Training

The sections below provide a high-level description of these services.

Access Control to Systems

Access Control {o Systems manages the identities for users and devices, and controls access to.
system resources based on these identities, while ensuring users and devices have access to
only those systems for which they are properly authenticated and authorized to access.

Key service tasks include:

o Maintain identities by resetting passwords, adding/removing user accounts, verifying
access to information, etc. )

» Enforce password policies ensuring password strength is adequate

e Manage access to information resources and data, e.g. segregation of duties

» Manage privileged accounts that can bypass security so systems are secure

e Manage encryption keys and security certificates to provide trust for transactions and
websites -

Security Incident Response and Forensics

Security Incident Response and Forensics are professional services that utilize multiple tools to
resolve the Agency business issues below. Security Incident Management is a process to stop
unwanted activity, limit damage, and prevent recurrence of security events. Computer forensics
is a standardized process {o determine the cause, scope, and impact of incidents and limit
damage that may be used in legal or human resource actions.

Issues addressed by these services include the following:

s Agency-Specific Incidents

e Denial of Service

e Security Policy Violations

e Malware

e Physical Loss/Theft/Damage

s Unauthorized Access

e Unauthorized Alteration/Destruction
e Unauthorized Disclosure
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Security Training and Awareness

Information security and awareness provides employees at all levels with relevant security
information and fraining to lessen the number of security incidents.

MNL.IT Services can provide training and support in the following areas:

e Generalized Security and Awareness
e Customized Security Awareness and Training for unique requirements
e Online fraining for SANS Securing the Human

Service Metrics

Support Hours
Support for Access Control to Systems services is provided 24 x 7 x 365.
Support for Security Incident Response and Forensics is provided 24 x 7 x 365.

Support for Security Awareness and Training is provided during normal business hours.

Service Availability

Service availability describes the time professional services are available to the Agency.
Service availability for professional services varies with staffing levels and project
commitments. MN.IT provides clear and timely information on when professional services staff
are available.

Incident Response Levels

The incident response levels associated with Security Services match those identified in the
Service Desk “Incident Management Quick Reference.” The following table lists examples of
service incidents and the priority levels associated with them.

Table 13: Incident Response Levels for Security Services

e The service is not operational for one or more users outside of the hours of

Priority 4: Low o
availability

» A major function of the service is reported as non-operaﬁonal during Downtime
Priority 3: Medium Period
e Enhancement requests

o A minor function of the service is not operational for one or more users (who can
Priority 2: High continue to use other application functions) .
e A user has questions about the service functionality or needs assistance in

using the service
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o A user needs administrative assistance

Priority 1: Critical

e The service is not operational for multiple users during scheduled availability

e A major function of the service is not operational for multiple users during the
hours that the service is scheduled for availability

o Security Services has identified a breach of a critical system

.Service Level Objectives

Service Level Objectives are focused on the following elements within each Security Service

- area. The tables below contain the Service Level Objectives for the specified Security Services.

Table 14: Servnce Level Objectlves for Access Control to Systems Serv&ce

Customer Satisfaction

Measure how the customer
perceives the value

0% posntlve approval rating through
customer surveys

Service Response

Measure the speed of incident
response by the MN.IT Service Desk

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Service Request

Measure the maximum time required
to respond to a request.

Typical — 1 business day
Critical — 4 hours

Table 15: Service Level Objectives for Security Incident Response and
Forensics Service

Service Response

Measure the time necessary to
respond to a typical inquiry
regarding the capabilities and
availability of professional services
staff

Target: Next business day
Typical: 4 hours

Customer Satisfaction

Measure how the customer
perceives the value

80% positive approval rating through
customer surveys

MN.IT SERVICES: Information Technology for Minnesota Government

6/19/12

53



o

COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Table 16: Service Level

SR

Objectives for Security Awareness and Tra

ey

ining Service
e : e e
== eﬂ ,A!::g = = e Egdw‘”ww = =
Measure the time necessary to
respond to a typical inquiry 2 business days
Support Resolution regarding the capabilities and

’ availability of professional services

staff

Measure how the customer 80% positive approval rating thrpugh

Customer Satisfaction .
perceives the value customer surveys

Reporting

MN.IT Security Services creates reports that meet business requirements. Reports generated
from Security Services are classified as nonpublic and must be handled as such.

e Access Control to Systems: reports for Access Control metrics are created and made
available to authorized Agency representatives.

¢ Security Incident Response and Forensics: Security Incident and Forensic reports are
created to satisfy specific inquiry requirements and available to authorized Agency
representatives upon request.

e Security Awareness and Training: Security Awareness and Training reports can be
created to satisfy specific requirements upon request.
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Voice Services

Service Description Overview

Voice Services consist of the following service categories and are provisioned in one of three

ways ~ through MN.IT infrastructure or through telephone companies or other providers:

e Dial tone services provide connections to the public switched telephone network
(PSTN). Telephone equipment is provided by MN.IT Services to agencies. Dial tone
services include:

O

O

Classic Voice — telephone lines and telephone numbers of various types, analog
or digital circuits, 911 access services and long distance services, confracted
through third-party telephone companies.

Private Branch Exchange Systems (PBXs) of various types, including Enterprise
IP Telephony (IPT) and individual premise-based sysfems that are analog, digital
or IP-enabled. ‘

¢ Voice-related applications or services, including but not limited to:

O

O

o}

Voicemail — automatic phone messaging and simple menus that answer or direct
incoming phone calls.

Contact/call center infrastructure that supports telephone call queuing, monitoring
and reports for agents that interact with inbound and cutbound callers using
voice and/or web chat.

Interactive voice response (IVR) — menus that answer incoming telephone calls
to provide information (optionally connected to external computer systems),
transfer calls to call centers based on caller input, and perform other
sophisticated functions.

Value-added applications for Enterprise IPT — call recording, quality monitoring,
workforce management, mobility support and notification/alerting.
Over-the-phone interpretation services in which the end user interacts with a
limited English proficiency (LEP) citizen by accessing an interpreter for any
language.

e-Fax services — inbound and outbound fax that provides individual fax telephone
numbers for users and can replace the need for fax machines.

Service Metrics

Support Hours

Support hours for Dial Tone Services are:

e Classic Voice — normal business hours
* Private Branch Exchange Systems (PBXs) — 24 x 7 x 365

Support hours for Voice-related applications or services:
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e Voicemail — 24 x 7 x 365 \

e Contact/call center infrastructure — 24 x 7 x 365

e Interactive voice response (IVR) — normal business hours

e Over-the-pheone interpretation services — normal business hours
e e-Fax services — 24 x 7 x 365

Service Availability

Service availability represents the percentage of time that a service is running and available to
the end-user. The Service Availability mefric is derived for each Agency endpoint as a measure
of the uptime. Uptime is the time period during which the Service Element at the Agency
endpoint and the shared infrastructure is fully functional. Service Availability is calculated as a
percentage as shown in the formula below.

[Applicable days in calendar month x 24 x 60] minus [Minutes of outage in calendar month] x 100
' Applicable days in calendar month x 24 x 60

When a service is interrupted, Outage is calculated from the time of entering Service Desk
incident ticket to the time the ticket is resolved. Downtime Period is a period of ten consecutive
minutes of Downtime. Intermittent downtime for a period of less than ten minutes will not be
counted towards any Downtime Periods.

Service interruption for scheduled maintenance, called Scheduled Downtime, is excluded from
the Availability calculation. Scheduled maintenance means those instances when MN.IT notifies
the Agency at least five days prior to the commencement of such Scheduled Downtime. The
Agency may request the MN.IT Service Desk to reschedule the maintenance if the date and
time announced in the notification are not acceptable. MN.IT will work with all agencies to find a
suitable date and time for the scheduled maintenance. There will be no more than fifteen hours
of Scheduled Downtime per calendar year, and no more than two hours per month. Scheduled
Downtime reports will be available to agencies every month.

Incident Response Levels

The incident response levels associated with Voice services match those identified in the
Service Desk “Incident Management Quick Reference.” The following table lists examples of
service incidents and the priority levels associated with them.

Table 17: Incident Response Levels for Voice Services

o Dial Tone Services — minor incidents that do not affect overall functionality

Priority 4: Low
o Voice Related Services — minor incidents that do not affect overall functionality

« Dial Tone Services — telephone service for individual user is non-functional

Priority 3: Medium
¢ Voice Related Services — a service for an individual user is non-functional
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» Dial Tone Services — telephone services for a group of users is non-functional

Priority 2: High
e Voice Related Services — a service is non-functional for multiple users

« Dial Tone Services — telephone services for a large group of users is non-
Priority 1: Critical functional '

e Voice Related Services — a service is non-functional for all users

Service Level Objectives

The tables below contain the Service Level Objectives for Voice Services.

Table 18: Service

Level Objectives for Dial Tone Services
T = ; ) -—.‘ea'-r o e

Service Availability
— Classic Voice

obeunition: -

Measures the availability for MNLIT
Enterprise Classic Voice services.

99.9% availability*
*not including Downtime for
scheduled maintenance

Service Availability
- PBX

Measures the availability for MN.IT
Enterprise IPT services.

99.9% availability*
*not including Downtime for
scheduled maintenance

Customer satisfaction

Measures how the customer
perceives the value

80% positive approval rating through
customer surveys

Average time to resolve
an incident

Measures the speed of incident
resolution by MN.IT Services

Priority 4: Low - 5 business days

Priority 3: Medium - 2 business days
riority 2: High - 8 hours

Priority 1: Critical - 2 hours

Average time to fulfill a
move, add, change
request for Classic
Voice services

Measures the speed of request
resolution by MN.IT Services

5 business days

Average time to fulfill a
move, add, change
request for PBX
services

Measures the speed of request
resolution by MNLIT Services

5 business days

Average time to fulfill a
new implementation
request for Classic
Voice services

Measures the speed of request
resolution by MN.IT Services

12 business days

Average time to fulfill a
new implementation
request for PBX

Measures the speed of request
resolution by MN.IT Services

90 business days
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services

PBX Call Quality

See service definition for more
information

Mean Opinion Score 4 to 5

Service availability

Measures the availability for MN.IT
Enterprise services.

oice Related Services

99.9% availability*
*not including downtime for
scheduled maintenance

Customer satisfaction

Measures how the customer
perceives the value

'| 80% positive approval rating through

customer surveys

Support Resolution

Measures the speed of incident

resolution by MN.IT Services

Priority 4: Low - 5 business days.
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Average time to fulfill a
move, add, change
request for Voice-
Related services

Measures the speed of request
resolution by MN.IT Services

5 business days

New service
implementation
response time

Measures the time necessary to
respond to a typical inquiry

2 business days

Reporting

Online information will be availablé on a website with secure login that contains the metrics
appropriate to services purchased by the Agency. Service reports will also be available on the

secure website.
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Web Management

Service Description Overview

Web Management services deliveredAby MN.IT Services consist of services related to the
management of web servers, website design, and mechanisms to manage web content. The
sections below provide a high-level description of these Web Management services:

» Web Server Management
¢ Website Design
s Content Management

Web Server Management

o Static Web Hosting: Static web hosting provides storage and delivery of manually
updated websites. The service gives agencies a secure, reliable web presence with a
spegcific domain name and covers the processes involved in establishing and maintaining
a new static website. ‘

e Dynamic Web Hosting: Dynamic web hosting provides a website that delivers real-
time, guery-based web content. Websites are created using web content management
(WCM) tools that are easier to build and maintain than static websites, ensure
compliance with web standards, and standardize navigational tools for users. WCM
hosting offers a full portal tool suite, including content management, consistent look-and-
feel templates and policies, decentralized content creation and posting, agency
personalization, and a customized search interface.

s Website Management Operations: The delivery of both static and dynamic web
hosting services depends on a robust, highly-available infrastructure. MN.IT staff
maintains this infrastructure using best practices for equipment maintenance,
redundancy, data integrity, security, alerts, and logging.

Website Design

o User Interface Design: MN.IT’s professional web design staff helps organizations
develop a consistent, intuitive, professional browsing experience from a customer-centric
perspective.” Specific capabilities may include: logo development for fresh agency
branding, customer-oriented site navigation and taxonomies, advanced search and
metadata development, graphics design, and meeting facilitation for the requirements
gathering process. :

e Accessibility: MN.IT provides assistance with meeting the compliance requirements of
both Section 508 and Web Content Accessibility Guidelines (WCAG) 2.0 at the AA level,
as well as ADA sections on access to information on state government websites
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e [nformation Architecture: Website design services may include information
architecture definition related to the integration of visual design, taxonomy development,
keywords, naming conventions, and find-ability.

Web Content Management

e Training: MN.IT’s web hosting and design services may require Agencies to learn new
skills to manage/maintain their web content. Typically, MN.IT provides separate fraining
for web content managers and content contributors.

e Migration Services: When moving from one hosting platform and/or web technology to
another, MN.IT provides tools and techniques for efficiently migrating web content.
Depending on the quality of the code, source and destination hosting platforms,
migration services may be automated.

Service Mefrics

Support Hours

Support for web server management services is provided 24 x 7 x 365.

Support for Web Management (WM) professional services (design and content management) is
provided during normal business hours.

Service Availability

Service availability describes the time the system is running and available to the Agency.
Service availability for web server management is 99.9% and excludes time to perform routine
or scheduled maintenance. Web hosting service availability is calculated as follows:

[Applicable days in calendar month x 24 x 60] minus [Minutes of outage in calendar month] x 100

Applicable days in calendar month x 24 x 60

Service availability for Web Management professional services varies with staffing levels and
project commitments. MN.IT provides clear and timely information on when professional
services staff are available.

)

Scheduled downtime means those fimes where MN.IT notifies agencies of periods of Downtime
for Scheduled Maintenance at least five days prior to the commencement of such Downtime.
There will be no more than fifteen hours of Scheduled Downtime per calendar year, and no
more than two hours per month. Scheduled Downtime is not considered Downtime for purposes
of this SLA, and will not be counted towards any Downtime Periods.

Downtime period is a period of ten consecutive minutes of Downtime. Intermittent Downtime for
a period of less than ten minutes will not be counted towards any Downtime Periods.

Scheduled Downtime will be announced every month and be available to agencies. If a
Scheduled Downtime conflicts with other activities/operations of an Agency, the Agency can
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request an alternate date for the Scheduled Downtime thru the service desk. MN.IT will work
with all agencies to find a date that balances the needs/priorities of all.

Incident Response Levels

The incident response levels associated with Web Management services match those identified

in the Service Desk

“Incident Management Quick Reference.” The following table lists

examples of service incidents and the priority levels associated with them.

Table 20:

A T A

Pﬁority 4: Low

Incident Response Levels for Web Server Management
=5 = :;-'ﬂi S

s The hosting service is not operational for one or more users outside of the hours
of availability

Priority 3: Medium

» A major function of the hosting service is reported as non-operational during
Downtime Pericd

¢ Enhancement requests

Priority 2: High

» A minor function of the hosting service is not operational for one or more users
(who can continue to use other application functions)

» A user has questions about the hosting service functionality or needs assistance
in using the service

» A user needs administrative assistance

Priority 1: Critical

« The hosted website is not operational for multiple users during scheduled
availability .

o A major function of the hosting service is not operational for multiple users
during the hours that the seivice is scheduled for availability

Service Level Objectives

The table below contains the Service Level Objectives for Web Management services.

Service Availability -

Objectives for

= et Ty

Measures service availability. *Does .
not include downtime for scheduled | 99.9% availability*
maintenance '

Customer Satisfaction

Support Resolution

Measures how the customer 80% positive approval rating'throug
perceives the value customer surveys

Priority 4: Low - 5 business days
Measures the speed of incident Priority 3: Medium - 2 business days
response by the Service Desk Priority 2: High - 8 hours

Priority 1: Critical - 2 hours
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Measures the maximum time before
the web server generates a
response. **Does not include
network latency

Server Response

0.5 seconds**

Measures the maximum time - Typical — 1 business day

Content Change required to make a content change. | Critical — 4 hours

S

. Service Level Objectives for Web Design and Content Management

— - e NROF
. Measures the time necessary to
respond to a typical inquiry

Support Resolution regarding the capabilities and
availability of professional services
staff.

2 business days

Measures how the customer 80% positive approvél rating through

Customer Satisfaction .
perceives the value customer surveys

Reporting

Reports for Web Management services are created monthly and made available to agencies.
Specific reporting deliverables are listed below:

Static Hosting

¢ Hits: Unique page impressions :

» Data Storage: Amount of stored data, measured in gigabytes

e Bandwidth: Amount of network bandwidth consumed, measured in gigabytes/month

e Service Availability (monthly): Percent of service availability for the month

o Service Availability (12-month average): Average percent of service availability for the
prior 12 months ' '

Dynamic Hosting

¢ Hits: Unique page impressions ' R

o Data Storage: Amount of stored data, measured in gigabytes

o Bandwidth: Amount of network bandwidth consumed,'measured in gigabytes/month

e Content items: Number of items that can be delivered as dynamic content

» Service Availability (monthly): Percent of service availability for the month

» Service Availability (12-month average): Average percent of service availability for the
prior 12 months
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Professional Services

» Project Hours: Project hours completed and project hours remaining
o Project Deliverables: Project management tracking via deliverable reporting
e Project Status/Schedule: Overall project management status and schedule adherence
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Workstation Management

Service Description Overview

Workstation management is comprised of: 1) operating systems; 2) hardware; 3) software; 4)
accessories and peripherals; and 5) security. This section provides a high-level description of
the services which comprise Workstation Management delivered by MN.IT Services.

e OQOperating Syétems: Microsoft Windows client operating system is the primary
supported operating system. Limited support for Mac OS 10.x is also available.

o Hardware: A standard laptop, desktop and/or virtual desktop interface device for end
users to complete their work. Advanced options within each hardware class may be
available, to provide additional computing power (e.g., processor, memory).

o Software: Workstations will have “standard” software (e.g., Microsoft Office) installed for
end users to complete their work. Beyond what is provided in standard, some end users
will require “additional” software which consists of common requested software (e.g.,
Microsoft Visio) and unique “one-off’ software.

e Accessories and peripherals: A black and white printer will be made available to all
end users and a color printer to those who require’ one. For those with business needs,
specialized and/or accessibility equipment such as audio recording devices, digital
cameras, Scahners, and screen readers can be purchased on an as needed basis.

e Security: Workstations will be configured to install updates and patches on a regular
basis, be protected by up-to-date anti-virus software, as well as a local firewall and
encryption running on the client operating system. '

Service Nietrics

Support Hours

Support for Workstation Management services is provided during normal business hours.

Service Availability

Service availability describes the percentage of time that the service is running and available fo
the end user. Service availability for Workstation Management supporting infrastructure is
99.9%. Workstation Management supporting infrastructure includes access to file shares; print
servers; critical Windows client patches; and definition updates for anti-virus and anti-malware
products. There is no Service Availability metric for end user workstations or workstation
accessories and peripherals.

Workstation Management supporting infrastructure service availability is calculated as follows:
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[Applicable days in calendar month x 24 x 60] minus [Minutes of outage in'calendar month] x 100

Applicable days in calendar month x 24 x 60

Scheduled downtime means those times where MN.IT Services notifies agencies of periods of
Downtime for Scheduled Maintenance at least five days prior to the commencement of such
Downtime. There will be no more than fifteen hours of Scheduled Downtime for Workstation
Management per calendar year, and no more than two hours per month. Scheduled Downtime
is not considered Downtime for purposes of this SLA, and will not be counted towards any
Downtime Periods. ‘

Downtime period is a period of ten consecutive minutes of Downtime. Intermittent Downtime for
a period of less than ten minutes will not be counted towards any Downtime Periods.

Scheduled Downtime will be announced every month and the schedule will be available to
agencies. If a Scheduled Downtime conflicts with other activities/operations of the Agency, the
Agency can request an alternate date for the Scheduled Downtime through the MN.IT Service
Desk. MN.IT Services will work with agencies to find a date that balances the needs/priorities of
all. ‘

Incident Response Levels

The incident response levels associated with Workstation Management services match those
identified in the Service Desk “Incident Management Quick Reference.” The following table lists
examples of service incidents and the priority levels associated with them.,

o Troubleshooting of one-off "additional” software

Priority 4: Low

e Troubleshooting of accessories and peripherals

e A workstation hardware failure or software error

Priority 3: Medium
e Troubleshooting of commonly requested “additional” software

o A major function of the Workstation Management supporting infrastructure, such

Priority 2: High . >
: as a file or print server unavailable {o end users

Priority 1: Critical |« Workstation virus or malware outbreak

Service Level Objectives

The table below contain the Service Level Objectives for Workstation Management.

MN.IT SERVICES: Information Technology for Minnesota Government  6/19/12
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Supporting
infrastructure availability

Table 24: Service Level Objectives for Workstation Management Services

Measures service availability of
supporting infrastructure (e.g., file
shares and print servers, critical

‘Windows client patches).

99.9% availability*
*not including Downtime for
scheduled maintenance

Customer satisfaction

Measures how the customer
perceives the value

80% positive approval rating through
customer surveys -

Support Resolution

.Measures the speed of incident

resolution by MN.IT Services

Priority 4: Low - 5 business days
Priority 3: Medium - 2 business days
Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

Service Response

Measures the speed of request
resolution by MNL.IT Services

All requests will be entered as
“Medium” with 2 business days for
resolution, unless specifically listed.
Requests can be escalated on a
case-by-case basis.

Average time to fulfill
Workstation deployment
and replacement
requests

Measures the speed of fulfilling
requests to deploy or replace a
workstation

** |f workstation and/or resources
demands exceed supply, delivery of
hardware may impact expected
delivery times.

Up to 10 workstations — 10 business
days from receipt of hardware™*
Greater than 10 workstations —
delivery time varies**

Average time to fulfill
additional “one-off”
software requests

Measures the speed of one-off
software installation request
resolution by MN.IT Services

5 to 10 business days

Critical Windows client
patches

Measures the number of
workstations receiving timely critical
patches/updates.

80% of workstations updated within 7
days

Reporting

Reports for Workstation Management services are created monthly and made available to
agencies. Specific reporting deliverables are listed below:

° Laptdpé: Total number of Iaptop computers being supportéd
o Desktops: Total number of desktop computers being supported
o Total Workstations: Total number of workstations (e.g., laptop/desktop) being

supported

e User accounts: Total number of domain user accounts being managed
e Printers: Total number of network and local printers/multi-function devices being

supported

MN.IT SERVICES: Information Technology for Minnesota Government
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o Virus and malware infections detected: Total number of virus and malware infections

detected
e Operating system by version: Total number of workstations with a specific operating
system version (e.g., Windows XP, Windows 7 Professional, and Windows 7 Enterprise)

MN.IT SERVICES: Information Technology for Minnesota Government  6/19/12
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General Information

Normal Work Hours

7:30 AM- 4:30 PM (M-F)

Service Metrics

If service level objectives differ from the standards in Section 3, the differences are noted below. If an
Agency Threshold is blank, the Standard Threshold applies. .

If this section is.blank, then all Section 3 Standard Thresholds apply.

Table 3. Service Level Objectives for VPN Remote Access

Metric

Definition

Standard Threshold

Agency Threshold

Service Availability

Measures the VPN
Remote Access service
availability

99.9% availability*
*not including Downtime for
scheduled maintenance

Customer
satisfaction

Measures how the
customer perceives the
value

80% positive approval rating
through customer surveys

Support Resolution

Measures the speed of

. Incident resolution by

MN.IT Services

Priority 4: Low - 5 business
days

Priority 3: Medium - 2
business days

Priority 2: High - 8 hours
Priority 1: Critical - 2 hours

For OTSS: Critical - 4 hours,
High - 1 day, Medium - 2 days,
Low - 10 days

Service Request

Measures the speed of
service response by MNL.IT
Services

2 business days

For BCA: 5 business days

MN.IT SERVICES: Information Technology for Minnesota Government  6/19/12
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Table 4: Service Level Objectives for Cellular Service Plans and Devices

Metric

Definition

Standard Threshold

Agency Threshold

Customer
satisfaction

Measures how the
customer perceives the
value

80% positive approval rating
through customer surveys

Support Resolution

Measures the speed of
Incident resolution by
MN.IT Services

Priority 4: Low - 5 business
days

Priority 3: Medium - 2
business days

| Priority 2: High - 8 hours

Priority 1: Critical - 2 hours

For OTSS: Critical - 4 hours,
High - 1 day, Medium - 2 days,
Low - 10 days

Service Request

Measures the speed of
service response by MN.IT
Services

5 to 7 business days after
Purchase Order (PO)
creation

For OTSS: 2 business days;
For BCA: 5-7 business days
after device received

MNL.IT SERVICES: Information Technology for Minnesota Government 6/19/12
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Table 6: Service Level Objectives for EUCC Email Services

Metric

Definition

Standard Threshold

Agency Threshold

Service Availability

Measures service
availability. Combined with
other metrics, gives an
end-to-end view of EUCC
as a managed service

99.9% availability*
*not including Downtime for
scheduled maintenance

business days
Priority 2: High - 8 hours
Priority 1: Critical - 2 hours

Customer Measures how the 80% positive approval rating
satisfaction customer perceives the through customer surveys
value
Priority 4: Low - 5 business -
Measures the speed of For OTSS: Critical - 4
Support Incident resolution by da.ys. . hours, High - 1 day
Resolution MN.IT Services Priority 3 Medium -2 Medium - 2 days, Low - 10

days

Service Request

Measures the speed of
service response by MNLIT
Services

All requests will be entered
as "Medium” with 2 business
days for resolution, unless
specifically listed. Requests
can be escalated on a
case-by-case basis.

In the event a BlackBerry

Escalated cases will be done

time it takes to deliver a
synthetically generated
message

in less than 90 seconds

BlackBer

device - i device is lost or stolen, it within 1 hour of request; all For OTSS: 4 hours
disable/wipe can be difapled”and othgrs are completed in 1

requests remotely “wiped”. business day.

Mail Flow Measures the amount of 90% of messages received

MN.IT SERVICES: Information Technology for Minnesota Government - 6/19/12
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Table 7: Service Level Objectives for EUCC SharePoint Services

Metric

Definition

Standard Threshold

Agency Threshold

Service Availability

Measures service
availability. Combined with
other metrics, gives an
end-to-end view of EUCC
as a managed service

99.9% availability*
*not including Downtime for
scheduled maintenance

Customer
satisfaction

Measures how the
customer perceives the
value

80% positive approval rating
through customer surveys

Support Resolution

Measures the speed of
Incident resolution by
MN.IT Services

Priority 4: Low - 5 business
days

Priority 3: Medium - 2
business days

Priority 2: High - 8 hours
Priority 1: Critical - 2 hours

For OTSS: Critical - 4 hours,
High - 1 day, Medium - 2 days,

"~ Low - 10 days

Service Request

Measures the speed of
service response by MN.IT
Services

All requests will be entered
as "Medium” with 2 business
days for resolution, unless
specifically listed. Requests
can be escalated on a
case-by-case basis.

For OTSS: 1day

SharePoint Site
Access request

Determined by automated
monitoring that attempts to
render SharePoint sites
every minute.

Customers have continuous
access to all SharePoint
sites for which they have
appropriate permissions.
Does not include scheduled
downtime within
pre-established maintenance
windows

Audio, Video and Net Conferencing Services is not provided to Department of Public Safety.
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Table 11: Service Level Objectives for FIT Operations Services

Metric

Definition

Standard Threshold

Agency Threshold

Service Availability

Measures service
availability.

*Does not include downtime
for scheduled maintenance

Does not apply

For OTSS: 8:00 AM - 4:30 PM
M-F

Customer
Satisfaction

Measures how the
customer perceives the
value

80% positive approval rating
through customer surveys

Support Resolution

Measures the speed of
Incident resolution by

Y MN.IT Services

Priority 4: Low - 5 business
days

Priority 3: Medium - 2
business days

Priority 2: High - 8 hours
Priority 1: Critical - 2 hours

For OTSS: Critical - 4 hours,
High - 1 day, Medium - 2 days,
Low - 10 days

e
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Table 14: Service Level Objectives for Access Control to Systems Services

Metric

Definition

Standard Threshold

Agency Threshold

Customer
Satisfaction

Measures how the
customer perceives the
value

80% positive approval rating
through customer surveys

Support Resolution

Measures the speed of
Incident resolution by
MN.IT Services .

Priority 4: Low - 5 business
days

Priority 3: Medium - 2
business days

Priority 2: High - 8 hours
Priority 1: Critical - 2 hours

Service Request

Measures the maximum
time required to respond to
a request.

Typical - 1 business day
Critical - 4 hours

BCA MNJIS Security Service
metrics, standards and
thresholds are specific to
supporting our authorized
criminal justice agency
customers and meeting the
requirements of FBI CJIS and
NLETS ‘Security standards,
policies and guidelines.

Table 15: Service Level Objectives for Security Incident Reponse

and Forensics Services

Metric

Definition

Standard Threshold

Agency Threshold

Service Response

Measures time necessary to
respond to a typcial inquiry
regarding the capabilities
and availability of
professional services staff.

Target: Next business day
Typical: 4 hours

BCA MNJIS Security Service
metrics, standards and
thresholds are specific to
supporting our authorized
criminal justice agency
customers and meeting the
requirements of FBI CJIS and
NLETS Security standards,
policies and guidelines.

Customer
Satisfaction

Measures how the
customer perceives the
value

80% positive approval rating
through customer surveys
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Voice Services is not provided to Department of Public Safety.

Voice Related Services is not provided to Department of Public Safety.

Table 24. Service Level Objectives for Workstation Management Services

Standard Threshold

value

Metric Definition Agency Threshold
Supporting Measures service 99.9% availability*
infrastructure availability of supporting *not including Downtime for
availability infrastructure (e.g., file scheduled maintenance
shares and print servers,
critical Windows client
patches).”
‘ Measures how the 80% positive approval rating For OTSS: 90%
Customer i th h cust
> . customer perceives the rough customer surveys
Satisfaction

Support Resolution

Measures the speed of
Incident resolution by
MN.IT Services

Priority 4: Low - 5 business
days

Priority 3: Medium - 2
business days

Priority 2: High - 8 hours
Priority 1: Critical - 2 hours

For OTSS: Critical - 4 hours,
High - 1 day, Medium - 2 days,
Low - 10 days

Service Response

Measures the speed of

service response by MN.IT

Services

All requests will be entered
as "Medium” with 2 business
days for resolution, unless
specifically listed. Requests
can be escalated on a
case-by-case basis.

| For OTSS: 2days

Service Response
for Workstation
deployment and
replacement

Measures the speed of

service response by MNL.IT

Services.
** if workstation and/or

resources demands

exceed supply, delivery of

hardware may impact

Up to 10 workstations - 10
business days from receipt of
hardware.

** Greater than 10
Work-stations -delivery time
varies.

Service Response
for "One-off"
Software
Installation

Measures the speed of

service response by MN.IT
-| Services

5to 10 business days

Critical Windows
Client Patches

Measures the number of
workstations receiving
timely critical

80% of workstations
updated within 7 days
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" Introduction

The Department of Public Safety applications section describes the collection of applications that support the
agency’s business processes. In this context, an “application” is software that functions by means of '
computers to accomplish useful work.

MNLIT Services staff support thousands of different applications enterprise-wide, ranging from Parking Lot
Systems to Vendor Management Systems to Web Content Management Systems. These applications may
be composed of dedicated hardware and highly customized software, or may be vendor purchased
“commodity” products. This section describes these applications, who supports them, how they work, and
the relative priority to business users.

The details for-each application can vary greatly, so the following standard information has been gathered for
each major application in order o facilitate effective analysis and accountability:

T~

pa—

Business Division: Primary unit within the agency structure that uses the application

Business Purpose: The logical grouping of applications in support of a Business Purpose or
Business Function. Applications will be sorted under each Business Purpose. For example, 10
unique applications are grouped together to provide the features and functions needed to support
“License Renewal”. '

"Application Name: How agency staff commonly refer to the application

Description: Description of application

Contact; Business person within the agency that should be contacted for business requirements and
additional information about the application

Attended Hours of Operation: Times when the application is available for use and attended by
MNLIT staff, ‘ ,

Hours of Operation Currently Met: Indicator of whether or not the Hours of Operation are being
achieved with the current level of infrastructure (staff, equipment, contracts, etc.)

Recovery Time Objective (RTO): The maximum period of time available for recovering an
application before there is a significant impact on the agency. Possible RTO periods for the purposes
of this document are as follows: '

« Immediate (no downtime) » Hours

* 24 Hours ‘ » 48 Hours

+ 72 Hours « 4 Days

» 5 Days « 1 Week (7 Days)

* 2 Weeks (14 Days) « 3 Weeks (21 Days)

« 4 Weeks (28 Days)
« N/A (will not be recovered)

MN.IT SERVICES: Information Technology for Minnesota Government
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« RTO Achievable: Indicator of whether or not the RTO can be achieved with the current level of
infrastructure in the event of a disaster , '

« Criticality: Impact if the application becomes unavailable because of an unplanned service incident.
The criticality levels are as follows:

o 1 (Critical) = any incident that has “massive impact” and is highly visible, impacts a significant
number of users, a major agency, application or service and has no redundancy or alternate
path. ;

o 2 (High) = any incident that impacts a significant number of users, a major agency application
or service, but has redundancy, or an alternate path or bypass.

o 3 (Medium) = any incident that impacts a limited number of users with a resource or service
down or degraded.

0 4 (Low) = any incident that impacts a small number or a single user in which a resource or
non-critical service is down or degraded and a deferred fix or maintenance is acceptable.

o Availability Service Level %: Service availability describes the time the system is running and
available to the business customer. Availability Service Level is calculated as follows:

Applicable days in calendar month x 24 x 60 minus [Minutes of outage in calendar month]
Applicabe days in calendar month x 24 x 60 4

Typical service availability levels can be characterized as follows:
o 99.9% - Maximum of 8 hours, 45 minutes of downtime per year.- This level requires 24 x 7
staffing, “High Availability” (HA) system design, and redundant components.
o 99.5% - Maximum of 43 hours, 48 minutes of downtime per year. This level requires having
staff “on call”, spare parts, and/or maintenance contracts for parts delivery.
o 99.0% - Maximum of 87 hours 36 minutes of downtime per year. This level requires having
staff “on call”, well-defined system recovery procedures, and business hour staffing.

» Regulatory Compliance Service Requirements: Listing of any external or internal compliance
requirements that govern the application. Examples include: HIPAA, JCAHO, IRS Publication 1075,
etc.

¢ Information Classification Service Requirements: Indicator of information classification associated
with the application. When multiple classifications apply, the highest classification is applied.
Information Classifications are as follows:

o A= Confidential or Protected Nonpublic
o B = Private or Nonpublic
o C = Public

The inforrﬁation provided for each Agency application is presented “as is,” meaning that the data has been
provided by the Agency-based CIO to reflect current capabilities and characteristics based on available data.
As metrics change and/or more application information is available, changes will be incorporated into this
document. ‘
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- Business Division:

Business Purpose:

Application Name: PSW Inventory System Contact: FAS, Rita Wurm/Jim
Frederickson
Descripton: MS Access database developed by contractor to manange DPS Inventories stored at the

Public Safety Warehouse

Attended Hours of Operation:
Monday - Friday

Saturday Availability Service Levels %:
Sunday
Holiday

Recovery Time Objective (RTO): TBD RTO achievable?:  TBD Criticality:

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments;

Lo

L~

Hours of Operation currently met?:

MNL.IT SERVICES: Information Technology for Minnesota Government 6/19/12
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Business Division:

Business Purpose: Accounting and budgeting
Application Name:  Fixed Asset Inventory System (FAIS) Contact: FAS, Rita Wurm
Descripton: Old DOF Access database used to track fixed & capital assets.

Attended Hours of Operation:

Monday - Friday Hours of Operation currently met?:
Saturday Availability Service Levels %:
Sunday
Holiday

Recovery Time Objective (RTO): - TBD RTO achievable?: TBD Criticality:

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

MN.IT SERVICES: Information Technology for Minnesota Government  6/19/12
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. Business Division:

Business Purpose: Benefits determination
‘Application Name: Claims Assistant Contact: OJP
Descripton: Manages reparations claims

Attended Hours of Operation:

Monday - Friday : Hours of Operation currently met?:
Saturday Availability Service Levels %:
Sunday
Holiday

Recovery Time Objective (RTO): TBD RTO achievable?: TBD  Criticality:

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:
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Business Division:

Business Purpose: Environmental protection
Application Name: EPCRA Chemical Data Mgmt System ' Contact: HSEM
Descripton: Collection of chemical storage and release data

Attended Hours of Operation:

Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?:
Saturday All Other (Typlcally 7X24) Availability Service Levels %:
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): TBD RTO achievable?: TBD Criticality:

Regutatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Yes
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82



COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

"~ Business Division:

Business Purpose:

Grants management

Application Name: WEGO

Descripton:-

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery. Time Objective (RTO): TBD
Regulatory Compliance Service Requirements:

Information Classification Service Requirements:

Additional Comments:

T

Web-based grants mgmt system

Contact: OJP

Hours of Operation currently met?:

Availability Service Levels %:

RTO achievable?:  TBD Criticality:

Yes |

Application Name: Web Enabled Grants Operations

Descripton: WEGO

Aftended Hours of Operation:
Monday - Friday All Other (Typically 7x24)

Saturday All Other (Typically 7x24)

Sunday All Other (Typically 7x24)

Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): TBD

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: HSEM

Hours of Operation currently met?:

Availability Service Levels %:

RTO achievable?:  TBD Criticality:

Yes

pu—
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Business Division:

- Business Purpose: Law enforcement
Application Name: Law Enforcement Records Management Contact: State Patrol
System
Descripton: Allows State Patrol to manage a case electronically from creation fo closure.

Attended Hours of Operation:

Monday - Friday ' Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) ' Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 8 Hours RTO achievable?:  Yes Criticality: High

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:
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Business Division:

Business Purpose: Other .
Application Name: 152 : Contact: A&GED
. Descripton: Integrated systems

Attended Hours of Operation:

Monday - Friday ‘ Hours of Operation currently met?:
Saturday ‘ Availability Service Levels %:
Sunday
Holiday

Recovery Time Objective (RTO): TBD _ RTO achievable?: TBD Criticality:

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Application Name: OPS System S ' o Contact: Pipeline Safety

Descripton: Pipeiine Inspection SQL Database System

Attended Hours of Operation:

Monday - Friday . Hours of Operation currently met?:
Saturday Availability Service Levels %:
Sunday
Holiday

Recovery Time Objective (RTO): TBD RTO achievable?: TBD Criticality:

Regulatory Compliance Service Requirements:
Information Classification Service Requirements: .

Additional Comments:
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Business Division:

Business Purpose: Other

Application Name: PSW Records System . Contact: FAS, Rita Wurm/Jim
Frederickson

Descripton: SQL database developed by contractor to manange DPS retention schedules as well as

the storage and disposal of agency records stored at the Public Safety Warehouse.

Attended Hours of Operation:

Monday - Friday  Standard Business Hours (7am - 5pm CST) Hours of Operation currently met?: Yes
Saturday ' ‘ Avalilability Service Levels %: 100%
Sunday
Holiday

Recovery Time Objective (RTO): 4 Days RTO achievable?: Yes Criticality: Low

Regulatory Compliance Service Requirements:
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:

Application Name: National Emergency Mgmt System Contact: HSEM

Descripton: NEMIS

Attended Hours of Operation:

Monday - Friday . , Hours of Operation currently met?:
Saturday Availability Service Levels %:
Sunday ' '
Holiday

Recovery Time Objective (RTO): TBD RTO achievable?: TBD Criticality:

Regulatory Compliance Service Requirements:

\

Information Classification Service Requirements:

Additional Comments:
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~ Business Division:

Business Purpose: Other
Application Name:  Fire Incident Reporting Systems (NFIRS) Cohtact: State Fire Marshal Division
Descripton: Database of all fire incidents reported to SFM.

Attended Hours of Operation:

Monday - Friday Hours of Operation currently met?:
Saturday " Availability Service Levels %:
Sunday
Holiday

Recovery Time Objective (RTO): TBD RTO achievable?: TBD Criticality:

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Application Name:  Fire Marshal Suite Contact: State Fire Marshal Division

Descripton: Inspection, Investigation, Sprinkler Permit / Plan Review, Fireworks, Explosives
Applications, SFM Training

Attended Hours of Operation:

Monday - Friday Standard Business Hours (7am - 5pm CST) Hours of Operation currently met?: Yes
Saturday Avalilability Service Levels %: 100%
Sunday
Holiday

Recovery Time Objective (RTO): 4 Days RTO achievable?:  Yes Criticality: Low

Regulatory Compliance Service Requirements:
information Classification Service Requirements: . Private or Nonpublic

Additional Comments:
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BAusiness Division:

Business Purpose: - Other

Application Name:  GIS Mapping

Descripton: ESRI GIS Database System

Attended Hours of Operation:
Monday. - Friday
Saturday
Sufiday
Holiday

Recovery Time Objective (RTO): TBD

Regulatory Compliance Service Requirements:

Information Classification Service Requirements:

Additional Comments:

Contact: Pipeline Safety

Hours of Operation currently met?:

Availability Service Levels %:

RTO achievable?:  TBD Criticality:

Application Name: HEAT

Contact: OTSS

Descripton: Trouble ticket system used to track problems reported to the PC/Network/E-mail help desk

Attended Hours of Operation:
Monday - Friday

Saturday
Sunday
Holiday

Recovery Time Objective (RTO): TBD
Regulatory Compliance Service Requirements:

Information Classification Service Requirements:

Additional Comments:

Hours of Operation currently met?:

Availability Service Levels %:

RTO achievable?:  TBD Criticality:
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.~ Business Division:

Business Purpose: Other
Application Name: HR Class Registration System/POST Contact: HR
Tracking
Descripton: Manages HR Training program and tracks POST credits for licensed peace officers.

Attended Hours of Operation:

Monday - Friday Standard Business Hours (7am - 5pm CST) Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 100%
Sunday
Holiday

Recovery Time Objective (RTO): 4 Days RTO achievable?:  Yes Criticality: Low

‘Regulatory Compliance Service Requirements:

Information Classification Service Requirements: Private or Nonpublic

Additional Comments:

: Application Name: HSEM Training Registration System Contact: HSEM

Descripton: Tracks classes and training history.

Aftended Hours of Operation: _
Monday - Friday Standard Business Hours (7am - 5pm CST) Hours of Operation currently met?: 'Yes

Saturday | Availability Service Levels %: 100%
Sunday '
Holiday

Recovery Time Obijective (RTO): 4 Days RTO achievable?: Yes Criticality: Low

Regulatory Compliance Service Requirements:
Information Classification Service Requirements: ~ Private or Nonpublic

Additional Comments:
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Business Division:

Business Purpose: Other
Application Name:  Burn injury Reporting System Contact: State Fire Marshal Division
Descripton: Database of burn injuries reported to SFM under MS 626.522.

Attended Hours of Operation:

Monday - Friday Hours of Operation currently met?:
Saturday Availability Service Levels %:
Sunday
Holiday

Recovery Time Objective (RTO): - TBD RTO achievable?: TBD Criticality:

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Application Name: Central Employee Resource System (CER) Contact; FAS, Rita Wurm

Descripton: Web based system developed internally fo manange sensitve items, facility management
functions such as parking, key cards, vehicles, metropass programs, and the Continuity of
Operations planning.

Attended Hours of Operation:

Monday - Friday = Standard Business Hours (7am - 5pm CST) Hours of Operation currently met?: Yes
Saturday < Availability Service Levels %: 100%
Sunday
Holiday
pe
Recovery Time Objective (RTO): 4 Days ' RTO achievable?: Yes Criticality: Low

Regulatory Compliance Service Requirements:
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:
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" Business Division:

Business Purpose: Other
Application Name:  Critical incident Mgmt Software Contact; HSEM
Descripton:” Operations of the State Emergency Operation Center

Attended Hours of Operation:

Monday - Friday Hours of Operation currently met?:
Saturday Availability Service Levels %:
Sunday
Holiday

Recovery Time Objective (RTO): TBD RTO achievable?: TBD Criticality:

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Application Name:  Arson Suspect Pointer System Contact: State Fire Marshal Division

Descripton: ‘ Database of arson suspects.

Attended Hours of Operation;

Monday - Friday ‘ Hours of Operation currently met?:
Saturday Availability Service Levels %:
Sunday

Holiday

Recovery Time Object_iy&;(s : --RTO achievable?:  TBD Criticality:

Regulatory Compliance Service Requnreméhts:-
. Information Classification Service Requirements:
Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division:

Business Purpose: Other
Application Name: Background History/Electronic Fingerpints Contact: A&GED
Descripton: Integrated system to provide background history checks and fingerprint chacks to clients.

Attended Hours of Operation:

Monday - Friday Hours of Operation currently met?:

Saturday ' Availability Service Levels %:
Sunday
Holiday

Recovery Time Objective (RTO): TBD RTO achievable?:  TBD  Criticality:

Regulatory Compliance Service Requirements:
information Classification Service Requirements:

Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

i, Business Division:

Business Purpose: Personnel related activity
Application Name: MSP Personnel System Contact: State Patrol
Descripton: Manage personnel information to meet the agenices needs

Attended Hours of Operation:

Monday - Friday . Hours of Operation currently met?:
Saturday Availability Service Levels %:
Sunday
Holiday

Recovery Time Objective (RTO): 8D RTO achievable?:  TBD Criticality:

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA

Business Purpose:

Application Name: BCA Training Application Contact:

Descripton:

Attended Hours of Operation:;
Monday - Friday  Standard Business Hours (7am - 5pm CST) Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 100
Sunday
Holiday

Recovéry Time Objective (RTO): 4 Days RTO achievable?: Yes Criticality: Low

Regulatory Compliance Service Requirements:

Information Classification Service Requirements:

Additional Comments:

Private or Nonpublic

Applicatioh Name: MCAN Amber Alert Contact:

Descripton:

Attended Hours of Operation: ,
Monday - Friday  Standard Business Hours (7am - 5pm CST) Hours of Operation currently met?: Yes
Saturday Availability Service Levels %: 100
Sunday
Holiday

Recovery Time Objective (RTO): 4 Days RTO achievable?: Yes Criticality: Low

Regqlatory Compliance Service Requirements:

Information Classification Service Requirements:

Additional Comments:

Private or Nonpublic
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

- ‘1 Business Division: BCA

~ Business Purpose:

Application Name: In-service training (Right to know fraining) Contact;

Descripton:

Attended Hours of Operation:

Monday - Friday : Hours of Operation currently met?:
Saturday Availability Service Levels %:
Sunday
Holiday

Recovery Time Objective (RTO): TBD RTO achievable?: Criticality:

Regulatory-Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA

Business Purpose:

Criminal justice administration

Application Name: Telephone service

Descripton:

Attended Hours of Operation: .
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 24 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requiréments:
Additional Comments:

Critical for BCA Operations Center 24x7

Contact: BCA, Kurt Augustin, Ass't
e Director

VolP telephony, voicemail, conferencing, ACD, Teleworker, wireless VolP telephoens

Hours of Operation currently met?: Yes

Availability Service Levels %: 99%

RTO achievable?: TBD Criticality:  Critical

Application Name: BCA Insider

Descripton: BCA Intranet site, MOSS 2007

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 48 Hours

Regulatory Compliance Service Requirements;
Information Classification Service Requirements:

Additional Comments:

Best estimate - awaiting confirmation from BCA section

Contact: BCA, Dave Bjerga, Asst.

Superintendent
Hours of Operation currently met?: Yes
Availability Service Levels %: 99%

RTO achievable?:  TBD Criticality: Low

Public
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

-, Business Division: BCA Administrative Services
Business Purpose: Criminal justice administration
Application Name: Duty Officer Application ‘ Contact: BCA, Janell Rasmussen, Dir.
of Admin. Services
Descripton: The Minnesota Duty Officer Program provides a single database of emergency contact

information and a knowledge database of information related to state-level assistance for
emergencies, serious accidents or incidents, or for reporting hazardous materials

Attended Hours of Operation:

Monday - Friday ~ All Other (Typically 7x24) Hours of Operation currently met?: = Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): . 24 Hours RTO achievable?: TBD Criticality: Medium

Regulatory Compliance Service Requirements:
information Classification Service Requirements: Private or Nonpublic
- Additional Comments:

Best estimate - awaiting confirmation from BCA section

Application Name:  Missing Persons Contact: BCA, Janell Rasmussen, Dir.
of Admin. Services

Descripton: The Minnesota Missing and Unidentified Persons Clearinghouse is a tool to assist in the
recovery of missing children and adults in the state of Minnesota.

* Attended Hours of Operation:

Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 909
Sunday . All Other (Typically 7x24)
Holiday . All Other (Typically 7x24)
Recovery Time Objective (RTO): 24 Hours RTO achievable?: TBD Criticality: Medium
Regulatory Compliance Service Requirements: MN State Statute
Information Classification Service Requirements: Public

Additional Comments:

Best estimate - awaiting confirmation from BCA section
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA Investigations
Business Purpose: Criminal justice administration
Application Name: ACISS ’ Contact: BCA, Dave Bjerga, Asst.
Superintendent
Descripton: investigations Case Management System.
Attended Hours of Operation: .
Monday - Friday  Ali Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
- Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): ‘ 24 Hours RTO achievable?: TBD Criticality. Medium
Regulatory Compliance SerVicé Requirements:
Information Classification Service Requirements: Confidential or Protected Nonpublic
Additional Comments: '
Application Name: Crime Scene Application Contact: BCA, Dave Bjerga, Asst.
. Superintendent
Descripton: Application used by BCA Investigations for crime scene information.
Attended Hours of Operation: .
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): 48 Hours RTO achievable?: TBD Criticality: Low
Regulatory Compliance Service Requirements:
Information Classification Service Requirements: Confidential or Protected Nonpublic

Additional Comments:
Best estimate - awaiting confirmation from BCA section
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COMPREHENSIVE iT SERVICE LEVEL AGREEMENT

. Business Division: - BCA Lab
Business Purpose: Criminal justice administration
Application Name: BEAST LIMS Contact: BCA, Frank Doles;jj,
Laboratory Director
Descripton: Laboratory Information Management System

Attended Hours of Operation:

Monday - Friday ~ All Other (Typically 7x24) v Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) - J Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): Immediate RTO achievable?:  TBD Criticality:  Critical

Regulatory Compliance Service Requirements:
Information Classification Service Requirements: Confidential or Protected Nonpublic

Additional Comments:

Application Name: Mideo Caseworks C‘ontact: BCA, Frank Dolesii,
Laboratory Director
Descripton: Forensic laboratory central, secure repository for storing all case related digital images and
other digital assets (i.e. audio, video, presentation files).

Attended Hours of Operation: ) _
Monday - Friday All Other (Typically 7x24) ‘ Hours of Operation currently met?: Yes

Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 24 Hours RTO achievable?: TBD Criticality:  Critical

Regulatory Compliance Service Requifements:
Information Classification Service Requirements: Private or Nonpublic
Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA Lab

Business Purpose: Criminal justice administration

Application Name: Genemapper . Contact: BCA, Frank Dolesji,
: Laboratory Director

Descripton: Genotyping software for DNA lab.

Attended Hours of Operation:

Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 24 Hours RTO achievable?: TBD Criticality:  Critical

Regulatory Compliance Service Requirements:
information Classification Service Requirements: Confidential or Protected Nonpublic
Additional Comments:

New application, Best estimate - awaiting confirmation from BCA section

Application Name: LabWeb Contact: BCA, Frank Dolesi,
Laboratory Director

Descripton: BCA Lab web application for criminal justice users to access BEAST LIMS fo track the
status of case evidence.

Attended Hours of Operation:

Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 4 Weeks (28 Days) RTO achievable?: TBD Criticality: Low

Regulatory Compliance Service Requirements:
Information Classification Service Requirements: Public

Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA MNJIS

Business Purpose: Appropriate use-CJ systems

Application Name: Archive Service

Contact: BCA, Kurt Augustin, Ass't

Descripton: Central repository service of audit trail data from BCA systems.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday ' All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): 8 Hours

Regulatory Compliance Service Requirements:

. Information Classification Service Requirements:

Additional Comments:

Our SLO for Archive Service is 4 hours.

Director
Hours of Operation currently met?: Yes
Availability Service Levels %: 98%

RTO achievable?: TBD Criticality:  Critical

MN State Statute

Private or Nonpublic

MNL.IT SERVICES: Information Technology for Minnesota Government  6/19/12

101




COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA MNJIS

Business Purpose: Backend service

Appligation Name: AnthillPro

Descripton: Build and deploy software.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 24 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt Augustin, Ass't

Director
Hours of Operation currently met?: Yes
Availability Service Levels %: 99%

RTO achievable?:  TBD Criticality: Low

Application Name: Cisco WCS

Descripton:

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 24 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Commenits:

Contact; BCA, Kurt Augustin, Ass't

Centralized management of Cisco wireless network equipment.

Director
Hours of Operation currently met?: Yes
Availability Service Levels %: 99%

RTO achievable?:  TBD Criticality:  Medium
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

- Business Division: BCA NNJIS

Business Purpose: Backend service
Application Name: CommVault ' Contact: BCA, Kurt Augustin, Ass't
Director

Descripton: Enterprise backup software for systems and data. .

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 8 Hours RTO achievable?: TBD Criticality:  Critical

Regulatory Compliance Service Requirements:

Information Classification Service Requirements:

Additional Comments:

" Application Name: IBM Websphere MQ 6/7 Contact: BCA, Kurt Augustin, Ass't
Director

Descripton: Messaging broker to integrate applications and web services.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday - All Other (Typically 7x24) Availability Service Levels %: 98%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): Immediate ' RTO achievable?: TBD Criticality:  Critical

Regulatory Compliance Service Requirements:

Information Classification Service Requirements: Confidential or Protected Nonpublic

Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA NMNJIS

Business Purpose:

Backend service

Application Name:  Fortify

Descripton:

Aftended Hours of Operation:

Monday - Friday  All Other (Typically 7x24)
Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): 72 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt Augustin, Ass't
Director

Static analysis of application source code for security vulnerability identification.

Hours of Operation currently met?: Yes

Availability Service Levels %: ‘ 99%

RTO achievable?: - TBD Criticality: Low

Application Name: FreeRADIUS

' Descripton:

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)

Sunday All Other (Typically 7x24)

Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): TBD

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt Augustin, Ass't

Director
- Hours of Operation currently met?: Yes
Availability Service Levels %: 99%

RTO achievable?; TBD Criticality:
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" COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

', Business Division: BCA MNJIS

Business Purpose: Backend service
Application Name: FTP server . Contact: BCA, Kurt Augustin, Ass't
: Director
Descripton: Enables download and upload of files among agencies and applications.
Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: | 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): Immediate - RTO achievable?: TBD Criticality:  Critical
Regulatory Compliance Service Requirements:
Information Classification Service Requirements: Confidential or Protected Nonpublic
Additional Comments:
Application Name:  FBI Mail server Contact: BCA, Kurt Augustin, Ass't
Director
Descripton: Internal email server to route fingerprint related email to and from FBI.
Attended Hours of Operation:
‘Monday - Friday  All Other (Typically 7x24) ‘ Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
~ Recovery Time Objective (RTO): Immediate RTO achievable?: TBD Criticality:  Critical
Regulatory Compliance Service Requirements:
Information Classification Service Requirements: Confidential or Protected Nonpublic

Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA MNJIS

Business Purpose: Backend service

Application Name:  Kiwi Syslog

Descripton:

Attended Hours of Operation: _
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 24 Hours

Regutatory Compliance Setvice Réquirements:
Information Classification Service Requirements:

Additional Comments:

Network device logging and reporting.

Contact: BCA, Kurt Augustin, Ass't

Director
Hours of Operation currently met?: Yes
Availability Service Levels %: 99%

RTO achievable?: = TBD Criticality: Low

Application Name:  Loadrunner

Descripton:

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
" Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 48 Hours

Regulatory Compliance Service Requirements:
information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt Augustin, Ass't

Automated application performance and testing.

Director
Hours of Operation currently met?: Yes
Availability Service Levels %: 98%

RTO achievable?:  TBD Criticality: Low
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" Business Division:

COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

BCA MNJIS

Business Purpose: Backend service

Application Name: Lucene

Descripton: Full-text search engine.

Attended Hours of Operation:

Monday - Friday  All Other (Typically 7x24)
Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 8 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt Augustin, Ass't

Director
Hours of Operation currently met?: Yes

Availability Service Levels %: 99%

RTO achievable?:  TBD Criticality;  High

Application Name: Mail server

Descripton:

Attended Hours of Operation:
Monday - Friday All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): Immediate

Regulatory Compliance Service Requirements: .
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt Augustin, Ass't
Director

internal email server to facilitate messaging among applications and users,

' Hours of Operation currently met?: Yes
Availability Service Levels %: 99%
RTO achievable?:  TBD Criticality: ~ Critical

Confidential or Protected Nonpublic
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA MNJIS

Business Purpose: Backend service
Application Name:  Mailman Listserv Contact: BCA, Kurt Augustin, Ass't
Director

Descripton: Will provide email notifications to Statute Service notification subscribers.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 48 Hours RTO achievable?: TBD Criticality:  High

Regulatory Compliance Service Requirements:

Information Classification Service Requirements:

Additional Comments:

Application Name:  Microsoft Office SharePoint Server (MOSS) Contact: BCA, Kurt Augustin, Ass't

2007 Director
- Descripton: Hosts BCA Insider intranet site, BCA Catalog of Services site, and others.

Attended Hours of Operation:
Monday - Friday ~ All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 48 Hours RTO achievable?: TBD Criticality: Low

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA MNJIS

Business Purpose: Backend service
Application Name:  Microsoft Team Foundations Server (TFS) Contact: BCA, Kurt Augustin, Ass't
Director
- Descripton: Application code repository and release management tool.
Attended Hours. of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: - Yes
Saturday All Other (Typically 7x24) ' Availability Service Levels %: . 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
: Recm)ery Time Objective (RTO): 24 Hours RTO achbievable?: TBD Criticality: Medium
Regulatory Compliance Service Requirements:
Information Classification Service Requirements:
Additional Comments:
Application Name: Oracle 0SB 11G Contact: BCA, Kurt Augustin, Ass't
Director
Descripton: Updated SOA integration platform--manages interaction between services and
applications.
~ Attended Hours of Operation:
Monday - Eriday All Other (Typically 7x24) . Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): Immediate RTO achievable?: TBD Criticality:  Critical
Regulatory Compliance Service Requirements':
Information Classification Service Requirements: Confidential or Protected Nonpublic

Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA MNJIS

Business Purpose: Backend service

Application Name: Oracle RAC

Descripton: Database server.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): Immediate

Regutatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt Augustin, Ass't

Director
Hours of Operation currently met?: Yes
Availability Service Levels %: 99%

RTO achievable?; TBD Criticality:  Critical

Application Name: Oracle RDB

Descripton: Database server.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): Immediate

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt Augustin, Ass't

Director
Hours of Operation currently met?: Yes
Availability Service Levels %: 99%

RTO achievable?: TBD Criticality:  Critical
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: Business Division: BCA MNJIS

Business Purpose: Backend service
Application Name: Oracle Weblogic Contact: BCA, Kurt Augustin, Ass't
Director
Descripton; Application server.
Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24) R
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): Immediate RTO achievable?: TBD Criticality:  Critical
Regulatory Compliance Service Requirements:
Information Classification Service Requirements: Confidential or Protected Nonpublic
Additional Comments:
Application Name: Oracle/BEA Aqualogic Service Bus Contact: BCA, Kurt Augustin, Ass't
' Director
Descripton: SOA integration platform--manages interaction between services and applications.
Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 96%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): Immediate RTO achievable?: TBD Criticality: ~ Critical
Regulatory Compliance Service Requirements:
Information Classification Service Requirements: Confidential or Protected Nonpublic

Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA MNJIS

Business Purpose: Backend service

Application Name:  Tridium monitoring system

Descripton:

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): . 48 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt Augustin, Ass't
Director

Centralized monitoring of BCA data center cooling environment.

Hours of Operaﬁon currently met?: Yes

Availability Service Levels %: 99%

RTO achievable?:  TBD Criticality: Medium

Application Name: Windows SharePoint Server (WSS) 3.0

Descripton: Hosts BCA CJIR site.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 72 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt Augustin, Ass't

Director
Hours of Operation currently met?: Yes
Availability Service Levels %: 99%
RTO achievable?: ~ TBD  Criticality: Low
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

' ~, Business Division: BCA NNJIS

Business Purpose: Backend service
Application Name: WSUS Contact; BCA, Kurt Augustin, Ass't
Director
Descripton: - Management of security and other Windows updates to Windows-based desktop
computers and serves.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): ‘ 48 Hours . RTO achievable?: TBD Criticality: Low

Regulatory Compliance Service Requirements:

Information Classification Service Requirements:

~ Additional Comments: V
: Application Name: Qflex Contact: BCA, Kurt Augustin, Ass't
' Director

Descripton: Track performance and detect problems with [BM Websphere MQ servers.

Attended Hours of Operation: :
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday Al Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 8 Hours RTO achievable?: TBD Criticality: Low

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments;
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Business Division: BCA MNJIS

Business Purpose: Backend service

Application Name:  System Center Configuration Manager Contact: BCA, Kurt Augustin, Ass't
(SCCM) Director

Descripton: System management: patch management,'software distribution, hardware and software

inventory, remote control.

Attended Hours of Operation:

Monday - Friday ~ All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Auvailability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 24 Hours RTO achievable?: TBD Criticality: Medium

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Application Name: System Center Operations Manager (SCOM) Contact: BCA, Kurt Augustin, Ass't
Director

Descripton: System monitoring, alerting, and reporting.

Attended Hours of Operation:

Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday Ali Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 8 Hours RTO achievable?: TBD Criticality: High

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

"~ Business Division: BCA MNJIS

.

Business Purpose: Backend service
Application Name:  NetApp Operations Manager Contact: BCA, Kurt Augustin, Ass't
Director

Desgripton: Monitoring and management of NetApp storage environment.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday " All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 48 Hours RTO achievable?: TBD Criticality: Low

Regulatory Compliance Service Requirements:

Information Classification Service Requirements:

Additional Comments:

Application Name: Quest (for SCOM) Contact: BCA, Kurt Augustin, Ass't

Director

Descripton: Enables monitoring of non-Microsoft servers, services and network devices.

Attended Hours of Operation: _
Monday - Friday ~ All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Obijective (RTO): 8 Hours RTO achievable?: TBD Criticality: Medium

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:
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Business Division: BCA NMNJIS

Business Purpose: Backend service
Application Name:  Rational Quality Managér i Contact: BCA, Kurt Augustin, Ass't
Director

Descripton: Software/application test planning, construction and execution.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 48 Hours RTO achievable?: TBD Criticality: Low

Regulatory Compliance Service Requirements:

information Classification Service Requirements;

Additional Comments:

Application Name: Rational Requirements Composer Contact: BCA, Kurt Augustin, Ass't

Director

Descripton: Software/application requirements deﬁnition, management, reporting.

Attended Hours of Operation: )
Monday - Friday ~ All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) ‘ Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 48 Hours RTO achievable?: TBD Criticality: Low

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:
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-, Business Division: BCA MNJIS

Business Purpose: Backend service

Application Name:  Rational Software Architect

Contact: BCA, Kurt Augustin, Ass't

Director
Descripton: UML modeling and development environment for C++ and J2EE applications and web
services.
Attended Hours of Operation: .
Monday - Friday ~ All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): 72 Hours RTO achievable?: TBD Criticality: Low

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

" Application Name: Rational Software Modeler

Contact: BCA, Kurt Augustin, Ass't

Descripton: UML-based software modeling and design tool.

Atte‘nded Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)

Sunday All Other (Typically 7x24)

Holiday All Other (Typically 7x24)
Recovery Time Obijective (RTO): 72 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Director
Hours of Operation currently met?: Yes
Availability Service Levels %: 99%

RTO achievable?:  TBD Criticality: Low
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Business Division: BCA MNJIS

Business Purpose: Backend service
Application Name: Rational Team Concert Contact; BCA, Kurt Augustin, Ass't
Director

Descripton: Application code repository and release management tool.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) ' Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24) '
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 24 Hours RTO achievable?: TBD Criticality: Medium

Regulatory Compliance Service Requirements:

Information Classification Service Requirements:

Additional Comments:

Application Name: RedHat Satellite Server Contact: BCA, Kurt Augustin, Ass't

Director

Descripton: Centralized management of Red Hat Enterprise Linux servers,

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) ‘ Hours of Operation currently met?; Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24) :
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 24 Hours RTO achievable?: TBD . Criticality: Low

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:
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" - Business Division: BCA MNJIS

Business Purpose: Backend service
Application Name: RSA SecurlD Ace server Contact: BCA, Kurt Augustin, Ass't
Director

Descripton: Manage RSA SecurlD authentication for two-facter authentication requirement.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 8 Hours RTO achievable?:  TBD Criticality;:  High

Regulatory Compliance Service Requirements:

Information Classification Service Requirements:

Additional Comments:

45
“ Application Name:  Scribe Contact: BCA, Kurt Augustin, Ass't
Director

Descripton: Enables integration between CRM and other appiications.

Attended Hours of Operation;
Monday - Friday ~ All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO); 24 Hours RTO achievable?: TBD Criticality:  High

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:
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Business Division: BCA MNJIS

Business Purpose:

Backend service

Application Name:  Service Desk Express

Descripton:

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)

Sunday All Other (Typically 7x24)

Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): 24 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt' Augustin, Ass't
Director

Incident, problem,change management workflow and tracking tool. Also used for internal
BCA purchasing workflow and tracking.

Hours of Operation currently met?: Yes

Availability Service Levels %: 99%

RTO achievable?:  TBD Criticality: - Medium -

Application Name:  Solarwinds

Descripton:

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)

Sunday All Other (Typically 7x24)

Holiday Alf Other (Typically 7x24)
Recovery Time Objective (RTO): 48 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Network management and troubleshooting.

Contact: BCA, Kurt Augustin, Ass't

Director
Hours of Operation currently met?: Yes
Availability Service Levels %: 99%

RTO achievable?. TBD Criticality: Low
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", Business Division: BCA MNJIS

Business Purpose: Backend service
Application Name; SQL Server 2005 Contact: BCA, Kurt Augustin, Ass't
Director
Descripton: Microsoft SQL database server.
~ Attended Hours of Operation: ,
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) ' Availability Service Levels %: 99%
Sunday All Other (Typically 7x24) ‘
Holiday . All Other (Typically 7x24)
Recovery Time Objective (RTO): Immediate - RTO achievable?: TBD Criticality:  Critical
Regulatory Compliance Service Requirements:
Information Classification Service Requirements; Confidential or Protected Nonpublic
Additional Comments:
- Application Name:  SQL Server 2008 Contact: BCA, Kurt Augustin, Ass't
Director
Descripton: Updated Microsoft SQL database server.
Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24) '
Holiday All Other (Typically 7x24) '
Recovery Time Objective (RTO): Immediate RTO achievable?: TBD Criticality:  Critical
Regulatory Compliance Service Requirements:
" Information Classification Service Requirements: ~ Confidential or Protected Nonpublic

Additional Comments:
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Business Division: BCA MNJIS

Business Purpose:

Backend service

Application Name: Websense

Descripton:

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)
Sunday All Other (Typically 7x24)
Holiday ' All Other (Typically 7x24)

Recovery Time Objective (RTO): 48 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt Augustin, Ass't

Monitor, report and manage internal Internet use

Director
Hours of Operation currently met?: Yes
Availability Service Levels %: 99%

RTO achievable?:  TBD Criticality: Low

Application Name: WebTrends

Descripton: BCA web application analytics.

Atfended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday’ All Other (Typically 7x24)
Sunday - All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 48 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Kurt Augustin, Ass't

Director
Hours of Operation currently met?: Yes
Availability Service Levels %: 99%

RTO achievable?:  TBD Criticality: Low
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Business Division: BCA MNJIS

Business Purpose: Backend service
Application Name: VMware vCenter Contact: BCA, Kurt Augustin, Ass't
Director
Descripton: Management of virtual server environment.
Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): Immediate RTO achievable?: TBD Criticality:  Critical

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:
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Business Division: BCA MNJIS

Business Purpose: Citizen information
Application Name: Public CCH on the Internet Contact: BCA, CHRI Asst. Director
Descripton: Legislatively mandated system for citfzen access to public criminal history.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes

Saturday All Other (Typically 7x24) Availability Service Levels %: 95%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 24 Hours | RTO achievable?: TBD Criticality: Medium
Regulatory Compliance Service Requirements: MN State Statute

Information Classification Service Requirements: Public

Additional Comments:
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S

Business Division: BCA NMNJIS

Business Purpose: - Criminal justice administration
Application Name:  Print Print Contact: BCA, Margarita Rock, Ass't
Director

Descripton: Enables printing of electronic fingerprint cards.

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): - 48 Hours RTO achievable?: TBD Criticality: Medium

Regulatory Compliance Service Requirements:

Information Classification Service Requirements: Private or Nonpublic

Additional Comments:

Application Name:  PSNext ’ Contact: BCA, Oded Galili, Deputy

Director

Descripton: Project Portfolio Management and Project Planning tool. -

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday - All Other (Typically 7x24) . Availability Service Levels %: 99%
Sunday All Other (Typically 7x24) ‘
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 24 Hours ‘RTO achievable?: TBD Criticality: Medium

Regulatory Compliance Service Requirements:
Information Classification Service Requirements: Private or Nonpublic

Additional Comments:
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.Business Division: BCA MNJIS

Business Purpose: Criminal justice administration
Application Name: Portal 100 Contact: BCA, Robert Johnson, Deputy
: Director
Descripton: The user interface for accessing the Law Enforcement Message Switch
Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): Immediate RTO achievabfe‘?: TBD Criticality:  Critical
Regulatory Compliance Service Requirements: FBI CJIS Security Policy, NLETS requirements, DVS

Information Classification Service Requirements: contractual requirement t

Additional Comments:

DVS contractural requirement to provide same level of access to DVS data through Portal 100 that DVS
would provide directly

Application Name: Meth Offender Registry (MOR) Contact: BCA, CHRI Asst. Director

Descripton: _Public website identifying individuals who have been convicted under state law of felony
level manufacture of methamphetamine. Established by executive order of the Governor.

Attended Hours of Operation:

Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typ?cal!y 7x24) Availability Service Levels %: 99%
Sunday ' All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): 24 Hours RTO achievable?: TBD Criticality: Low
Regulatory Compliance Service Requirements: Executive Order of the Governor
Information Classification Service Requirements: ‘P‘ublic

Additional Comments:
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

BCA NMNJIS

Business Purpose:

Criminal justice administration

Application Name: Suspense Web

Descripton:

Contact; BCA, CHRI Asst. Director

Website that provides criminal justice agencies the number of suspended court

dispositions that have been identified as those that criminal justice agencies can resolve.

Attended Hours of Operation:

Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): 48 Hours RTO achievable?: TBD Criticality:. Low
Regulatory Compliance Service Requirements: MN State Statute
Information Classification Service Requirements: Public
Additional Comments:
299C.111
' Application Name: Statute Service Contact; BCA, Kurt Augustin, Ass't
Director
Descripton: Service that provide downlaod and lookup capability for statutes and assoicated metadata
used by criminal justice professionals
Attended Hours of Operation: {
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 99%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 8 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:

Additional Comments:

RTO achievable?:  TBD Criticality:  High

Public

eCharging queries Statute Service each time it needs statute information
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COMPREHENSIVE IT SERVICE LEVEL AGREEMENT

Business Division: BCA MNJIS

Business Purpose: Criminal justice administration
Application Name: MyBCA : Contact: BCA, Kurt Augustin, Ass't
Director
Descripton: Provides single-sign on capability for ISS and MROD. Will eventually expand to all BCA
MNJIS criminal justice applications.
Attended Hours of Operation:
Monday - Friday ~ All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) ' ' Availability Service Levels %: 98%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): -8 Hours RTO achievable?: TBD Criticality: High

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:
Additional Comments:

No data provided. in future, higher availability and immediate RTO will be required as access to BCA
applications and services is migrated to MyBCA landing page.

Application Name: Name Event Index (NEIS) Contact; BCA, CHRI Asst. Director

Descripton; Provides a catalog that connects events and people within the criminal justice system.

Attended Hours of Operation:

Monday - Friday ~ All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 98%
Sunday All Other (Typically 7x24)
Holiday All Other (Typicaily 7x24)

Recovery Time Objective (RTO): 8 Hours RTO achievable?: TBD Criticality; Medium

Regulatory Compliance Service Requirements;
Information Classification Service Requirements: Confidential or Protected Nonpublic

Additional Comments:
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~-. Business Division: BCA MNJIS

Business Purpose: Criminal justice administration

Application Name:  MNJIS LaunchPad

Contact: BCA, Dana Gotz, Executive
Director

Descripton; LaunchPad for criminal justice agencies to applications that provide training,
documentation, and testing related to BCA applications and services; online audit tool for
BCA MNJIS audits; and ability for law enforcement agencies to validate NCIC transact

Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24)

Saturday All Other (Typically 7x24)

Sunday All Other (Typically 7x24)

Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): 48 Hours

Regulatory Compliance Service Requirements:
Information Classification Service Requirements:
Additional Comments;

Includes nexTest, Audit, and Online Validations

Hours of Operation currently met?: Yes

Availability Service Levels %: 99%

RTO achievable?: TBD  Criticality: Low

Confidential or Protected Nonpublic

Application Name: Minnesota Reports on Demand (MROD)

Regulatory Compliancé Service Requirements:
Information Classification Service Requirements:

Additional Comments:

Contact: BCA, Margarita Rock, Ass't

Director
Descripton: Provides criminal justice agencies the ability fo select and merge court cases together to
form a complete view of an individuals interactions with the courts.
Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 100%
Sunday All Other (Typically 7x24)
Holiday Ali Other (Typically 7x24)
Recovery Time Objective (RTO): 24 Hours

RTO achievable?:  TBD Criticality: Low

NIA

Private or Nonpublic
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Business Division: BCA MNJIS

Business Purpose: Criminal justice administration
Application Name: ' Livescan 7 _ Contact: BCA, Margarita Rock, Ass't
Director
Descripton: Technology deployed fo booking facilities for the elctronic caputre of fingerprintsd and
booking data
Attended Hours of Operation:
Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7x24) Auvailability Service Levels %: 98%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)
Recovery Time Objective (RTO): - 8 Hours RTO achievable?: TBD Criticality:  Critical
Regulatory Compliance Service Requirements: N/A
Information Classification Service Requirements: Confidential or Protected Nonpublic

Additional Comments:

MNJIS has SLA with vendor, L-1, for end-user/agency support. Service is non-critical for single LiveScan
unit but overal LiveScan service is critical for BiolD application functionality.

Application Name: LiveScan Message Enhancement (LME) Contact; BCA, Margarita Rock, Ass't
: Director
Descripton: Provides web-based view of all messages directed to an agency's Livescan devices, helps

agencies manage bookings, reduces files going into suspense. Access to Livescan is
Agency Interface.

Attended Hours of Operation:

Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?; Yes
Saturday All Other (Typically 7x24) Availability Service Levels %: 98%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 24 Hours RTO achievable?: TBD Criticality: Medium

Regulatory Compliance Service Requirements:
Information Classification Service Requirements: Confidential or Protected Nonpublic

Additional Comments:
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- Business Division: BCA NMNJIS

Business Purpose: Criminal justice administration

Application Name: Identity and Access Management (IdAM) Contact: BCA, Kurt Augustin, Ass't
Director

Descripton: Provides identity and access management capability for BCA MNJIS applications, 1SS and

MROD. Will eventually expand to all BCA MNJIS criminal justice applications.

Attended Hours of Opération:

Monday - Friday  All Other (Typically 7x24) Hours of Operation currently met?: Yes
Saturday All Other (Typically 7>§24) Availability Service Levels %: 98%
Sunday All Other (Typically 7x24)
Holiday All Other (Typically 7x24)

Recovery Time Objective (RTO): 8 Hours RTO achievable?: <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>